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1 Executive Summary
Over the past four years, a sustained high-level international consultation activity,

conducted through the FP7 INCO-TRUST project covering USA, Canada, Japan,
Australia and South Korea, resulted in highly successful collaboration alignment with
their various national program agencies and their researchers engaged within ICT Trust,
Security and Privacy areas. Starting on 1st January 2011, funded within the project
portfolio of the European Commission DG INFSO, Unit F5 ICT Trust and Security
Research [1], the Coordination Action BIC project [2] – Building International
Cooperation for Trustworthy ICT: Security, Privacy and Trust in Global Networks &
Services – will now expand the co-operation models of EU researchers and programme
management with their peers in new ICT high-growth countries, specifically Brazil, India
and South Africa, who represent emergent world-impacting information economies
through the scale and sophistication of their growing ICT sectors. BIC will also continue
to capture the experiences and engagement of the INCO-TRUST target countries into
BIC via an International Advisory Group of the leading policy makers from the US and
other countries.
The BIC project has four core objectives:
1. Charting the security and trust landscape of Brazil, India and South Africa and their

initial and potential match to EU Trust, Security and Privacy themes.
2. Prioritisation of the EU-influenced vision and research directions including alignment

of work programmes.
3. Global alignment, consensus and outreach of the European visions and challenges

across all targeted countries.
4. Definition of Tangible International Activities including transnational partnerships

with EU partners..
The EU – Brazil cooperation workshop of the BIC project was proposed and

accepted by the organisation committee of the International World of
Telecommunications (IWT) 2011 conference and workshop. The BIC workshop was held
in Rio De Janeiro, Brazil on 3rd May along with IWT 2011. It was attended by over 60
delegates from around the world predominately from Brazil.

The aim of the BIC Brazil – EU workshop was to gain a shared understanding of
critical issues, identifying promising trust and security research directions, and also to
foster collaboration between EU and Brazil research teams. The organising committee
were satisfied at the outcome of this workshop: that it had indeed met the objectives and
that further collaborative work would ensure to facilitate international co-operation in
Trust, Security and Dependability (TSD) research.

The organising committee of the workshop developed the programme around two
panels: one covering research challenges for cooperation and one looking at initiatives
and projects already underway in both countries. The workshop discussions led to
identification of a number of research challenges, scoping research priorities and joint
actions to address them.
The web site of the event can be found at is http://www.inatel.br/iwt/ and

http://www.inatel.br/iwt/slide-show/bic-workshop.
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6 Conclusions
In recent years, there has been a number of productive joint activities held already
between the EU and Brazil in looking at joint collaborations between the countries, such
as:

 In September 2009, there were two international workshops held in Brazil
examining EU-Brazil cooperation on new architectures for the FI3.

 A coordinated call was already held in EU FP7 call 7 between the EU and Brazil
including one topic on Future Internet Trust and Security.

One of the goals of the BIC project is to follow the considerable Brazil – EU joint efforts
already done and to increase productive joint activities and collaboration between the
EU and Brazil research communities. This very interactive and lively cooperation among
both research communities has contributed to the success of this Brazil – EU Workshop.
During the workshop, a number of potential technical areas and initiatives for further
mutual collaboration were identified between Brazilian and EU researchers in ICT Trust
and security. These are summarised here.

 Security metrics and assurance: both European and Brazilian participants shared
a joint vision that there is a need to have internationally recognised criteria for security
metrics and assurance and that further collaboration on user acceptance and
confidence in solutions such as service compositions or cloud computing, should be
fostered.

 Security and privacy: in collection of data from heterogeneous sources, design,
composition, discovery and delivery of context-aware secure services are pinpointed
as objectives for many participants. Technologies such as the Near Field
Communication (NFC), for example, eases the collection of contextual data and link a
service such as payment to an actual physical location. Other proximity sensor
technologies such as Bluetooth, Wi-Fi or barcodes pose similar problems and the
setting of associated privacy rules seems not to be sufficient since the preferences can
be very dynamic while users trust varies from location to location.

 Privacy by design principles: closely related to a specific service business model
should help the user in the management of this location information. The integration of
sensor networks with social networks is another example of applications that can
sense the context, provide new services, but also extend the notion of “identifiable”
data. Context can be also observed on micro-blogging services such as Twitter.

 Future Internet: environments that combine sensors (Internet of Things), social
networks (Internet of People) and service provision (Internet of Services) involve
event-related security information that must be understandable independently of
language, age, physical condition, social status, or education of the recipient. This is
an important aspect where Brazil has a great deal of experience and track record in
the past, such as in the design of their installed Automated Teller Machines (ATM)
machines in the 1970’s in which a rigorous design process involving customers was
followed in the user interface design resulting in extremely user friendly interfaces. In

3 http://www.cce.usp.br/servicos/eubr2009/ ; http://www.cpqd.com.br/futurodainternet/programacao.html
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the Future Internet (FI), context-aware services and devices with localization systems
will be offering attractive new functionality. People who travel and need access in
mobile international environment, such as, for example, tourists or business people,
will use not only contents but likely other services such as on-line collaboration,
context-aware social networking or trusted local services such as emergency related
or mobile payment services. The challenge for a “roaming” user will be to discover
and use only 100% trusted and secure services where origin and data provenance can
be verified. There is work ongoing in Brazil on this topic and the participants exhibited
a willingness to work together with Europe on this.

 Universality of trust and privacy: Concerns about trust and privacy are universal.
Citizens on the move are especially sensitive and vulnerable  targets given that
different platforms, service providers, organizations, business processes, policies and
technologies may be involved within international service-chain provision. Therefore,
user-centric security, trust and privacy configuration sets are needed. As a user
typically uses the same device in multiple contexts, assistance or even automation of
adaptation of configuration to a specific context is needed. It is important, therefore, to
provide adaptable and context-aware privacy protection mechanisms and tools for
automatic customization and personalization of security services.

 Standardisation: Privacy is one of the research issues that is highly subjective and
contextual and there is a need for the agreement and publications of standards for
WS-Agreement, and similar web service protocols, while the Semantic Web
technologies for Secure Web Services may be yet further investigated while the
community reaches consensus on the appropriate approach. Europe is ahead in the
research on this topic.

 International cooperation in Cyber-security: The need of a comprehensive
research towards international Intelligence, Surveillance, and Reconnaissance (ISR) in
the cyberspace domain was highlighted by some participants, as the interdependent
network of IT infrastructures is considered to be one global domain within the
information environment, including the Internet, telecommunications networks,
computer systems, and embedded processors and controllers. Furthermore, the ability
to conduct comprehensive intelligence collection on any threatening of our cyberspace
activity followed by near-simultaneous processing, exploiting and disseminating of the
information depends on international collaboration, data and knowledge exchange and
sharing between all countries.

In conclusion, the BIC project will contribute to coordinating the research communities
addressing common Brazil – EU interest where synergy could meaningfully add “local”
(technological, societal) depth and explore together problems from the interconnected
trans-national world of “things” (& attacks, impact, enforcement) where synergy would be
very beneficial to jointly influence and leverage issues for all concerned. An International
Advisory Group (IAG) is being set up within BIC in order to maintain and strengthen the
EU’s international collaboration links with participant countries, Brazil included.
The audience at the workshop was very enthusiastic and interested to collaborate
together on future networking opportunities in Trustworthy ICT, for example in call 8 of
FP7, as in other topics, i.e. the bilateral coordination for the enhancement of S&T
Partnerships (FP7-INCO-2012-2, BILAT).


