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Introduction 

Cloud computing, which has been 
enthusiastically received in many of the areas where 
Information Technology (IT) is a dominant factor in 
day to day life, is the most recent manifestation of a 
long term shift towards the provision of information 
technologies by specialist IT service providers. 
Whereas previously consumers bought Personal 
Computers (PCs), and businesses had IT 
departments which owned servers and ran business 
software, future IT needs will be met by infrastructure, 
platforms and software provided as services from the 
cloud. The cloud, a complex and globally distributed 
ecosystem of networked online services, runs on 
huge data centres, which store and process vast 
quantities of data gathered from many sources 
including from the people and business they serve, 
the transactions they process, the environment and 
many other sources. 

As more aspects of business and personal lives 
shift into this cyber world of online services, concerns 
have arisen over how we can have confidence that 
they will protect it and handle it responsibly. Data 
protection regulation aims to address consumer trust 
and the imbalance of power between the individual 
consumers and these new IT services. Businesses 
using cloud services engage in service level 
agreements (SLAs) with providers which aim to cover 
(amongst other things) how business data should be 
handled and what it may be used for; however, there 
are difficulties in ensuring that these address the 
complexities of operating in the complex ecosystem 
of cloud services. For the cloud service provider 
(CSP), the complexities of compliance with data 
protection and business regulations is a barrier to 
offering cloud services, and the risks and 
consequence of non-compliance are a serious 
concern. 

Accountability can help us tackle these 
challenges in trust and complexity. It is especially 
helpful for protecting sensitive or confidential 
information, enhancing consumer trust, clarifying the 
legal situation in cloud computing, and facilitating 
cross-border data transfers. Accountability provides a 
way forward in dealing with data-protection issues 
arising from handling personal data in the cloud but 
these issues transcend personal data handling and 
generalize to other types of data, beyond privacy 
concerns. 

Accountability is enshrined in regulatory 
frameworks for data protection across the globe, 
notably the Organization for Economic Cooperation 
and Development (OECD) privacy guidelines (1980), 
Canada’s Personal Information Protection and 
Electronic Documents Act (2000) and Asia Pacific 
Economic Cooperation (APEC)’s Privacy Framework 

(2005). Accountability is used here in the sense that 
the data controller should be accountable for 
complying with that particular data protection 
legislation. Similarly, EU Directive 95/46/EC (1995) 
contains rudimentary accountability provisions, such 
as pre-processing regulatory notification, information 
provision requirements and data subject access, but 
these are ad-hoc mechanisms, not part of an 
overarching accountability regime. The resulting 
'accountability gap' is one of the causes of what is 
conceived as regulatory failure: lack of faith in the 
regulatory framework amongst the general public; the 
low priority data protection compliance receives 
amongst data controllers including innovation of 
higher levels of privacy protection in new ICTs; and 
lack of attention for data privacy breaches. 

While all of these regulatory frameworks provide 
a foundation for data protection, none is specifically 
designed with the cloud computing in mind. What 
makes data processing in the cloud challenging is the 
scale and complexity of networked cloud services, the 
pervasive role they will play in the future business 
and personal life, and the ability of advanced data 
mining techniques to draw inferences about data 
subjects from the large data sets under their control. 
The “data-centric” nature of cloud computing creates 
a tension between service suppliers who perceive 
that the business data they hold could be a strategic 
business resource and their customers who are 
increasingly aware of risks posed by the lack of 
control over data in the cloud. 

Providing Accountability in the Cloud: 
Approaches and Solutions 

Accountable organisations ensure that 
obligations to protect data are observed by all who 
store and process the data, irrespective of where that 
processing occurs. To achieve this for the cloud a 
“chain of accountability” needs to be established that 
mirrors service user-provider relationships. 
Furthermore, it encompasses the complete 
ecosystem of individual and business users, the 
whole service provider value chain and all aspects of 
the regulatory process, including business 
governance and audit. 

The individual service user should be able to 
hold the organisation that is providing them with a 
service accountable for how data is used and 
handled; this is their primary service provider (PSP). 
The PSP must be able to hold the CSPs that it uses 
accountable for their handling of data as it moves 
through the supply chain, establishing a chain of 
accountability throughout the supply network. 
Regulators and the business governance functions of 
organisations using the cloud service must be able to 
monitor and verify that all parties in the supply chain 
or supply network are operating as accountable 



Accountability in Cloud computing 

BIC – Building International Cooperation for Trustworthy ICT 3 of 3 

organisations. Where data includes personal 
information, the PSP will be the data controller for the 

purposes of data protection and will be accountable 
to data protection regulators.  

Trusted third parties (TTPs) supported by trusted 
tools and services can provide stakeholders with 
appropriate views of data and how it is used and 
protected. 

Through contractual agreements, all 
organizations involved in the cloud provision would be 
accountable. While the PSP, as the first corporate 
entity in the cloud provision, would be held legally 
accountable, it would then hold the initial service 
provider accountable through contractual 
agreements, requiring in turn that that SP hold its SPs 
accountable contractually as well.  

To increase trust, we must address the needs of 
all stakeholders – users, providers and regulators. 
Users need a way to understand and make choices 
about how data may be used in the cloud and the 
consequences and risks associated with those 
choices. They also need to be confident that service 
providers are treating data appropriately and that they 
can retain control over how it is used, as well as that 
the legal frameworks are effective and that they have 
ways to hold providers accountable for what happens 
to that data. Service providers need a way to meet 
customer expectations for greater transparency and 
control, and therefore accountability, over what they 
do with data – this means technical and legal 
mechanisms that work together. Further, they need to 
have confidence that providers further down that 
chain will meet their obligations and responsibilities. 
Finally regulators need to be able to monitor and 
check compliance and to attribute responsibility for 
any failure. 

Approach 

Our solution is to address these objectives through an 

orchestrated set of mechanisms:  

 preventive – mitigating risk;  

 forensic – monitoring and identifying policy 
violation; and   

 corrective – managing incidents and providing 
redress,  

 using interdisciplinary co-design to ensure that 
legal and business processes and technical 
mechanisms work in support of each other.  

The grid in the figure above is populated with 
examples of such mechanisms (although it does 
not show a complete set). For example, decision 
support tools may be used to assess risk and 
privacy harms based on context before 
transferring personal information in the cloud, to 
advise on obligations to be passed to a CSP 
(within the contract, and associated with data) or 
to assess the suitability of a CSP before using it. 

Conclusion 

In conclusion, the basic accountability framework 
was presented with a number of mechanisms across 
legal, regulatory and technological areas required. 
Some technological pieces are quite mature and 
others are less so. Further work is necessary on 
various fronts including provision of integrable 
techniques for attribution and redress. 


