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Panel session descriptions

Panel session 1. Other INCO-related projects with
direct or indirect linkages to ICT trust and security
aspects.

Purpose of session: to broaden the perspectives and to
gain insights from other projects related to both inter-
national cooperation (INCO) and trust and security.
Projects represented include EU — India Spirit, Syn-
chroniser; EURASIAPAC; SECFUNET; BILAT/
ACCESS4EU/SECAS.

Panel Session 2. Human oriented approaches to secu-
rity, privacy and trust and how international coop-
eration can benefit.

Purpose of session: to highlight the mutual benefits that
could be gained from international cooperation in the
topic areas under this session heading, namely: Interna-
tional privacy friendly authentication and reputation as-
surance; trust and risk management / infrastructures; de-
cision making issues for trust, risk and privacy; and hu-
man oriented and usable security.

Panel Session 3. Digital ecosystems network and in-
formation security.

Purpose of session: to highlight the mutual benefit that
could be gained from international cooperation in the
topic areas under this session heading, namely: Interna-
tional data exchange architecture for cybersecurity; ena-
bling technologies for secure exchange and sharing of
cyber data e.g. cryptography; cooperation on knowledge
and data exchange and preparation of policy frameworks
to enable global collaboration and interoperability; pro-
tection, robustness, resilience of critical information in-
frastructures; security of open source based systems in-
cluding mobile communications; EU-US joint CIIP Exer-
cise, Cyber Atlantic 2011; future and emerging cyber
threats and attacks and how international cooperation
would assist in dealing with them.
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Connecting to Radisson WLAN:

1. Connect to SSID “Radisson_Guest”;

2. Open your web browser;

3. Click "meeting delegate'" under other login
options, left of screen or non resident guest

. Read and accept terms and conditions

. Select Meeting name TSSG

6. Enter meeting code SLec-WTwé6
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1 Annual Forum
Terms of Reference

Mission: the mission of the BIC annual forum is
discussion and agreement on technological chal-
lenges/gaps of common interest amongst the
countries, agree on what can and needs to be
done internationally (who can contribute to
what), and then work at an international level
towards delivering on cooperation towards solv-
ing these joint technological challenges. The fo-
rum will enable the working towards the defini-
tion of tangible international activities, including
success metrics and setting up global projects.

Objectives: the BIC annual forum aims to
achieve the following outcomes:

« Identification of the technological challenges
that really need and could be tackled in com-
mon between the countries so they can be
elaborated clearly with the policy makers in the
respective countries as a way forward;

 Highlighting the current bi-lateral (and poten-
tially overlapping) country to country coopera-
tion(s) into a more comprehensive unified
global cooperation.

The goal of the BIC annual forum is not to de-
scribe the actual research projects being con-
ducted, but, from the insights of the researchers
and programme managers, to explore how best to
organise future International cooperation (INCO)
research activities and its supporting pro-
grammes, together with the key challenges, issues
and priorities.
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Final Programme
Morning

08:30 Registration

09:00 Welcome and Introduction
Jim Clarke, Waterford Institute of Technology, BIC Coordinator

09:10 Setting the scene with European Commission DG-
INFSO views on International Cooperation.

Alvis Ancans, DG INFSO, Unit A2, International Relations
Gustav Kalbe, DG INFSO, Unit F5, Trust and Security

10:00 Panel session 1. Other INCO-related

projects with direct or indirect linkages to ICT

trust and security aspects.

Projects (Panelists): EU — India Spirit (Tom Williamson)
Synchroniser (Katja Legisa)
EURASIAPAC (Fernando Kraus Sanchez)
SECFUNET (Marcelo Pasin)
BILAT/ACCESS4EU/SECAS (Rado Faletic)

10:30 Identification of advantages of international
cooperation and the trust and security technological
challenges — BIC review of research topics already
identified.

Michel Riguidel, Telecom Paris-Tech, ENST, France

11:00 Coffee and networking break

11:30 Panel Session 2. Human oriented approaches to
security, privacy and trust and how international
cooperation can provide mutual benefits.
Chair: Priscila Solis Barreto, University of Brasilia, Brazil
Panellists: Karima Boudaoud, France

Toannis Krontiris, Germany

John Zic, Australia

Jan Eloff, South Africa

Fabio Martinelli, Italy
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Afternoon

13:00 Lunch and networking break

14:00 Panel Session 3. Digital ecosystems network
and information security and how international co-
operation can provide mutual benefits.

Chair: Karl Levitt, University of California, Davis, USA
Panellists: John C. Mallery, USA

Bart Preneel, Belgium

Abhishek Sharma, India

Hiroyuki Hishinuma, Japan

Razvan Gavrila, Greece

16:00 Coffee and networking break

16:30 Planning and operations session

Moderated by BIC partners.

A. Wrap up from Panel sessions.

B. Review of existing collaborative arrangements and rela-
tionships / roundtable discussions on what is required to
support these activities.

C. Building a BIC research network portal

D. Work-items to be done

E. Working groups as per the work items

F. Wrap Up/Next steps

17:30 BIC Annual Forum closing

More details on the content of the panel sessions can
be found on the next page.



