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ECRYPT Il (2008-2012) ECRYPT II

UEOeLA T
Network of Excellence in Cryptology

* 11 partners and 25 associate partners (1 from
Taiwan)

* improve trade-offs between cost (footprint,
power and/or energy consumption), security
and performance

« development and analysis of advanced
cryptographic protocols for distributing trust

« secure hardware and software
implementations



Open competitions
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Hash functions

Protect short hash value « collision resistance
rather than long text * preimage resistance
e 2"d preimage
resistance

This is an input to a crypto-
graphic hash function. The input
is a very long string, that is
reduced by the hash function to a
string of fixed length. There are
additional security conditions: it
should be very hard to find an
input hashing to a given value (a
preimage) or to find two colliding
inputs (a collision).
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The complexity of collision attacks

Brute force: 4 million PCs or US$ 100K hardware (1 year)

e \ —o— MD4

— \ MD5
\ —&— SHA-0
\ SHA-1

\ —t \ — Brute force

|||||||\|.|.|.
L L G SR R\ M L o SRR
NI NN L G G S S N




NIST AHS competition (SHA-3)

« SHA-3: 224, 256, 384, and 512-bit message digests

* (similar to SHA-2) Sall 0307

Deadline (64): 31/10/08
Round 1 (51): 9/12/08

80, 64 R.ound 2 (14): 24/7/09
60. 51 Final (5): 10/12/10
Standard: Q4/12
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The Candidates
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Preliminary Cryptanalysis

i L

16/06/2009
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Round 2 Candidates

24/7/2009

Slide credit: Christophe De Cannicre



Observation

» Collaboration on performance evaluation

 NIST funds hardware evaluation
framework

« ECRYPT: most of security evaluation;
some performance



Widely used yearly report on
algorithms and key lengths
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ECRYPT Roadmap for next 10 years

* Crypto for Internet of Things
— low energy crypto

* Crypto for cloud computing
— Distributed cryptography
— Fully homomorphic encryption

— Applications (in part driven by regulation):
* privacy for smart grid
* privacy for road pricing
« e-voting
 advertising



Crypto policies
« US: driven by NIST with strong input
from industry and government

 Asia: policy by country
* Europe: joint research, policy by country

Quid: European cryptographic policy?



China

« ZUC as 3rd algorithm in LTE (also SMII, SMIII)

« National Cryptography Industry Standards
Technical Committee established on 19/10/2011
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Every algorithm used
iIn China needs to be
designed in China
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Answer to questions 1-2

« Q1 strategy elements
— integrated policy at EU level

— international collaboration: academia, industry,
government agencies

— research and its interaction with policy

« Q2 actions
— Cryptographic algorithms
« open competitions with shared governance

» effective standardization

» key lengths and parameters document (management of
standards)

— Cryptographic protocols

« motivated by distribution of trust and privacy (key
component in privacy by design)

— Joint research



Answer to questions 3-4

« Q3 more effective research
— avoid duplication
— increase impact (technology and policy)

* Q4 how does it fit with BIC topics?
— Present in research agenda at high level



