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Topics

= The Mobile World
=  Vulnerability
= Threats
=  Apps, Sources
=  Security Approaches
= Best Practices

=  (Collaborative Efforts

= Status
= Driving Force

= Way Forward
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The Mobile World

Mobile Phones - an inseparable part of day to day life

= Nearly 6 billion mobile phone users
= Close to 1.5 billion smart phones, 1.75 billion by 2012.
= Utility Applications coming up fast, controlling lifestyle...
= Mobile Money: Transactions to reach almost $630 billion by 2014,
up from $170 billion in 2010.
= Mobile Health Care- 500 million user by 2015
= Mobile Data Backup/Storage, enterprise connectivity
= Mobile e-learning: A new approach to education & Knowledge.

Location Based Services
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N B e
Vulnerability

Unintentional Vulnerabilities

= Poor programming practices: Web inputs, hard-coding of PWs.

= Programming Languages: Java Script, C etc

= OTA Data Transmission to remote server : Phone backup,
others.

= Users’ Dependent

: Not using password protection or weak passwords.

- Download Apps without verification of source.

2 Unprotected use of mobile internet.
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D B e
Vulnerability...

Intentional & Malicious Vulnerabilities
=  Wireless / Mobile apps easier to break.
= Mobile malware more than doubled in 2011 from 2010
=  QOver 200 new variants in the first half of 2011 alone.
= Malware hidden within seemingly safe Apps —

= Attack OS,

= Develop Rouge Apps
= Attacking stored Data
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Threatened Apps

Some of the most prominent Mobile applications that are vulnerable to

attacks are:

Money Transfers, Mobile Commerce.

= Data Stored on Phone.

= Remote Data Storage OTA: Access, Transmission.
= Mobile Health Care

= OS Platform: make the mobile itself useless.

= Other utility Apps: Maps, LBS.

= Games, other entertainment apps.
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Threat Sources

= Botnets

= Malicious applications
= Social Networking

=  Spyware

=  Bluetooth

=  Wi-Fi Hotspot

=  Phishing
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Security Approach
Security - biggest challenge for robust Mobile Apps

The core :
=  Wireless Intrusion Detection System (WIDS) &

= Wireless Intrusion Prevention System(WIPS).

Aimed at:

= Strong Mobile platform.

= Encryption software.

= E-Services that Protect Privacy.

= Mobile Access confidentiality .
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Information Security Best Practices

= |Information Security Governance

= Risk Management

= Network Security

= Endpoint Security

= Data Security

=  Application Security

= |dentity & Access Management

=  Security Management
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Canada Korea Japan Australla India
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EU-India ICT Cooperation: Snapshot

= DST/DIT : DIT more actively involved with the European Union.

= |Industry Partnerships : Belgium, Czech Republic & Hungary.

= Areas considered for strategic cooperation: Standards for e-
Governance, e-Security, knowledge network, biometrics, telecom,
spectrum monitoring, energy efficiency & alternate energy source, open
source technology

= Ongoing Projects:
« Misc. Sc &Tech : ERNET, TEIN3, BELIEF, 6 CHOICE, ‘IPv6

* Information Security
* Indo-Australia: Protecting Critical Infrastructure from DOS
Attacks.
« Tools, Technology & Policy.
«  With EU: Nothing major so far.
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Indo-Australian Project: Fields of Expertise and
Synergy
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Way Forward

From where we are, further projects that may be considered...
= Policy Framework
= Securing New Services: Cloud Computing, Bit Stream Services

= Prototype Building for DDOS & M(Detection, DOS Attacks & Mitigation).

= Mobile Security:
= Access, Transmission, Switching/ Distribution, Storage

= Policy, Standards, Tools & Test Beds.
= Mandatory Requirements — Regulatory controls.

= Indo-Australia project has covered Mobile / wireless threats in their
project. Need is to take the work forward.
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Collaboration Drivers

«  Similarity of mobile usage environment
= Huge / fast growing mobile base: India > 750 million
= Rapid growth of smart phones & Apps.
= SimilarApps: availability & utilization
 Resource Pool & Ecosystem
= EU and India: Complimentary Knowledge base,
= India: Large qualified, talented & ambitious resource pool.

= Europe : Technology knowhow, work environment.
=  Socio-Economic Objectives

« Collaborative Research & Development Projects
= EU, India, partner countries - Natural beneficiary.
= Sharing of achievements - Global utilization of knowledge

for Trushwor rthy ICT ' innovation
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CONCLUSION

Society are at a Technology crossroads. It's critical to see mobile
security as an overall information risk issue that impacts the society
in an unusually heavy manner. Treating it any other way will only
serve to prolong the problem.

Every decision you and the other stakeholders make regarding
mobile security, either moves the world closer to reasonable
information security or farther away.
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Thank you

NetEdge TeleSolutions Pvt Ltd
www.netedgetelesolutions.com
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