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1. Information Security Policy

by the Government of Japan
(MIC: Ministry of Internal Affairs and Communications)



Information Security Policy by the Government of Japan
(Ministry of Internal Affairs and Communications (MIC))
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Creating robust and
reliable networks
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» Promote information sharing
among ISPs. (Telecom-ISAC)
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» Promote development of € §

preventive measures by ISPs.
(Cyber Clean Center Project)

» Promote the use of digital
signature, certificate, and
timestamp infrastructure.

» Assess cryptographic

technology . o

» Study of smartphone security.

security through public website for
Internet users.
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» Raise awareness and educate
Internet users through seminars.

» Study of smartphone security
—.I for raising awareness of its

j security.

» Provide notifications of information

J Technology

Research and
Development |

» Undertake R&D projects to
develop measures to counter
emerging network threats.

- Malware analysis. L
- Network monitoring.
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Geographical visualization of
malicious activities in
cyberspace

» Promote research undertaken
by national institutes (NICT).

International Partnership and collaboration

» Strengthen multilateral and bilateral partnerships.
» Promote international collaborations
among the private sector and research institutes.

» Standardization of network security technologies.




International Collaboration Against Cyber Attacks

Project Year 2006 - 2011

What we learned:
*The number of Bot infected PCs decreased in Japan.
*Cyber attacks from abroad are increasing.

—~ @ﬁi *Various types of malware are increasing.
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DETECT ANALYZE COUNTERMEASURES

Further actions need to be done!
International Collaboration

New Project

Year 2011 - 2016

Features:

*Handling Various Types of Cyber Attacks
*International Collaboration
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New Project by the Government (MIC)

from FY 2011 (April 2011-)

A 1. Outline \

Gathering research institutes, ISPs and other experts, the project establishes an
information-analysis and -sharing system that_utilizes cyber-threat data gathered
through various sources.

- Blackhole sensors that monitor packets in darknet (unused IP addresses).
- Honey pots that collect malware with vulnerable PCs.
- Web crawlers that collect malware from infected Websites.

- Collaborating partners, who manage cyber-attack data sources and analysis data.
\. y,

A 2. Key topics \

- Cyber attack trend forecast based on monitoring and analysis.
e.g. Active monitoring system on Web-infected malware.
Automatic and speedy analysis utilizing multiple data sources.
- Information gathering & sharing system in a secure and automatic way

e.g. International gathering of statistical data.
Secure sharing of useful analysis data.
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Project based on International Collaboration (Fv2011-2015)

Project to establish a global monitoring and joint analysis framework

Japan

Government (MIC)

Government level

collaboration
New Project F—N'I
Advanced R&D |

; Research Institutes
(NICT)

- Malware Collection & Analysis
- Cyber Attack Detection

Research level

collaboration

Experlmental Operation

\ —1_Collaborating partners j——

Government Agencies

- Implements
blackhole sensors,

Operational level f

Research honey pot systems &
Institutes Web crawlers
- Cyber attack
information sharing
- - R&D on data
Operational anal-ysis

| _ collaboration || bodies (ISPs, etc.)
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- Development of
countermeasures

[ Japanese Operational bodies (ISPs) ]
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Japanese Users
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Expected Achievements by this New Project

[ )

» Reduction of Infected PCs in Japan:
- Cyber attack information from Japan to Europe will in

be used to reduce the infected PCs in Japan Japan
- Then, cyber attacks from Japan to Europe and the P

world will be reduced
» Reduction of Infected PCs in Europe:
- Cyber attack information from Europe to Japan will be in

d to red the infected PCs in E
used to reduce the infecte s in Europe Europe

- Then, cyber attacks from Europe to Japan and the
world will be reduced

» Cvyber attack trend forecast:

- By automatic and speedy analysis utilizing

multiple data sources :
- Regional and global trend forecasts ) )

v'The Key issue is “Cybersecurity Information Exchange”
- Recommendations ITU-T X.1500 series “CYBEX” would be taken into account



2. R&D on Cybersecurity by NICT

(NICT: National Institute of Information and Communications Technology)



Overview of the project FRIEC L@ by NICT ~ic7-

nicter = Network Incident analysis Center
for Tactical Emergency Response

Target:

Inteqgrated analysis of security threats in large scale networks
- What happens on the Internet?
- What is the root cause?

Strategy:

Network monitoring
+

Malware analysis




__micter Overview by NICT~

\Traffic

The largest network
monitoring system in
Japan composed of about
140 thousands unused
|IPv4 addresses, and
analyzing maximum 2,000
malware samples a day.

Honeypot

Darknet

MacS: Macro analysis System
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Atlas: Geographical Traffic Visualization Ac7=

 Shows geographical positions
of a packet’'s src and dst from
the |IP addresses

. is represented
by traversing from
source to destination

* The of the rocket
indicates the type of packet

* The of the rocket is in
proportion to its dst port number
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Practical Cybersecurity Technology

Cutting-edge Cyber attack monitoring/analysis environment (wider, deeper and more active)

Cyber attack prevention technology for tracking and anticipating emerging security threats

Novel security technologies for emerging networks such as IPv6

Secure research framework to promote external use of collected security data
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Conclusions =

 NICT is conducting R&D to investigate practical
Cybersecurity technologies.

* NICT still needs new frameworks to monitor,
analyze and respond the emerging threats.

e International collaboration iIs crucial for
Cybersecurity field.
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Thank you for your kind attention.

National Institute of Information and Communications Technology (NICT)

.
Sl et of
F s md b el
NICY ==
i" W reTEy

http://www.nict.go.jp/research/safety_assured-e.html

Ministry of Internal affairs and Communications (MIC)
http://www.soumu.go.jp/english/index.html



