.
Agenda

16:30 Planning and operations session
Moderated by BIC partners.
A. Wrap up from Panel sessions.

B. Review of existing collaborative
arrangements and relationships / roundtable
discussions on what is required to support these
activities.

C. Building a BIC research network portal
D. Work-items to be done
E. Working groups as per the work items

F. Wrap Up/Next steps
BIC P Up P
o [13]
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Panel Session 1 Wrap Up

* Implement technical platforms (something lasting and that
can help cooperation between 2 countries

« BIC talk to SECAS partners about their experiences ( see if
their methodologies, approaches would be of use to BIC )

« BIC help to develop content for upcoming BILAT workshops.
* Increase visibility of programme.

« Set up permanent Action Group to improve collaborations
(currently recommendations highlighted but nothing
implemented)

« Good to take stock of current INCO projects, more clarity on
what we want to focus on.

« Co-ordinate activities of INCO across all areas, to get a
bigger picture of what's going on.

BUILDING International Cooperati [ 1 4]
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Panel Session 2 Wrap Up

* |ts important to consider that we are in a globally connected world
with different generations of users = adaptation of experts to
what common people need, not the contrary (user centric)

* Multidisciplinary workshops and building international working
groups, e.g. multi-disciplinary experts on human oriented security

« Build local expertise and then establish key international linkages
. local expertise based on local demands and then participate in
coordinated calls for formal cooperation

 Development of solutions that take into account the different
social structures (BRICs, developing countries, etc.)

* Funding: good will is important but there must be a political work
[will] between agencies in the different countries

« Cooperation activities to compare tools and techniques, avoid
duplication, validation of case studies in different environments
and cultures.

European Commission
nformetion Svciety and Media
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‘BIC

Panel Session 3 Wrap Up

Develop an overall R&D plan

Identify R&D expertise

Form a planning group

Cryptography - Like to have world scale competition

Ecrypt roadmap for next 10 years — crypto for cloud computing/internet of
things

US — NIST drives crypto policies, Asia policy by country, Europe joint
research policy by country.

Need to bridge gap between research interaction with policy
Algorithms — More open competitions with shared governance

Joint research — go beyond meetings

Mobile applications — e.g. mobile health care, data storage — threats lead
to wider implications.

Focus on policy framework, build prototypes for DDOS, secure new
services, mobile security.

Japan International Project on Cybersecurity looking for INCO partners.
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BIC Research network portal

* In our events, we have been asking “How can
we help coordinate international
researchers?”

 An answer we hear time and again is “can
you help us find the researchers”?

* BIC research network portal: one stop shop
for trust and security researchers from all
countries

* Information accessible and searchable by
country, research topics, projects, ...

« Can provide access to researchers other
sites — LinkedIn, personal web sites, blogs, ...

BUILDIN: ocoperation

European Commission
nformetion Svciety and Media
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BIC Research network portal
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BIC Research network portal
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Summary of Work Items

 human oriented /citizen security focus
— offer assurance
— User interface

— Prediction, validation and enforcement
mechanisms need to be addressed

— take into account cultural aspects

« programme /funding focus/ identify
community

— stakeholders(contacts)

— R&D Planning/R&D experts

— Programme visibility ;
* Network Information security / Cybersecurity

BUILDING International Cooperation [2 O] ﬁ
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Summary of Working groups (as per the
work items — to be further analysed)

Phase 1 : Working Groups focus on providing recommendations

WG - human oriented /citizen security focus ( offer assurance, Prediction,
validation and enforcement mechanisms need to be addressed, take into
account cultural aspects)

‘WG - programme /funding focus/ identify community (programme,
stakeholders(contacts))

‘WG - Network and information security
Phase 2 : Action Groups — Implementation

Following recommendation phase mature WG’s to Action Groups that will
focus on implementing the recommendations coming from Phase 1 Working
groups

*AG — human oriented /citizen security focus ( offer assurance, Prediction,
validation and enforcement mechanisms need to be addressed, take into
account cultural aspects)

*AG - programme /funding focus/ identify community (programme,

JSIIC; s(contacts))
ork and information security
BUILDI GI ational Cooperation [21]
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2011 . 2012

1. Chart landscape of South Africa, India and
-Braznl and initial alignment with EU themes
'2 Contmulty of analysis with US, J apan, Korea,

:3. Formatlon of Int. Advisory Group (IAG)
4. Annual Forum . We are here

1.  Forming working groups building
international research networks in T&iS;
1.  Analysis/Prioritisation of research
directions with SA, Brazil, India; :

3. Continue looking at alignment with EU

and all countries; :

4. Prioritise the selection of themes an('l
topics of maximum impact.

5. Annual Forum / IAG

1. Global convergence, alignment, consensus
and outreach -

. Definition of tangible International a¢t1v1t1es
Jointly define metrics with countries,
Team building, training, coachlng;,
assistance; -
Ensure successful uptake and exeeutlon
of BIC results; '
Assisting local champions formlng
projects.

. Annual Forum / IAG

30

alion Society and Media

European Commission

Inform

BIC
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Recap Objectives Year 1 (2011)

 Chart landscape of South Africa, India
and Brazil and initial alignment with EU
themes.

« Continuity of analysis with US, Japan,
Korea, ...:

* Formation of International Advisory
Group (IAG)

e Annual Forum
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Objectives Year 2 (2012)

Forming working groups building international
research networks in Trust and Security;

 Analysis/Prioritisation of research directions with
South Africa, Brazil, India;

« Continue looking at alignment with EU and all
countries;

 Prioritise the selection of themes and cooperation
topics of maximum importance and impact;

 Annual Forum (note: looking at possibility of
holding during the period of the Cyber Security &
Privacy EU Forum, 24-25% April 2012, Berlin,

Germany (http://www.cspforum.eu/)
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Objectives Year 3 (2013)

 Harmonising results of the WGs

Global convergence, alignment, consensus
and outreach

* Definition of tangible International activities

— Jointly define long term strategy including
metrics with countries;

— Team building, training, coaching, assistance;

— Ensure successful uptake and execution of BIC
results;

— Assisting local champions forming projects.
 Annual Forum
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Objectives Year 3 (2013)

 Harmonising results of the WGs

Global convergence, alignment, consensus
and outreach

* Definition of tangible International activities

— Jointly define long term strategy including
metrics with countries;

— Team building, training, coaching, assistance;

— Ensure successful uptake and execution of BIC
results;

— Assisting local champions forming projects.
 Annual Forum
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How BIC can help you
/ How You can help BIC

BIC can help you to learn more about the potential for collaboration
in FP7 and beyond
—  Note: call 8 deadline is Jan. 17th 2011

BIC can provide a window into the Trust and Security research
communities in Europe (and beyond)

BIC can help you map and match your research interests to other
countries communities

BIC can facilitate networking activities for trust and security
researchers

BIC can enable your voices to be heard to the wider trust and
security community.

You can participate in the BIC working groups formation

You can provide feedback to the work already done and the
structuring of BIC future work

You can provide BIC with information about how the funding
mechanisms work in the trust and security research areas that you
are already engaged and how they approach international
cooperation

B IC You can participate to our events raising their impacts.
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Final Questions!

— James Clarke jclarke@tssqg.org

http://www.bic-trust.eu/
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