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o EU-US summit of 20 November 2010 (Lisbon) 

o EU-US Working Group on Cybersecurity and 
Cyber Crime (EU-US WG)   

o Announced in 15th April 2011 during the Hungary 
Ministerial Conference by Commissioner and DHS 
Secretary 

 

 

 

 

o Held in 3rd November 2011 

 

Background 
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Cyber Atlantic 2011 

o Cyber Atlantic 2011: a centralised table-top 
exercise. 

o The first joint EU-US cyber exercise 

o Over 20 countries involved (17 countries played) 
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Cyber Atlantic 2011 Organisation 

o Overall planning and preparation 

o ENISA and DHS: facilitation and overall 
management of the preparation and evaluation 
phases 

o Planners team: AT, BE, EE, ES, FI, FR, HU, IT, NL, 
RO, SE, UK, ENISA, US/DHS, EC, JRC 
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Exercise objectives 

Cyber Atlantic 2011 was an exercise of an exploratory nature!  
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Explore and 
identify issues in 
order to improve 
the way in which 
EU Member states 
would engage the 
US during cyber 

crisis management 
activities; 

Explore and 
identify issues in 
order to improve 
the way in which 

the US would 
engage the EU 
Member states 

during their cyber 
crisis management 
activities, using the 

appropriate US 
procedures; 

Exchange good 
practices on the 

respective 
approaches to 
international 

cooperation in the 
event of cyber 

crises, as a first 
step towards 

effective 
collaboration. 
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Exercise Scenarios 

Cyber Atlantic 2011 will have a two-part scenario: 
o Morning session: 

o An incident that affects several EU MS, for which the EU 
will lead the management of the escalating crisis, and the 
US will request cooperation, on the basis that it, too, may 
be at risk. 

o Advanced Persistent Threat (APT) scenario 
o A hacker group, “Infamous” exfiltrated sensitive documents 

from EU and US – ‘Euroleaks’ web site  
o Afternoon session: 

o Multiple incidents across the EU, as part of which the EU 
will require US engagement. 

o Supervisory Control and Data Acquisition (SCADA) 
scenario 
o Vulnerabilities leading to backdoors (and failures) on 

Programmable Logic Controllers of power generation 
equipment 
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Exercise Format/Roles 

PLAYERS 
o Players were presented with information 

(“injects”): 
o news articles, letters from government 

agencies, etc. 
o Questions were presented for 

consideration: 
o Were  the basis for open discussions 

o Timings and questions posed to players 
were indicative 

COUNTRY MODERATORS 
o Captured decisions by the players 
o Assisted the players’ discussion 
o Reported issues 
o Supported evaluation 
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Exercise Evaluation 

o Through questionnaires: Players, Moderators, Observers 

o Did you find it useful to participate in Cyber Atlantic? 
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1,0

2,0

3,0

4,0

Players

Country Moderators

Observers

4 - Yes, definitely 
3 - Yes 
2 - Very little 
1 - Not at all      
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o Modern communication and conferencing facilities 
are needed for crisis cooperation of large groups 

o Mechanisms/structures for cross-border 
cooperation do exist; however, each country 
needs awareness of all communications options 

o Exchange SOPs, trainings, exercises 

o Exercises need increased participation from all 
three: Technical, Law Enforcement, Policy/Political 

o Single Point of Contact in EU for US would help 
but  is not compulsory 

o More exercises/workshops are needed! 

 

 

Exercise lessons learned (tentative) 
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o ENISA’s European Commission Press Releases 

o Major press will write about the event 

o BBC 

o Financial Times 

o Der Spiegel 

o ZDNet 

o Security Week 

o The Register 

o eWeek 

o Newswire 

o .. 

 

o Excellent collaboration with the PAU team! 

 

Public Affairs 
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