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Security in 2011

Human oriented Digital ecosystem
* To individuals, enterprises, * For personal data, services,
institutions infrastructures
* To struggle against  To circumvent failures and
— Terrorism, crime, spy, vulnerabilities

disinformation, hacktivism

* Security models * Technology and Policy
— Diversity — Complexity
* cultures, contexts, domains: — Fragility
eHeath, e-commerce... o
- — Scalability
— Usability

Not one single providential answer => interoperability of customized solutions
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Digital Activity

Digital world today:
strong entanglement
between
Human & Machine

Security :
strong entanglement
between
Culture
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Human oriented security and trust

International Cooperation to share mutual views

Information and behavior
— Privacy

— Georeference

— Dignity, Sovereignty

— Ownership and authorship
Identity Framework

— Authentication,
Accountability

— Anonymity

— ldentity managements
Trust models

— Trust management

Crisis management

Digital ecosystem trustworthiness

Security of the current and
the future internet

— Openness

— Transparency and secrecy

 Framework models
— Generic
— Flexible
— Adaptive
— Cognitive

e Instantiation to local
context and needs

e Socio-economic vision



Strategic and tactical themes of cooperation

The international ICT trust and security community should collaborate
together on research to support

— Strategic Recommendations

SR1: International Alignment
— preparation of policy frameworks to enable global technical collaboration and interoperability
SR2: Variety => diversity
SR3: Scalability => complexity
SR4: Reciprocity => interoperability
SR5: Secrecy => the issues of digital sovereignty and dignity
SR6: Negotiation => the theme of security and trust
SR7: Security expertise => technological challenges of security
SR8: Protection => cyber-defense

— Tactical recommendations

TR1: strengthening infrastructure resilience and control crisis management.

TR2: securing the current and future Internet related to diversity, complexity and
interoperability.

TR3: securing cloud computing for enterprises.

TR4: designing identity and accountability management frameworks.

TR5: a new privacy infrastructure, reconsidering privacy spaces, storage function areas.
TR6: repositioning trust infrastructure at the same level as security infrastructure.

TR7: metrics and standardization issues.

TR8: to initiate green ICT security.

TR9: to support cooperation in cyber-defense against the asymmetric challenge

TR10: to enable the engineering of secure and trustworthy software and systems



International Cooperation

Diversity —

B, D O .
"¥4 Variety:

Move from one security to several securities to

! be tailored to specific digital ecosystems.

Interoperability .

Complexity
Scalability : Reciprocity :
Reaching the articulations of security Achieve coexistence of several conflicting
under various multi-scale axes. security models in the digital ecosystem.
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Go-between from global to local & local to global

Transcontinental Regional
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Expansion of a scrambled digital ecosystem

Increase in the enthalpy of bits of information: informational chaos
— Increasing volumes of data & informational waste
— Accelerated movement of not validated (instantaneous) information
— =>The quality of "knowledge" and decision-making decrease

Increase in cyber-violence
— Interdependence with the physical and moral violence
— Easier access to illicit activities: online software, people and data

— Professionalization of the online black marketplace and parallel e-economy
* Pointing of individuals (data, behavior) by opaque heuristic
* Commodification of personal data (espionage), misappropriation

— =>Law of the Jungle ("FarWeb")

Ideology of a world without constraints

— Normalization of all values
* The whole "right now", falsely Free
* Race to the bottom of knowledge, culture, values

— Rush of technology
* The ultra-high speed, infinite bandwidth, infinite storage, unlimited computing resources
Hypertrophy of anonymity: the mask of a hidden activity
— Anonymity of individuals, groups, servers, locations, time
— Virtualization technologies, encryption



Diluted Cybercrime & vertebrate Cyberspace

e Spray attack
— Explosion of identity theft and slander (e-reputation)
— Furtive, indirect, dispersed, networked, borderless attacks
« Affect the fragile subjects, the information systems, fraud, financial crime, data collection

— Commoditization and overthrow of the cryptography power

* Cryptography: no more a tool for governments only

— Dilution of attackers' profiles : hacker, predator, dealer
* |solated, sometimes networked individuals, Enterprise, or States, Internationalization

* Professionalization of the specialized players' chain : identity captures, directory sales,
manufacture of software for pirates or counterfeit credit cards, marketing attacks, ransoms...

* From asymmetric warfare, cyber-war to illegal downloading
e Concentration and shift of the digital power
— Primacy of the server farms to compute, to store and ultra-broadband highways
— Shift to the private sector of the digital resource

— Overvaluation of giant suppliers and hosts

* (temporary) defeat of the communication function
— devalued Peer-to-peer (since 2005)
— Neutrality restrictive to the network, but no constraint to storage nor computing
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Cyber threats

* Growing insecurity

— Systemic aspect

* generalized interconnection, cyber-dependence, telecommunication-energy
interdependencies

— Gray market of large scale attacks
* modern and dynamic international (500 S / day botnet DDoS)

* Continuous and constantly renewed threats
— Obscurity : Computer war,
* e.g. Stuxnet
— In the light : hacktivism, disinformation (ideology), rumors (not driven)
e e.g. Wikileaks

— In the ecosystem : networked
* e.g. Anonymous

 Taxonomy of attacks
— Massive untargeted theft of personal data
* fraud, spam, blackmail
— Sophisticated and targeted attacks
* information theft or physical attacks
— Denial of service or tampering
* libertarian splintered groups



Trends in security

Massive evolving usages, transforming activity & society

— Security is cultural and multidisciplinary
* science-techno-socio-economic components
* security may exist (infrastructure, protocols...) but trust may not

— Policy, legislation, ethical and ideology component
* Cyber-violence

Security research trends
— Must transcend people and technology relationship

— Technology
* Far beyond
— bit security (=> cryptography)
— monotechnology security (=> Wi-Fi, IPSec, etc.)
— system security (hw, sw, data)
* Interoperable flexible contextual security policies and mechanisms

— Economy
* Responsibility of all the trust value chain
— End-user, service-content-access provider...

— Societal & Technique
* Multifaceted vision
— Complex targets with moving technologies
— Security of the 3 major functions
» Storage, Communication, Computation
— Multipolar governance
» different interests and competition



Scope of International Cooperation

Theme 1 : Digital ecosystem trustworthiness

Resilience of the current & the future internet
* Infrastructure, services, data, etc.
Crisis Management
* At all granularities (time & space) for enterprises and institutions
* Asymmetric challenge: cyber-haktivism, frauds, cyber-terrorism
Security models : interoperability, subsidiarity, multidisciplinary
* Security embedded within existing context, ambience and culture

Theme 2 : Trust & Privacy

Human oriented security
Privacy
* |dentity & anonymity frameworks, accountability, e-reputation
Trust measurement & management
Dignity

* e-reputation, rumors, non-sollicited information (pub + spams),

Theme 3 : Global Framework and international alignment

Interoperability of the subsidiarity models
Policy, governance

Data exchange for cyber-security
Socio-economic area

Theme 4 : Engineering and Scientific domains

Cryptography (inco works)
Software (inco does not work currently; needs lot of efforts in future)
Networks, Information Systems and Computer science (inco is difficult)



International Cooperation in Security Research

Theme 1 : Digital ecosystem security (Network & Information security)

oriented to (What?) the System
— Protection and Trustworthiness
* Strengthening infrastructure resilience and control crisis management

—  Crisis management (CIP), Security and cyber-defence (incl. against the asymmetric challenge)

* Securing the current and future internet, Network/system security, Securing cloud computing
for enterprises, Mobile security, security for mobile connectivity

— Policy properties: variety, scalability and reciprocity
* Diversity, complexity and interoperability

Theme 2 : Trust & Privacy (incl. personal data protection)

oriented to (Who?) the Humans, Users
— Responsibility (Identity versus Anonymity)

* Designing identity and accountability management frameworks, international Privacy friendly
authentication and reputation assurance

— Measurement and Negotiation
* Repositioning trust infrastructure at the same level as security infrastructure
* Trust management

— Secrecy, Dignity, Sovereignty

* Designing digital sovereignty and dignity, and new privacy infrastructures, reconsidering
privacy spaces, storage function areas

— Usability
* Human oriented and usable security



International Cooperation in Security Research

Theme 3 : Global Framework & International alignment
oriented to principles & governance
— Properties
* Interoperability, openness, transparency and secrecy
— Policy
* Preparation of policy frameworks to enable global collaboration and interoperability
— Data
* Knowledge and International Data exchange architecture for cybersecurity
— Economy
* Data policy, governance and socio-economic ecosystems area

Theme 4 : Methodology, tools and technical challenges

oriented to (how? when? where?) the tools

— Expertise sharing
* Science, technology & engineering
— Methods
* Support metrics and standardization issues.
— Software
* Software security: Enable the engineering of secure and trustworthy software and systems.
— Data
* Cryptology (digital signature, etc.)

— Upstream
* Initiate green security



Priorities of the different countries

Country Program Level Research level Priority research themes for INCO
USA National Science Foundation | Massachusetts Institute of Technology, CyberSecurity/Privacy: Technology and Usage Issues
Department of Homeland Rutgers University, University of California, | Trustworthy International information exchange including
Security San Diego, University of California, Davis, data transfer and sharing, Security models for the Future
University of lllinois , Others Internet.
Canada National Science & Eng. Res. | Univ. of New Brunswick, Ecole Industry driven projects on trust, security and privacy.
Council Polytechnique Montreal
Korea Ministry of Knowledge SoonChunHyang University, Seoul National Internationalisation of data (identity management, privacy,
Economy, KEIT Univ. Others end to end trust metrics, ...); Countermeasures against
Massive DDoS; Security of Cloud computing e.g. Security of
Smart Grid; Security compliance management and
information security assurance; Security for VolP and
Mobile communications; Future Internet.
Japan Japan Science and NICT, University of Tokyo, Tokyo Inst. of Dependability, Security, Privacy and Trust of embedded
Technology Agency, CREST Tech, JAIST, Others systems
programme, MIC
Australia Australian Research Council CSIRO, NICTA, Macquarie University, Univ. of | Communications Security, Trust and Privacy in the Future
(ARC) Sydney, IIS Partners, many others Internet; Formal approaches for trust and security.; Sensor
networks.
Brazil CNPq (National Research Universidad de Brasilia, Future Internet, Wireless Technologies: Security, Privacy,
council), FUNTEL, State Univ. of Sao Paulo, Trust over ad-hoc networks, Quantum crypto, ID
Research foundations CPgD management.
ITI (Instituto Nacional de Serasa Experian, Others TBD
Tecnologia da Informacao) !
South SA Dept. of Science and Council for Scientific and Industrial Research | Wireless Technologies: Security
Africa Technology SA Technological | (CSIR) — The Meraka Institute, SAP, E-infrastructures security and trust
Innovation Agency University of Pretoria, University of
Johannesburg, University of South Africa,
others
India Dept. of Information India Institutes of Technology (IITs), India Data Center Security, Data Privacy, ID card, ID management.

Technology (DIT), ERNET,
EuroSpirit India Support
action (FP7)

Institute of Science (l1Sc), Universities -
Hyderabad, Pune, Anna amongst others).
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