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ABC4Trust - About

Scheduled duration: November 2010 — October 2014

Funding: The ABCA4Trust project receives research funding from the European
Union's Seventh Framework Programme under grant agreement n® 257782 as part
of the “ICT Trust and Security Research” theme.

Web Page: www.abc4trust.eu
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Minimal Disclosure Tokens

Using a credential...
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Blind Signatures

Two approaches

U-Prove

Chaum, Brands et al.
Discrete Logs, RSA,..
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Idemix (Identity Mixer)

Damgard, Camenisch & Lysyanskaya
Strong RSA, pairings (LMRS, g-SDH)



ABCA4Trust Objectives

A common, unified architecture for ABC systems to enable
— Comparing their respective features and
— Combining them on common platforms

Open reference implementations of selected ABC systems

Deployments in actual production enabling

— Minimal disclosure

— Provision of anonymous feedback to a community where one is
accredited as a member

Relevant Standards

— e.g.inISO/IECJTC 1/SC27/WG 5
“Identity Management and Privacy Technologies”



ABCATrust Pilot Trial:
Community Interaction

m School internal social
network for communication
among pupils, teachers, and
personnel

= Provide trusted
authentication while
protecting anonymity

m Usability: make privacy
technology understandable
for non-technical users (e.g.

pupils)

Norrtullskolan School

Soderhamn, Sweden



ABCA4Trust Pilot Trial:
Course Evaluation

Computer Technology Institute

Patras, Greece

Course ratings conducted
anonymously without
lecturers knowing
participants’ identities

Conduct polls based on
attendance

Issue multiple credentials
(student cards, class
attendance)

Verify with anonymous
proofs towards “untrusted”
infrastructure



International differences
In privacy concerns

Differences in privacy concerns can be attributed to:
— Differences in cultural values and perception of privacy
— Differences in the familiarity with Web privacy practices

— Differences in regulations

We have collected requirements from Europe (Greece and
Sweden) and would like to exchange views with other
cultures

— E.g., what would be application scenarios from India, or Japan?

See ABC architecture from a broader perspective



Open questions

It is an open question to be discussed how privacy relevant processing
with and in third countries can be handled within ABC-scenarios.

Privacy-ABCs could be an enabler for transfer of data to third countries
e.g. by raising the level of protection.

It would be great to know how other legal systems and understandings of
privacy can be affected by and have effects on Privacy-ABCs. How are
concepts like

— Proportionality

— Unlinkability
— Minimal Disclosure
— etc.

perceived in these counties?



Human factors in privacy technology

How people perceive technological solutions and how that
affects the adoptability of the corresponding technologies?

How to best explain to people the potentials and features of
the existing solutions?

How to best design user-interfaces to encourage usability and
adoptability?



Thank you
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e-Authentication, e-ldentification

Some countries employ different methods for e-
|dentification (e.g. the use of biometrics in India)

biometrics are 100% secure, combined with ABCs can
make more secure

How to tie an attribute to a person that presents it (use
biometrics)

You cannot check biometrics, but ABCs can be checked
E.g. this person is eligible for this every week.

Anonymity be abused by indians. Where is anonymity
is needed (e.g. pregnancy pills).



