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Motivating case study 1: Responding to emergency diseases



Responding to emergency diseases

 AAHL - vital in maintaining Australia's response to
exotic, new and emerging animal diseases.

* High level biocontainment facility — PC 4
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Allows experimentation on exotic animal disease agents at different physical containment levels.



Key points

« Rapid, dynamic coalition formation between small
number of identified participants.

 Very tightly controlled information distribution and
sharing (secrecy of top priority)
 Authentication of claimed identity
* Role at the time of discussion
« Session formation, admission, departure, maintenance, closing
policies
» Session duration



Key points

* Cross state and international linkages and jurisdictions.
« Small scale O(10) mesh
 How do we assure the users trust the system?

* High national value.



Motivating example 2: Smart Grid Infrastructure



Smart Grids — Relations on information

» Size, dynamics and complexity.

» Users: only usually dealing with a few (< 5) providers and their
services

* Providers: dealing with potentially ~10¢ customers and “their
devices”

* Internet of Things scale

* Long term stability Users -> Providers; Providers ->
Users.

* Rather than dynamic (on-demand) coalitions.



Key points

» “Set and forget” from POV of user and provider

» Defined, understandable policies of use between users
and providers.

* Long term adherence of systems to defined behaviours.



Key points

« Exceptions need to be handled in agreement with
policy.
 Authority to handle disputes

* Principle of “No surprises” to any participant despite
dynamic, unreliable underlying infrastructure.

« Extremely large scale. O(107)
 Forest of trees structure (?)

* High national impact.



Elements of an international cooperation

strategy

* Finding “good partners”

« Academic, commercial, government who are like minded in
trying to address similar concrete problems.

* Funding and commitment from each partner to proceed.

* Need international co-operation and agreements at the country
level. This means government policies must be aligned with this
objective.



Key elements of an international

cooperation strategy

» Collaborators start with key partnerships addressing
real needs, moving outwards to larger scale issues.

 Technical:

» Adoption of agreed upon standards for specifying “good
behaviour” amongst individual users and coalitions.

» Adoption of new access control models
» Strong assurances of identity and performance claims.
* Prediction, validation and enforcement mechanisms.

» Post-execution verification/enforcement (compliance
assurance, accountability, provenance).



Proposed actions for building a strategy in

international cooperation?

e Start with a success:

* Build local expertise and collaboration “spirit” or community

* For example: CCP+ project — AAHL, IM&T, ICTC, DAFF,
DEEDI — and more to come through Australian States and
potentially EU

» Establish key international linkages to address specific
(even small scale) collaboration to address real issues



Proposed actions for building a strategy in

international cooperation?

* Develop and engage in forums (e.g. Internet of Things
Forum) which are community building exercises

 Ensure minimal funding is available and committed
from each partner in the project

» Good will is not enough, but it does help.



How does international collaboration help

the research?

* Increased access to potential receptors for ideas and
cross-fertilisation of markets.

« Community building

» Security, privacy and trust need to be uniformly addressed
across boundaries.

« Scaling up to IoT type levels is critical.

* Trustworthy identity? How does this scale upwards
AND downwards, towards the user?

* New “takes” on security, privacy and trust based on
structures and complex relationships between
individuals, information and collaborations/coalitions?



Mapping and future BIC activities into INCO

* From previous workshop report:

» There is a need for expressing national and local policies in
order to enable automated comparison, negotiation, and
merging across international borders.

Adoption of agreed upon standards for specifying “good
behaviour” amongst individual users and coalitions.



Mapping and future BIC activities into INCO

* The international research community must work together on
mechanisms that enable policy enforcement or assurance of

compliance, enabling accountability.
Prediction, validation and enforcement mechanisms.

Post-execution verification/enforcement (compliance
assurance, accountability, provenance).

Overall a good match to the objectives of INCO
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