Exdgesdssishe Technlsche Hechadhiile Z0iich

SIEMENS

@ SINTEF

$o$

NESS0oS

Network of Excellence on Engineering Secure Future

Internet Software Services and Systems

Fabio Martinelli (CNR)

BIC ANNUAL FORUM, 29/11/2011 BRUXELLES

6 December, 2011

ENT
RRRRRRRRR



Outline

B Brief info on NESSoS EU project

B Research topics of interest useful for cooperation

B Possible cooperation actions

Fabio Martinelli (CNR)

509

SEVE;HJH M RK



NESSoS Overview

399

B NESSo0S acts as a Virtual Center of Excellence on Engineering
Secure Future Internet Software-based Services and systems

m Start Oct 2010 / End March 2014

B The main goal is to set-up a research community with its own

Research activities

Events

Mobility program

PhD schools

Common Body of Knowledge
Engineering Tool Workbench

Open competitions
Community-wide Research Agenda

etc...
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Main Research Goals J ,Qs

B Secure service engineering discipline with focus on
Future Internet, with focus on the following properties

B Trust, privacy, compliance, ...

B Design our systems for assurance in order to be able
to prove the robustness of new services.

m Compositional, modular, scalable solutions.

B Holistic SDLC that includes the notions of risk and
cost

m Allow the prioritization of investments during SDLC depending
on the business goals of Future Internet services
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NESSoS research topics NE_‘;@ s




The human factor (reinterpreted) J 3;

Able to find proofs
Sherlock Holmes

Able to understand
Watson  proofs

Likely able to
trust someone else
about proofs ...
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A perspective on assurance 959

BAssurance needs to ability to rigorously prove that a system meets its
requirements:

= The proof could be also conducted by others, still with similar
results

mHowever, you cannot be always in the position to control everything
necessarily for the performing the proof:

= There are intrinsic theoretical limitations on what you can prove
on programs (thus services)

= There are limits in what you can know and able to use in the
proof

Hlin reality, often you have to rely (trust) on others, considering on
subjective statements rather than objective facts ...
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Assurance for services (1) ) § 35

Many stakeholders
= Service developer / provider / consumer/ ...

Needs for assurance approaches for all of them .... difficult to
have for their conflicting nature

= Service consumer needs to know what the service is going to
do with its personal data

= Service developer need to ensure its service is not harmed by
the service provider

= Service consumer does not necessarily know the service code
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Assurance for services (2) ) § 35

We range from full control to minimal one depending on the
underlying service models

The typical situation is when a third party certifies the service
behavior w.r.t. the consumer

= The consumer cannot do the check itself, it has to rely / trust
the third party

e  Some model for the trust behavior must be then assumed

= |tis a trade-off between assurance techniques and trust issues

Design for assurance!!
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Possible cooperation activities 959

NESSoS has European roots, still considers necessary a Networking and Liaison
Board (NaLAB) for international cooperation

. Mainly aimed at representatives of Technical WGs in the topics of the NoE
. Its creation is in progress right now

. The NaLAB is explicitly meant to collect researchers from outside Europe

Several NESSoS components would benefit the international cooperation:

= CBK, the engineering tool workbench, open competition, research activities

We plan to Identify the main stakeholders in the NESSoS topics world-wide

. Create connections among researchers/WGs

. Using NESSoS internal mobility program

Some possible cooperation topics

. Comparison of tools and techniques

. Usage control of disseminated data

. Focus on SLA with protection information

. Possibly in cooperation with other projects as ASSERT4SOA, ANIKETO
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Thanks!

B For further information please visit www.nessos-project.eu
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Cooperation? 3 Y-}

B 1. What are the key elements to address to begin a comprehensive
strategy for international cooperation in your research area? e.qg.
what global frameworks are required? What kind of collaboration
methodology would you need? Who, in your opinion, is required to
collaborate?

B 2. Based on the insights from your research work, what actions
would you propose in building a strategy in international
cooperation?

W 3. Explain in practical terms how the foreseen international
activities will make your research more effective?

B 4. How do your topics map to the topics identified in BIC that were
presented earlier? How would you see BIC and/or other initiatives
help in building the foreseen INCO strategy?
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