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The Network of Excellence on Engineering Secure Future Internet Software Services
and  systems (NESSoS, http://www.nessos-project.eu) aims at constituting and integrating a
long lasting research community on engineering secure software-based services and
systems.

The NESSoS engineering approach of secure software services is based on the principle
of addressing security concerns from the very beginning in system analysis and design, thus
contributing to reduce the amount of system and service vulnerabilities and enabling the
systematic treatment of security needs through the engineering process. In light of the
unique security requirements the Future Internet will expose, new results will be achieved by
means of an integrated research, as to improve the necessary assurance level and to
address risk and cost during the software development cycle in order to prioritize and
manage investments. NESSoS will integrate the research labs involved; NESSoS will re-
address, integrate, harmonize and foster the research activities in the necessary areas, and
will increase and spread the research excellence. NESSoS will also impact training and
education activities in Europe to grow a new generation of skilled researchers and
practitioners in the area. NESSoS will collaborate with industrial stakeholders to improve the
industry best practices and support a rapid growth of software-based service systems in the
Future Internet.

NESSoS research topics cover several main areas: A first set of activities represents the
traditional early stages of (secure) software-services development: from secure
requirements over architecture and design to the composition and/or programming of
working solutions. These three activities interact to ensure the integration between the
methods and techniques that are proposed and evaluated. In addition, NESSoS research
programme adds two horizontal activities that span the service creation process: Both the
security assurance programme and the programme on risk and cost aware SDLC will
interact with each of the initial three activities, drive the requirements of these activities and
leverage upon, even integrate their outcome; finally, notice that all 5 research activities
mentioned above will be inspired and evaluated by their application in specific FI application
scenarios.

NESSoS considers necessary a Networking and Liaison Board (NaLAB) for international
cooperation mainly aimed at representatives of Technical WGs in the topics of the NoE. The
creation of the NaLAB is in progress right now and it is explicitly meant to collect researchers
from outside Europe. Several NESSoS components would benefit the international
cooperation: The NESSoS Common Body of Knowledge, the engineering tool workbench,
open competition, research activities. NESSoS plan to identify the main stakeholders in the
NESSoS topics world-wide and create connections among researchers/WGs especially
using the NESSoS internal mobility programme. Some possible cooperation topics include
comparison of tools and techniques; Usage control of disseminated data; and focus on SLA
with protection information, possibly in cooperation with other projects as ASSERT4SOA and
ANIKETOS.

NESSoS use cases covers smart-GRIDs and e-heath scenarios. We think that those are
currently hot topics and cooperation at international level fruitful.


