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Need for a suitable metric
�More than 100 years ago, Lord Kelvin

insightfully observed that measurement is vital
to deep knowledge and understanding in
physical science

�We can not improve any thing unless we can �We can not improve any thing unless we can 
measure it

�While it is easy to measure physical parameters
like temperature and pressure, complex
constructs like security level of a nation or a
critical sector are difficult to articulate in social
science



Illustrative Causal Loop Diagram for Cyber Threats



Nature of Critical Infrastructures 
� Critical infrastructures have become the central

nervous system of the economy in all countries and a
key national security concern

� National security is core responsibility of the state� National security is core responsibility of the state
(Percy,2007)

� Progressive specialization in modern societies requires
highly specific expert knowledge available in private
sector (Stoker,1998)

� Large part of the critical infrastructures is owned by
private sector, post liberalization and globalization
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Example of interdependence between energy systems 
and other critical infrastructure (Yusta et al,2011)



qCritical Infrastructure protection is an international concern
qMulti-dimensional approach necessary
qHow to identify and prioritize the dimensions?
q How to identify and prioritize important areas under  each 
dimension?dimension?
qHow to measure progress on each dimension ?
qIs it possible to provide a composite index of a nation’s Cyber 
security status on yearly basis.
qIs it possible to identify areas in need of urgent action? 



Interdependency of the CIs
� Amongst the  illustrative CIs all are important when 

viewed individually. Delphi methodology may help 
identification of  “critical few” Delphi Method

� Interpretive Structural Modeling (ISM) (Warfield,
1974) can articulate the hierarchical relationships
among them in terms of driving power andamong them in terms of driving power and
dependency

� Matrice d’Impacts Croises Multiplication Appliquee a
un Classment (MICMAC) analysis (Duperin and
Godet, 1973) unveils hidden indirect influences among
these.

� We shortlist CIs that are at root of the hierarchical
model for further prioritized action



Prioritization of issues in a CI
� Each CI is unique; While telecommunication can

benefit by redundancy of wire line and wireless or
terrestrial and satellite channels, transportation can
benefit by different modes viz. road, rail and air.benefit by different modes viz. road, rail and air.

� We need to identify key protection dimensions and
their indicators for each CI using Delphi method.

� We evaluate relative weights (rating) of these
dimensions and indicators using Analytical Hierarchy
Process (AHP). AHP method



Illustrative research approach
� At IIT Delhi we have attempted in an ongoing research

to define a construct of National Information Security
Index (NISI) in Indian context using the above
methodologymethodology

� The interim findings of the research indicated in
subsequent slides and illustrative use of NISI to
measure a nation’s security index provide us an
approach for design and computation of a sector
specific security index



NISI Construct  (Link)
NISI (1.0)

National Cyber Strategy  
(0.421)

NCS 1(0.165)

Cyber Crime 
Prevention(0.142) 

CCP 1(0.063)

Cyber Crises 
Management(0.160)

CCM 1(0.065)

Govt - Pvt 
Collaboration(0.123)

GPC 1(0.034)

Cyber Security 
Awareness(0.154)

CSA 1(0.057)NCS 1(0.165)

NCS 2(0.045)

NCS 3(0.071)

NCS 4(0.066)

NCS 5(0.074)

CCP 1(0.063)

CCP 2(0.018)

CCP 3(0.019)

CCP 4(0.024)

CCP 5(0.018)

CCM 1(0.065)

CCM 2(0.027)

CCM 3(0.020)

CCM 4(0.023)

CCM 5(0.024)

GPC 1(0.034)

GPC 2(0.017)

GPC 3(0.022)

GPC 4(0.028)

GPC 5(0.021)

CSA 1(0.057)

CSA 2(0.021)

CSA 3(0.021)

CSA 4(0.030)

CSA 5(0.025)



How NISI concept can be used?
�The relative weights for each indicator 

permits us to compute weighted 
average of the observed samples of all average of the observed samples of all 
Indicators

�We need to set a priori targets for each 
indicator and capture their values on 
Likert scale (1 to 5). 



Setting of Targets and their 
Measurement 
q A national level expert group could be tasked to set

annual targets in consultation with stake holders at
national level

qMeasure percentage achievements under variousqMeasure percentage achievements under various
identified indicators

qThis expert group may publish the NISI and share the
short falls in set targets for management action



Targets on Strategy Dimension (Link)
Criterion Unit Weight Criteria Value

5 4 3 2 1

Ex V
G

G F P

National Strategy 
Document on Cyber 
Security

Percentage of 
completion

0.39 100 <75 <50 <25 >25

International Treaties 
on Cyber Security

Percentage of 
Global scope

0.11 100 <75 <50 <25 >25

National Advisory 
group to oversee 
Training and R&D in 
Cyber Security

Stage of 
implementation in 
percentage

0.17 100 <75 <50 <25 >25

Monitoring 
Mechanism to ensure 
implementation

Coverage of the 
monitoring 
mechanism 
percentage

0.16 100 <75 <50 <25 >25

A nation nodal agency 
for Cyber Security 

Stage of 
implementation in 
percentage

0.17 100 <75 <50 <25 >25



Illustrative  yearly achievements -Strategy Dimension
Criteria Unit Achievement

National Strategy Document 
on Cyber Security

Percentage of completion 60

International Treaties on 
Cyber Security

Percentage of world nations 30

National Advisory group to 
oversee Training and R&D in 
Cyber Security

Stage of implementation in 
percentage

40

Monitoring Mechanism to 
ensure implementation

Coverage of the monitoring 
mechanism percentage

35

A nation nodal agency for 
Cyber Security 

Stage of implementation in 
percentage

60



Overall Performance Evaluation-Strategy (link) 
Criterion Unit Weight Achievement Raw

Score
Weighted
Raw 
Score

National Strategy 
Document on Cyber 
Security

Percentage of 
completion

0.39 60 3 1.17

International Treaties 
on Cyber Security

Percentage of world 
nations

0.11 30 2 0.22
nations

National Advisory 
group to oversee 
Training and R&D in 
Cyber Security

Stage of 
implementation in 
percentage

0.17 40 2 0.34

Monitoring 
Mechanism to ensure 
implementation

Coverage of the 
monitoring 
mechanism 
percentage 

0.16 35 2 0.32

A nation nodal agency 
for Cyber Security 

Stage of 
implementation in 
percentage

0.17 60 3 0.51

Strategy Dimension  Composite 2.56



Illustrative Computation of NISI (Link)
Dimensions Composite score of the 

Dimensions (Assumed) 
Computation  feasible 

as illustrated for 
Strategy dimension

Weight Weighted
Raw Score

National Cyber 
Strategy

2.56 0.42 1.0752

Cyber Crime 2.0 0.14 0.28Cyber Crime 
Prevention

2.0 0.14 0.28

Cyber Crises Mgmt 3.0 0.16 0.48

Govt-Pvt
Cooperation

2.5 0.12 0.30

Cyber Security 
Awareness

1.5 0.16 0.24

NISI  Composite 
Score

2.3752



Concluding Remarks
qThe illustrative use of the NISI for tracking India’s

progress to secure her Cyber Space can be replicated to
design Security Index for the prioritized CIs/sectors

qThe index can be used to track progress in securing
these prioritized CIs/sectors

qSuitability of this approach to EU and other national
context could be considered



Thank YouThank You



Delphi Method
� The Delphi method, first introduced by Norman Dalkey

and Olaf Helmer during their association with the Rand
Corporation in the 1950s is uniquely suited to studying
topics with little historical evidence, related to rapidly
changing events and of great complexitychanging events and of great complexity

� In Delphi approach we are interested in collecting the
judgments of experts on a particular topic to:

Ø Document and assess those judgments
Ø Capture the areas of collective knowledge held by

professionals which is not often verbalized and explored
Ø Force new ideas to emerge about the topic.

Interdependency of the CIs
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AHP method
� AHP is one of the Multi-Criteria Decision-Making

(MCDM) methods and the underlying principle of
MCDM is that these decisions have to be made by
means of sets of criteria.

� By applying this principle; Saaty (1980) developed
AHP which models a hierarchical decision problem
framework that consists of multiple levels of criteria
having unidirectional relationships.

� AHP works with such hierarchy that can combine
both subjective (intangible) and objective (tangible)
criteria.Prioritization of issues in a CI
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Illustrative Dimensions of National Information 
Security  Index  and their importance in 
percentage  (Link) (Link2)

National 
Cyber 

Strategy

Cyber 
Security 
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16% Strategy

42%

Cyber Crime 
Prevention

14%

Cyber 
Crises 
Mgmt

16%

Govt-Pvt
Cooperation

12%

16%



Illustrative Indicators of National Cyber Strategy
and their importance in percentage (link) (link2)
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Illustrative Indicators of Cyber Crime 
Prevention and their importance in percentage

Effective Legal 
Framework

44%Centralized 
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Illustrative Indicators of Cyber Crises 
Management and their importance in 
percentage 
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Illustrative Indicators of Govt- Pvt Cooperation 
and their importance in percentage
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Illustrative Indicators of Cyber Security 
Awareness and their importance in percentage

Publicity 
Campaigns in 
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37%
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