
Security and Virtualisation


Syed Naqvi, PhD	


syed.naqvi@cetic.be 

BIC Workshop on Technical Themes in Trustworthy ICT, 22 June 2012, Brussels 



© CETIC – www.cetic.be  

Introduction  

•  Virtualisation 
•  Abstraction of resources (computing, storage, networks, …) 
•  Hides physical characteristics from users/applications 
•  Ratio of physical and virtual resources is not 1:1 

•  Security 
•  Tangible assets 
•  Audit requirements 
•  Compliance issues – physical security 
•  Data export control 
•  Chain of command, ownership and responsibility 
•  Proof of trust and reliability 
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Security added values  

•  Sandboxing & isolation 
•  Virtual machines as sandbox limit the attacks 

•  Abstraction – Fine grained access modes 
•  User mode, kernel, mode, … 

•  Quick recovery (BCP/DRP) 
•  Clean images  

•  Better security management 
•  Patches, costs, privileges, … 
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Security Challenges (1/2) 

•  Security audit 
•  Unit auditing (hardware, software, etc.) 
•  For example, PCI DSS compliance audit  
•  Data protection issues 

•  Virtualisation infrastructures (such as Clouds) have no 
‘forensic friendly’ design characteristics. 
•  Right now individual PCs connected to a Cloud are investigated for 

the forensics purposes 
•  Complete externalisation of software artefacts (from the operating 

systems to the applications) will not provide any meaningful 
information to the investigators. 

•  Cloud PC (e.g. Wyse Technology’s X00m Cloud PC) 
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Security Challenges (2/2) 

•  Virtualisation promises more flexibility and less costs 
•  Impact of security controls and compliance constraints 
•  Reduced attractiveness of virtualisation infrastructures if security 

requirements take their toll on flexibility & cost effectiveness 
•  Trust on the outsourcing of security functions 

•  Root of trust 
•  Ideal location of root of trust 
•  Scope of TCP (Trusted Computing Platform) 
•  Escrow / transfer of trust 
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BonFIRE Security Experiment 
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