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Security challenges

New security challenges due to:
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Security risks shifts from the IT system as a whole to the services it offers to
a multitude of independent users and to the data that travels across systems.
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Security innovation
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Where does it all come from?
Overview

— bringing idea to market... as part of the economic system
— 5 “classic” - security services defined by ISO
— allows individuals to reveal themselves selectively
— context related
— service-oriented architectures
— preferably through wireless connections...

— IAAS; SAAS; AAAP
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Where does it all come from?
Innovation

Innovation is important for any organization to gain and maintain a
competitive advantage and be an economic leader

— only the idea or model for a new or improved product, process, device
or system

— bringing this idea to market as a real product, process, system or
device that is part of the economic system

Schumpeter (1934) - “Economic change revolves around

innovation, entrepreneurship and market power”.
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Where does it all come from?
Information security services

5 Security services (1ISO):

identification and authentication
authorization

confidentiality

integrity

non-repudiation

Ensure that is and at all times (storage,
transmission, usage)

Essential, especially in and computing
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Where does it all come from?

Privacy

The of an individual or group to about
from

This ability allows individuals to themselves

“...the condition of ‘free from public attention, undisturbed, or the freedom from
interference or intrusion’...” — Oxford English Dictionary
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Where does it all come from?
Trust

Trust is bi-directional, with two parties involved:
— the party who trusts

— the party who is trusted

Types of trust (Jgsang et al):
—trustee will act as expected

— truster depends on the trustee, even though some risks may be
involved
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Where does it all come from?
SOA and cloud computing

Cloud computing can be seen as a
exploring almost every computer component:

distributed computing, grid computing, utility computing, on-demand, open source, Peer-to-Peer, and
Web 2.0.

Prerequisite control measures are required to ensure that a concrete Cloud
computing is put in place and maintained
when dealing with mobile applications.

Cloud
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Where does it all come from?
Mobile computing

“... any computing device that possesses and capabilities
and that can to other computing devices, preferably through wireless
connections...”

cellular phones, tablets, PDAs, laptops, notebooks etc.
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Where does it all come from?
Security in mobile and cloud computing

Most important protocols in ensuring transparency and security within Cloud
computing is the - only between the service provider and client

Main aspects as a guideline for SLA:
services to be delivered and performance
tracking and reporting

problem management

legal compliance
resolution of disputes customer duties
security responsibility
confidential information termination
Ensuring mobile and cloud security is still a serious
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A generic service model for the Security-iYP platform
Purpose
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A generic service model for the Security-iYP platform
Presentation layer
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E.g. BiYP “wrap-on” security app (MyDevice)

Personalize required security services
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A generic service model for the Security-iYP platform

31 Party layer
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Conclusion & future work

Innovation
Provides approach towards the of services
Focus on within infrastructures o P
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Future work

and aspects of the proposed SeciYP platform
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Thank You!

Contact information:

Prof Dr Jan Eloff
Research Director — SAP Research Pretoria
Jan.eloff@sap.com
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Legal disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without
the permission of SAP. This presentation is not subject to your license agreement or any other service or
subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this
document or any related presentation, or to develop or release any functionality mentioned therein. This
document, or any related presentation and SAP's strategy and possible future developments, products and
or platforms directions and functionality are all subject to change and may be changed by SAP at any time
for any reason without notice. The information in this document is not a commitment, promise or legal
obligation to deliver any material, code or functionality. This document is provided without a warranty of any
kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness
for a particular purpose, or non-infringement. This document is for informational purposes and may not be
incorporated into a contract. SAP assumes no responsibility for errors or omissions in this document, except
if such damages were caused by SAP’s willful misconduct or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results
to differ materially from expectations. Readers are cautioned not to place undue reliance on these forward-
looking statements, which speak only as of their dates, and they should not be relied upon in making
purchasing decisions.
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