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Understanding TRUST
• Trust and identity are concepts that lie at the basis of our

existence

• Physical recognition and face-to-face communication
provide a base for trust

• Trust effectively facilitates human transactions and
economic activities by reducing risks

• A significant positive correlation between the level of trust
in a society and its level of prosperity and economic
competitiveness exists



TRUST in a range of different settings
• Trust in interpersonal relationships

• Generalised trust within the community

• Trust in government and other institutions

• Trust in institutions, responsible for providing services to the
public

• Trust in business relationships between companies or
individuals in the context of either formal contracts, or informal
exchange relationships

• Trust within organisations between employers and employees,
and between co-workers



Indian Context

• The potential uptake of the mobile computing in tandem
with cloud paradigm offers possibilities that can spur a
huge market in developing Indian economy

• However, the privacy and security concerns because of
the necessity to store data at remote locations seem to be
an inhibitor for both corporations and individuals
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Evolving Government Policy
• The Central Government, the State Government and public

authorities shall deliver all public services by electronic mode within
five years of the commencement of this Act (THE ELECTRONIC
DELIVERY OF SERVICES BILL, 16th November 2011 )

• In an endeavor to increase citizen’s trust in the online environment
and to enable the various government agencies to choose
appropriate authentication mechanisms, the Department of
Information Technology, Government of India has conceptualized the
National e-Authentication Framework (NeAF) (Draft National e-
Authentication Framework (NeAF) , 01 Sep 2011)

• The m-Governance framework of Government of India aims to utilize
the massive reach of mobile phones and harness the potential of
mobile applications to enable easy and round-the-clock access to
public services, especially in the rural areas. The framework aims to
create unique infrastructure as well as application development
ecosystem for m-Governance in the country (Framework for Mobile
Governance, Jan 2012)



European Context

• Research and Innovation in Security, Privacy and
Trustworthiness in the Information Society (RISEPTIS), is
an advisory board composed of high-level European
research and industry experts, supported by the
European Commission

• RISEPTIS formulates a number of recommendations
addressing the need for interdisciplinary research,
technology development and deployment related to and
security needs in the Information Society



European Context
In particular, it has identified a need for:

• Trust, privacy and identity management frameworks,
including issues of meta level standards

• Concrete initiatives that bring together technology, policy,
legal and socioeconomic factors for the development of a
trustworthy Information Society



Threat Impact (Source: NeAF)



E-authentication approaches (Draft National e-
Authentication Framework (NeAF) , 01 Sep
2011)



National e-Authentication Framework
(NeAF)
• The National e-Authentication Framework (NeAF) is a

guiding framework
• For electronic authentication and authorisation of the

identity of the citizens to a desired level of assurance and
confidence.

• The NeAF is a generic framework that can be utilized by
any central or state government department or agency for
implementing appropriate citizen authentication
mechanisms.



Basic Concept of e-Authentication
• e-Authentication is accomplished based on the following

factors:
• - Knowledge - something the user knows (e.g. user name,

password, PIN, secret questions and answers),
• - Possession - something the user has (e.g. security

token, access card, ATM card) or
• - Be - something the user is (e.g. biometric fingerprint,

retina pattern, face pattern), or a combination of these.



Authentication Mechanisms
• Utilising one or more of these factors, there may be three

kinds of authentication mechanisms:
• i. Single Factor Authentication

• ii. Two Factor Authentication

• iii. Multi-factor Authentication



Three layer Architecture



Access Control Layers



Registration Process
• E-Authentication Framework will have following stages for

registration of new users:
•  Stage A – Enrolment of a user
 Stage B – Generation of authentication credentials for

the user
 Stage C – Provisioning the user identity in directory and

assigning appropriate access permissions to the user
based on her/his profile using Identity Management
System.



Review the e-Authentication solution

Once an e-Authentication framework has been selected, it
is necessary to validate it.

E-Authentication framework solution includes the use of a
pre-existing credential.

Analyze the legal processes, technology and cost issues
associated with the necessary implementation and
operational model.



Indicative Technology Architecture



Use of existing infrastructure
Leverage the middleware messaging infrastructure of

NSDG, SSDG and MSDG

To provide a convenient and secure way for the users to
access government services via Internet/mobile as well as
for the government to assess the authenticity of the users.



National e-Authentication Gateway



Existing pilot projects
Number of e-Governance projects such as Passports,

Income Tax, MCA21 etc use appropriate authentication
mechanisms.

The central ministries would leverage the NeAF in order
to ensure the adherence to NeAF during any new
application development.



State level projects
The state governments are executing a large number of

e-governance projects such as Public Distribution
Systems for citizen below poverty line

Governance of Panchayats (village level government)
Collection of Commercial Taxes
Considering the large geographical area of the country,

the National e-Authentication Framework can play a great
role in bringing in the necessary synergies



Government to Business integration
Several government services such as sales tax, company

registrations etc. are accessed by various businesses
across the country.

All businesses are expected to adhere to the provisions of
the specified authentication mechanisms as specified by
various government departments or agencies during
implementation of the NeAF.



Website Authentication

During the delivery of online public services, it is also
important to authenticate the website that the user is
accessing for availing various public services.

Organizations that wish to use strong authentication have
a variety of methods from which to choose.

These range from simple, traditional username/password
mechanisms that exist in every operating system, to
hardware based one-time password (OTP) tokens,
biometric, smart card, and PKI based systems.



National e-Authentication Gateway
Higher level of security is a trade-off between cost and

convenience.
In the past, authentication solutions were either easy-to-

use, inexpensive but insecure (such as
username/password),

 or very secure but expensive or difficult to implement
(such as OTP tokens and smart cards).

Emerging soft token technology can protect citizens from
sophisticated Internet threats like man-in-the-middle,
brute force, phishing, pharming, password cracking, and
other attacks



Implementation Approach

On the whole, there are multiple ways of ensuring website
authentication with the help of hardware tokens, software
tokens, biometrics, PKI etc.

Need for a particular mechanism can be derived based on
the level of criticality of a website as well as the profile of
its user base in terms of their capabilities to use such
mechanisms.



NeAF methodology
The six steps of NeAF methodology are as follows:
1. Determine the business requirements
2. Determine the application sensitivity level
3. Select the registration approach
4. Implementation model
5. Assess the business case and feasibility of the

implementation model
6. Review the e-Authentication solution.



Cloud Computing Paradigm
(Md.T. Khorshed et al,2012)



Cloud computing gaps (Md.T. Khorshed et al,2012)



Cloud computing security (Md.T. Khorshed et al,2012)



Proposed research as part of taxonomy of issues in mobile cloud
computing (Fernando,2012)



Security on Mobile Cloud computing
Mobile cloud computing inherits the security threats of

conventional cloud computing

Security concerns that are specific to mobile devices such
as battery exhaustion attacks ,mobile botnets and
targeted attacks should also be considered



Privacy on mobile cloud computing
Users need to be aware of what personal information is

exactly visible to the public, and to have control over their
personal data that is stored on their smart phones.

It is vital that any personal data that is shared is done so
with user’s consent, and that they can choose to opt out
of any data collecting program at any time.



Privacy-Security- TRUST
Data privacy is key

Security technologies are there and proven

Trust building, however, would still require efforts

Assessing
Policy
Mechanisms
Awareness



Privacy
Privacy has emerged in society as a concern to ensure

liberty and creativity

Global principles of privacy are reflected in Article 12 of
the United Nations Universal Declaration of Human Rights

The concept of privacy is subject to change over time; it is
contextual and cultural.

Privacy, data protection, security, accountability and
transparency must be included in the design of our
networks, service architectures and infrastructures



Cybersecurity & Privacy

Although cybersecurity, eIDM, trust, privacy and data
protection are conceptually different, they tend to fuse at
a meta level

Respecting privacy essentially means that parties that are
not supposed to access personal information, actually do
not get such access

Effective cybersecurity for electronically stored,
transmitted and processed personal information is a
necessary but insufficient condition for such compliance



The Challenge

If terrorists or cybercriminals are able to assume other
identities, not only will that capability enable them to
evade detection, but moreover this will likely result in
falsely accusing individuals

Reality is that we cannot design and operate widely used
networked information and communication systems from
which theft and data breaches will never happen



The key driver for proposed research
Trust in the clouds is currently characterized by conflict

between earlier approaches to data protection requiring
its storage in private locations and the current technology
that protects and uses data by spreading it across remote
geographically dispersed public domains

While the current approach is considered technologically
superior and safer as bank lockers are statistically safer
compared to home vaults; the user mindset is slow to
change and we need to package these innovations with
an eye on the underlying reluctance of the potential
consumer.



Use of Govt Policy base for proposed
Research
The recent policy initiatives by Indian Government provide

the context for research
The NeAF is borne of the compulsions to ensure secure

online delivery of e-governance services across various
platforms including mobile.

Mobile governance framework has emphasized the need
for leveraging the high penetration of mobile platform to
facilitate citizen engagement

The proposed research aims to analyse these frameworks
in depth through the lens of “Trust” construct

Our success in engaging citizen would depend in
understanding the deep drivers of their trust towards
offered services



The key issues

The psychology of trust has deeper connotations and is
influenced by the cultural backdrop of the people being
investigated

For ensuring adequate uptake for the mobile cloud
applications we need to package them with due sensitivity
to the trust dynamics of the target consumers

There is a case to undertake a research in the construct
of trust models as applicable to the adoption of these
emerging mobile applications in Indian context



Expected outcome of the research
 Taxonomy of privacy and security technology

 Inputs for policy on mobile cloud computing

 A trust model and guidelines for implementation

 Knowledge dissemination



Proposed Phases of Research



This proposal: 1st phase
Study of Government policy on Mobile cloud computing with specific

focus on privacy and Security provisions

Study of legal provisions of enforcement or against violation of privacy
& security provisions

Understanding robustness of Technology for privacy and Security
provisions in Mobile cloud computing

Understanding user’s perception of trust on Mobile cloud computing

Understanding operators perception on trust of Mobile cloud
computing

Synthesis and recommendations



Initial Research Questions

Q1. What are important components of Trust construct in
context of privacy and security as applicable to adoption
of mobile cloud computing by corporations and individual?

Q2. What are relative weights of these identified
components of Trust construct in the stated context?

Q3. How can the identified components and their relative
weights be used to project the emerging applications as
Trust worthy to the target consumers?



Scope of the project
 Mobile cloud computing facilities of select Telecom

operators

Select Government cloud facilities/Data centers



Methodology of research
The research would be a combination of qualitative and

quantitative approaches

Qualitative aspect would be driven by a Delphi panel of
experts

Quantitative research would use questionnaire survey of
the target consumers to unravel their deeper motives and
inhibition in adoption of the potential mobile applications.

Extensive literature review would help us refine the initial
research questions



Research Flow



Likely End User(s)
Government Policy making units

Technical organizations in Government

Private Service providers

Academic institutions for research and teaching



Concluding Remarks
The research attempts to unravel the Socio-technical aspects

of trust construct as relevant to India’s evolving cloud based
mobile computing applications using the current Indian
government policy initiatives as the context

The first phase attempts to demonstrate the utility of this
research to inform policy formulation in both public and private
domain

The second phase would attempt to define an Index for trust
applicable to privacy & security and explore its practical utility

The outcomes of this research would feed into the ongoing
policy initiatives towards engaging with Indian citizen



Thanks


