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Concrete example of cooperation in trustworthy ICT

= Mobile Security

* The massive emergence of smartphone

applications with new vulnerabilities and future
attacks

= Mobile Cloud Computing Paradigm =
mobile + cloud security

* The new situation of computer science application in
computing, storing and communication with the
virtualization phenomenon which erases the notion
of space and boundaries, making more difficult
indeed impossible the legislation enforcement at the
country level.
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Concrete example of cooperation in trustworthy ICT

 International data exchange architecture for
cybersecurity

— Policies

* relating to how the collected cyber-intelligence is to be
handled, exchanged, shared and utilised

— Joint exercices
* Planning and improvement of joint exercises related to cyber
security across borders

* ldentity, Privacy

— The reinforcement of digital identity at the global
scale, requiring more efforts to protect privacy of
Individuals and enterprises

— Taking into account diversity of cultures
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Concrete example of cooperation in trustworthy ICT

* Trust management models

— Cultural based trust models
« e.g. trust models based on collectivist vs. individualist cultures.

— Trust in data

» Information and its source (provenance) is typically lost in the
process of transcribing databases.

— Trust resulting in services

» that are composed from atomic services, delivered by providers
(with different trust scores)

— Trust based on recommendation and/or reputation
» for Very Small Enterprises

— => |nternational cooperation needed

« to allow sharing different trust models and in order to implement
trust infrastructures (protocols, architectures, services)
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Concrete example of cooperation in trustworthy ICT

* Security as a Service (1/1)

— Security risks shifts from the IT system as a whole to the
services it offers to a multitude of independent users and to the
data that travels across systems

— Security innovation raises new challenges

forensic tools for mobile-cum-cloud
data-centric policies

simple + basic authentication

ecosystem access control policies
privacy-preserving computing

aggregation of different access approaches

— Innovation provides user-centric approach towards the
personalization of security services
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Most important protocols in ensuring transparency and security within Cloud
computing is the SLA - only legal agreement between the service provider
and client
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Concrete examples of cooperation in trustworthy ICT

* Security as a Service (2/2)

— Ensuring mobile and cloud security is still a serious challenge!

— For INCO in emerging countries, we should focus on mobility
within cloud infrastructures

— Construction and usability aspects of the proposed SeciYP
platform

« An innovative framework for accessing loosely coupled (but interoperable)
cloud-based security services by a variety of end-users, in a secure,
effective and flexible manner, anywhere and anytime, using their mobile
devices.
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Has BIC got it right on the key focus areas in WG1 and WG2?
* Yes, perhaps more emphasis on:
— Cyber crime and forensics.
— Cyber hacktivism (malicious rumours).

— Most, if not all, of the countries now have a Cyber

security approach. These should be addressed
jointly as already being explored in BIC.

— Use of mobile (and cloud) as a driver for
international cooperation in emerging countries.

— Security as a service.

— Trust models in different cultures — how to learn
from these experiences.
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Has BIC got it right on the key focus areas in WG3?

« WG3 approach was generally welcomed by all the
countries and could be workable as long as more

detail can be discussed and agreed. Some points
raised included:

o The setting up of exemplar examples would be a good
way forward

o More emphasis needed on stakeholders of CWGs,

EWGs, SFGs and how projects can be built in addition to
programme management

o How to best fit this within the structures of FP7 and
H2020 still not abundantly clear but seems to be moving

in the right direction with a more strategic approach
being cited for H2020.

o BIC Workshop had participants from other African
countries (Kenya, Tanzania, Ethiopia, Senegal and
B IC Malawi). We will explore the possibility for these

countries to participate via the South Africa connections
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BIC = Moving towards a strategic approach

How do we
achieve it?
I
BIC
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Basic IAG/Working Groups Structure
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Thanks / Questions?

project contacts:

In

EU:

Jim Clarke <jclarke@tssg.org>

Neeraj Suri < suri@cs.tu-darmstadt.de>

Michel Riguidel <michel.riguidel@telecom-paristech.fr>
Aljosa Pasic <aljosa.pasic@atosresearch.eu>

In Alrica:
Barend Taute < BTaute@csir.co.za>
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FAQ @ http://www.bic-trust.eu/
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