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= |nitial terms of reference

= Link user trust and end to end
assurance

= HCI, Usability, user interface designs

= User-centricity - putting users in
control of their data and information

* Preserving societal values and taking
into account cultural aspects
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 Societal, human and cultural values

Freedom of expression, privacy and their projection into the
IT field.

Observing the behaviour of individuals, profiling,

monitoring of internet, cyberbullying, reputation damaging
etc.

Compliance driven versus market driven approach to
privacy

End user empowerment or (first) end-user awareness

International cooperation is needed to define what

measures and/or mechanisms are needed to act across
borders?

What are the incentives for globally present service
providers?
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* Trust, Assurance and Data provenance

— Information and its source (provenance) is typically lost in

the process of copying/ transcribing/transforming
databases.

— Trust resulting in services that are composed from different

atomic services, developed or delivered by different
providers (with different trust scores)

— International cooperation needed to allow sharing different

trust models and in order to implement trust infrastructures
(protocols, architectures, services)

— Trust based no e.g. belief versus trust based on assurance
— Cultural based trust models.
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« Social computing and user-centricity

— Social Computing includes or relies on technologies such

as collaborative filtering, reputation systems and social
network analysis.

— Identity is still a concept largely linked national and cultural
contexts

— Government as identity provider (e.g. National ID cards) is
not necessarily in clash with user centric identity schemes

— International cooperation is crucial to define digital cross-

border identity issues (interoperability, quality of assurance
etc) at the global level
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