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WG2 : network information & cybersecurity
• International cooperation
– International data exchange architecture for cybersecurity
• policies relating to how the collected cyber-intelligence is to be

handled, exchanged, shared and utilised

– The planning and improvement of joint exercises related to
cyber security across borders

• International scientific and technological issues
– Measurements and metrics
– International cooperation in Cryptology
– Mobile security of software services
– Open source trustworthy host platform for collaborative

research and education

27/11/2012 2BIC IAG Meeting



June 2012 Workshop : Highlights
• New architectures

– The emergence of new threats and new vulnerabilities with new architectures (e.g. clouds), new
usages (e.g. social networks), and massive mobility applications (mobile applications within
smartphones) and huge multimedia exchanges (generalisation of music and video flows)

• Borderless ecosystem
– The obligation of an international cooperation to exchange cyber security data and intelligence to

fight against borderless attacks

• Scientific cooperation
– The reinforcement of coordination in cryptography application to develop robust algorithms for the

new usage (enhanced privacy, massive exchange in core networks, mobile e-commerce)

• Mobile world
– The massive emergence of smartphone applications with new vulnerabilities and future attacks

• Critical infrastructure protection
– The requirement of a better resilience for critical infrastructures and the enhancement of

specification and dissemination for crisis management procedures and tools

• Cloud computing - virtualisation
– The new situation of computer science application in computing, storing and communication with

the virtualization phenomenon which erases the notion of space and boundaries, making more
difficult indeed impossible the legislation enforcement at the country level

• Identity, Privacy
– The reinforcement of digital identity at the global scale, requiring more efforts to protect privacy of

individuals and enterprises
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International Data Exchange Architecture  for Cooperation on
Cybersecurity and Intelligence

• Attacker can replay attacks across different countries without rapid
international learning to defend against attacker innovations

• International collaboration and coordination can rapidly reduce defensive
gaps and build crisis-response capacities

• Exchange data related to cyber crime, attack patterns and best defense
practices

• Key questions
– What cyber data should be shared? What domain? What purpose?
– What synergies arise from integrating data across national boundaries?

• How will it help participating countries?
• What are the incentives for providing data?

– How can the integrity and quality of data be assured?
– How can data be made available in useful formats and in time to be relevant?
– How should data sharing risks be managed?

• What risks are involved in assembling and sharing data?
• How can data be sliced or aggregated to reduce risks?
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Cryptology
• Strong integration
• Long term challenges for cryptography
– security for 50-100 years (post-quantum)
– authenticated encryption of Terabit/s networks
– ultra-low footprint/power/energy
– Distributed computing : multiparty computation and fully

homomorphic encryption
• Targets for international cooperation
– Cryptography for the Internet of Things (IoT)
• lightweight crypto, authenticated encryption

– Cryptography for the cloud
• Privacy-friendly data processing
• E-voting

– Tools
• secure implementations
• cryptanalysis
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Critical infrastructures
• Need for a suitable metric
• Example in India
– construct of National Information Security Index

NISI (1.0)

National Cyber
Strategy  (0.421)

NCS 1(0.165)

NCS 2(0.045)

NCS 3(0.071)

NCS 4(0.066)

NCS 5(0.074)

Cyber Crime
Prevention(0.142)

CCP 1(0.063)

CCP 2(0.018)

CCP 3(0.019)

CCP 4(0.024)

CCP 5(0.018)

Cyber Crises
Management(0.160)

CCM 1(0.065)

CCM 2(0.027)

CCM 3(0.020)

CCM 4(0.023)

CCM 5(0.024)

Govt - Pvt
Collaboration(0.12

3)

GPC 1(0.034)

GPC 2(0.017)

GPC 3(0.022)

GPC 4(0.028)

GPC 5(0.021)

Cyber Security
Awareness(0.154)

CSA 1(0.057)

CSA 2(0.021)

CSA 3(0.021)

CSA 4(0.030)

CSA 5(0.025)
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Mobile security
• Mobile Phones - an inseparable part of day to day life
• Efforts on
– Strong mobile platform
– Encryption software
– E-Services that Protect Privacy
– Mobile Access confidentiality

• Collaborative efforts
– Centralized Body (like ITU)
• Regulate:

– Policies, Standards, Tools & Test Beds.
• Coordinate, Consolidate: Capture, compile

– Available & Ongoing work :
– IAG to help through  Core Working Group (CWG) and Extended Working

Groups (EWG)

– Focused Objectives
– Structured Management
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Needs in Digital Forensics
• Computational intelligence methods to
– Assist to prove the scientific basis of a particular investigative procedure

• Automatization, Standardization, and Benchmarking
– Method / Tool Testing regarding their Strengths/Weaknesses and their

Likelihood Ratio
– Gather, manage data, and to synthesize Data Sets on demand
– Establish Standards for data, work procedures

• Education, Joint Research, and Development
– Education and training, revealing the state-of-the art in *each* domain
– Sources of information on events, activities and financing opportunities
– International forum to peer-review and exchange
– Performance benchmarking, proof and standardization of algorithms
– Resources in forms of data sets, tools, and specifications e.g. data formats

• Legal Framework
– Methods for dimensionality reduction – loss of relevant information
– Extraction of parameters – loss of information due to inappropriate features
– Reliability of applied computational method / tool
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