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BIC Trustworthy ICT — South African perspectives

1. Govt of SA/ DST approach towards BIC (Building International Cooperation) on Trust and Security
and associated policies/rules.

*New: National Cybesecurity Framework — approved by Cabinet, managed by State Security Agency,
includes a Cyber Security Hub (role of a National CSIRT as well as responsibilities for awareness etc) — to be
operationalised in the next 2 years. Potential for improved national coordination.

Amendment to Electronic Communications and Transactions Act being considered — improved Digital
Signature provisions, Cyber Hub legislation, increased severity of cyber crime sentences.

*Challenges: Technologically sophisticated cyber crime investigation capacity

International agreements: EU Convention on Cyber Crime on hold, others???

2. Information/ Cyber Security Projects in progress /under consideration with DST/ you

*Current work: Cyber Defence, Network security, biometrics, smart cards, data mining. Forensics. Trust models. .....
*Prioritised in DST ICT Research, Development and Innovation Roadmap for future strategy & funding

3. Projects that you/DST may like to consider/ recommend for International cooperation/ joint efforts.
*Cyber crime investigations — access to information from ISP / Telcos that can assist banks / police

4. Funding policies and procedures for domestic and international cooperation — an overview of the
salient aspects.

*ESASTAP (Europe South Africa Science and Technology Advancement Programme) for Euro-South Africa
research collaboration, enabling FP7 and onwards participation

5. Your views on the IAG, structure and role of CWG, EWG & SFGs (Core working groups, extended working
groups and special function groups) -

_ 6. Any other aspect that DST/ you may like to consider for the meeting.
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Digital Advantage for South Africa

A 6-point, Cluster-driven Strategy:

Capabilities

DST ICT Roadmap

Enablers
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