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Motivation
• “Web service is a software system designed to support interoperable

machine-to-machine interaction over a network”.
• Web services can be composed

– Manually
– Automatically

• Web Service Composition described with a workflow

• Problem:
– Can we trust the new composition?

• Goal:
– Make a universal framework for trustworthy service composition.



Inputs

• Business process

• Selected type of trust weight (e.g., 5 levels of trust: 1-5)
– aggregation operation (take minimal level)
– selection operation (take maximal level)

• Values for specific services

Abstract service Concrete
service

Search direct flights H1

H2

Search itinerary H3

H4

Search a hotel H5

H6

Book (itinerary, direct
flight, hotel)

H7

H8

Sign a line H9

H10
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Mapping of trust metrics

• Different metrics can be mapped. E.g.
– 3 levels
– 5 levels

• 1 → 1
• 2 → 2
• 3 → 4



Computation. Interoperability
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Conclusion

Our framework:

Safely predicts trust value of service composition

Works with different kind of trust metrics

May also check security properties at the same time

Can be used for static analysis and run-time monitoring



Questions?


