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Introduction — need for INCO

The potential uptake of mobile computing in tandem with
the cloud paradigm offers possibilities that can spur a
huge market in developing Indian economy. However,
the privacy and security concerns raised by the storage
and handling of data at indeterminable locations appears
as an inhibitor for both corporations and individuals.

Research challenges

e Trustin the cloud is currently characterized by
conflict between earlier approaches to data
protection requiring its storage in private locations
and the current technology that protects and uses
data by spreading it across remote geographically
dispersed public domains

e While the current approach is considered
technologically superior and safer as bank lockers
are statistically safer compared to home vaults;
the user mindset is slow to change and we need to
package these innovations with an eye on the
underlying reluctance of the potential consumer.

Stakeholders

Evolving Indian Government Policy

e The Central Government, the State Government
and public authorities will deliver all public services
by electronic mode within five years of the
commencement of this Act (The Indian
Government THE ELECTRONIC DELIVERY OF
SERVICES BILL 16th November 2011)

¢ In an endeavour to increase citizens’ trust in the
online environment and to enable the various
government agencies to choose appropriate
authentication mechanisms, the Department of
Information Technology, Government of India has
conceptualized the National e-Authentication
Framework (NeAF) (Draft National e-
Authentication Framework (NeAF) by Indian
Government, 01 Sep 2011)

e The m-Governance framework of Government of
India aims to utilize the massive reach of mobile
phones and harness the potential of mobile
applications to enable easy and round-the-clock
access to public services, especially in the rural
areas. The framework aims to create unique
infrastructure as well as application development
ecosystem for m-Governance in the country
(Framework for Mobile Governance by Indian
Government, Jan 2012)
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Benefits, success metrics, and need for
INCO

e The above listed policy initiatives by Indian
Government provide the context for this research

e The National e-Authentication Framework
(NeAF) is borne of the compulsions to ensure
secure online delivery of e-governance services
across various platforms including mobile.

e Mobile governance framework has emphasized
the need for leveraging the high penetration of
mobile platform to facilitate citizen engagement

e The proposed research aims to analyse these
frameworks in depth through the lens of “Online
Trust” construct

e Our success in engaging citizen would depend in
understanding the deep drivers of their trust
towards offered services

¢ Following tangible gains may be achieved by the
proposed research:
— Taxonomy of privacy and security technology
— Inputs for policy on mobile cloud computing
— A trust model and guidelines for
implementation
— Knowledge dissemination

Approach

e The psychology of trust has deeper connotations
and is influenced by the cultural backdrop of the
people being investigated

e For ensuring adequate uptake for the mobile cloud
applications we need to package them with due
sensitivity to the trust dynamics of the target
consumers

e There is a case to undertake a research in the
construct of “Online trust” models as applicable to
the adoption of these emerging mobile
applications in Indian and International context.
The common denominators and differences
amongst the researched cultures would provide
deep insights while designing security and privacy
applications.

e We need to address this challenge by engaging all
stakeholders. A combination of bilateral and
multilateral approach may emerge as we traverse
the research path.

Timescales

The research may be undertaken in phases. The
research plan and deliverables at end of each phase
would need preliminary study by the collaborating
agencies. A time line of 3 years for useful deliverables is
considered realistic.
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The full presentation can be found at http://www.bic-
trust.eu/files/2012/10/Chaturvedi_BIC_27Nov20121.pdf
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