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Implications arising from identity and privacy related issues on a global scale

Introduction

The powerful technological, social, economic
and political drivers of globalisation are shaping the
evolution of electronic services towards greater
integration through management of complex
relationships spanning across borders and world
regional areas. The complex ecosystem of greater
cross-border information flows opens opportunities for
creation of wealth in modern knowledge societies, but
also risks to individual fundamental rights and
freedoms, especially privacy. The goal then must be
to ensure public networks are more natively
trustworthy, providing privacy-protecting, secure and
identity-based online interactions which prevent
misuse of personal data.

Trust in the eServices

The trust in the emerging eServices in the areas
of cloud computing, mobility, Internet of Things,
Future Internet, etc. essentially depends on the
realisation of a highly interoperable techno-legal layer
that enables privacy-respecting and trustworthy
electronic identity services. This should be
manageable dynamically as a service with proper
auditability and accountability and should be bi-
directional allowing to establish reliable identification
of all parties involved in potentially composable
transactions where legal certainty as to applicable
jurisdiction needs to match the emerging nature of
new ICT paradigms. International cooperation is key
to achieve the mentioned goal of enhancing
trustworthiness of ICT systems operating on a global
scale, allowing a more effective prevention and
combating of multiple forms of cybercrime and large-
scale threats to security and privacy, e.g. identity-
related crimes of fraud and theft.

Need for INCO

Such international cooperation (INCO) requires
articulation at several levels: political, organisational,
technical, semantic, cultural, social, etc. Each of
these layers requires involving several stakeholders
in a trans-border dialogue which addresses specific
problems and goals: from decision-makers and public
sector agencies, to industry (ICT companies,
electronic components manufacturers, service
providers, security solutions integrators, etc.), NGO’s
(e.g. consumer associations or other advocacy
groups), commerce institutions, international
standardisation bodies, etc. The mutual cooperation
can yield significant progress in the following fields:

o Effective engineering and technical solutions
(e.g. PETSs) to embed privacy by default and
into the design of ICT systems.

e Interoperable electronic and Internet-based
identity schemes allowing federation and cross-
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border, cross-domain, cross-sector
interactions.

e Privacy respecting identity management
involving private and government third parties:
identity/attribute providers, service
composition... In particular, this requires
international agreement on consistent metrics
and assurance levels as well as basic
understanding and acceptance of common
fundamental principles23 underlying different
data protection legislations which may be
universally appliccable as a general framework
(while recognising local specificities).

e More dependable ICT infrastructure articulated
over mechanisms for accountability, liability,
audit, compliance monitoring, enforcement...
even across heterogeneous legal and trust
domains.

Still, such efforts may fail if they don’t place at the
centre of their approaches the citizens and
consumers in a user-centric manner, which effectively
empowers people using technology (whose life is
changing rapidly by it too). User’s trust in e-Relations
depends on their effective participation with choices
to decide which personal data is to be released under
specific conditions which gives the feeling of being in
control (digital sovereignty and informational self-
determination). The new draft of EU Data Protection
Regulation constitutes a good basis in this direction
and constitutes a good framework for discussion with
other important countries seeking complementarity at
policy level: Australia, Canada, the US, Brazil, APEC
countries, etc.

International cooperation on fields like identity
management assurance and e-Signature can yield
valuable results allowing for the secure transmission
of information with increased trust in its provenance
(e.g. personal data attributes certified by reliable
sources) or the effective establishment of
architectures based on privacy-enhancing credentials
where applicable (e.g. anonymous credentials, use of
claims-based assertions). Furthermore, cooperation
on usability of ICT can make systems easier to use
for all citizens, with greater focus accessibility,
multilingual interfaces and common approaches to
informed online consent (e.g. allowing precise
descriptions of destination of personal data and
purpose of its collection and processing).

2 Principles of proportionality, purpose specification,
lawfulness/fairness and rights of access, rectification,
deletion, objection as stated in 2009 Madrid Declaration of
Data Protection and Privacy Commissioners.
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|dentity Management

The existing visions on identity management
ecosystems and interoperable elD infrastructures
(e.g. OATH and NSTIC in the US, STORK in the EU,
Kantara initiative, etc.) have potential to effectively
build ‘bridges’ on a global scale, using existing
solutions as ‘building blocks’ which are respectful of
already working schemes at national levels. The EU
can provide lessons learned from its experience in
this area when it comes to making national systems
(be it for health, justice, public procurement, public
services for business or elD) interoperable in the
context of larger pan-European frameworks which are
respectful of existing technical, legal and
organisational frameworks at national levels. It is thus
possible to build solutions that work at a large-scale,
connecting smaller-scale solutions by means of open
standards and technologies (e.g. for effective
translation of attributes names and values across
heterogeneous domains), bringing unprecedented
growth to our economies while satisfying the
expectations from end-users in terms of personal
data protection and trustworthy operation of ICT
systems. At the level of eID management, STORK
project has proven the feasibility of de-centralized
approach to enable around 30 electronic services
portals from 15 different European countries to
authenticate securely foreign users presenting their
national elDs (more than 110 different elDs are
supported). Besides authentication of citizens, it is
important to build semantically-rich solutions, like
STORK 2.0 will do, which allow to represent and
manage across borders roles, mandates and powers
of representation to act on behalf of legal persons.

Trust Management

Solutions for adequate and explicit management of
trust will be key in building globalized frameworks.
This requires not only establishing trust chains that
rely on technical mechanisms (authenticity and
integrity of exchanged messages in commonly
agreed formats) but also agreements to establish
mutually recognised organisational measures (e.g.
security audits, compliance with security standards,
etc.) to determine with sufficient formality that
involved subsystems and nodes are secure (e.g. sets
of common minimum standards of data security rules
and policies can be agreed and certified by mutually
recognised third parties or Memorandums of
Understanding signed). Pragmatic approaches should
be sought as well in the area of Service Level
Agreements and liabilities of involved parties.

In the area of data protection, international-level
exchanges of personal data must intensify upon the
basis of application domains and corresponding risks
and benefits and focusing on eliciting common
understandings on concepts and principles which
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may be very differently understood in different areas
of the world, e.g., “proportionality”, “data
minimisation”, “anonymous data”, “sensitive data”,
“legitimacy of processing”, “informed consent”, “data
controller or custodian®, “data processor’, etc.
Similarly, bases should be laid down for allowing
international flows of personal data with sufficient
guarantees to the respect of fundamental rights of
data subjects in the originating countries (focus of
cooperation in this field should examine the available
options, e.g. bilateral agreements like EU-US Safe
Harbor, grounds for ‘adequacy decisions’, binding
corporate rules, contractual clauses, safeguards
supporting privacy and standard clauses for data
protection that privacy commissioners / DPAs may
determine...). While addressing the complexity of
national privacy laws (established in over 60
countries) may be too ambitious, discussion may take
place on the basis of regional approaches (e.g. EU
DPD/Regulation, APEC Privacy Framework). This
kind of analysis can address underlying differences in
approach: human-rights vs. commerce-based,
geography vs. organisation focus, denial of flows of
personal data unless legal basis present vs. allow
data flows with powers to limit them in some
circumstances...

Further research

Finally, there is room for substantial progress in the
following areas:

¢ Fostering good privacy practices as business
differentiating factor: at same price people choose
privacy-friendly vendors (privacy should “stand-
out” for users)

e Consumers need a ‘choice menu’: choosing
between personalised services that require
identification and other services that minimise
collection of personal data. Privacy notices should
be available with clear language so user can
compare with other providers. Consent should not
be abusively used to process personal data.

e Support of data portability (e.g. profile portability
between providers) subject to consent.

e Removal of excessive bureaucratic restrictions
(e.g. approvals/regulatory filings) which create
inefficiency.

e Encouraging organisationally-based transfer
mechanisms (i.e. BCR, codes of practice, targeted
audits, privacy seals...).

¢ Enforcement should focus more on the transfers
that have greatest risk.

* Ways for implementing transparency and better
rules for jurisdiction application (avoiding frictions
between laws).

The full presentation can be found at http://www.bic-
trust.eu/files/2012/04/8-ACrespo.pdf.
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