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1 INTRODUCTION

This Interim Dissemination Plan is a document detailing the dissemination activities carried out by the BIC
project in year 2011 and the dissemination strategy for the second project year in 2012. This plan describes the
communication and dissemination tools used, details the structure of the web portal, defines a tentative
calendar of project events as well as other relevant related external events. The BIC consortium partners will
first decide their relevancy level and only attend those of maximum importance in order to promote enhanced
coordination and information-sharing between international trust, security and privacy actors and across a
variety of bi-lateral and multi-lateral International Cooperation (INCO) activities.

The purpose of the BIC coordination action project is to foster cooperation across the international
programme agencies and researchers within the focus areas of ICT Trust and Security, in order:

1. to develop a shared understanding of global issues and scenarios and related ICT Trust and Security
research directions in order to foster a strong and competitive ICT security industry in Europe;

2. to gain consensus on difficult but important research questions for collaboration in the EU-International

research communities working in the ICT Trust and Security areas;

to articulate the collective impact of solving or failure to solve these challenges;

4. to identify mutually beneficial research directions and approaches in order to substantially increase trust,
security and privacy of future networks and infrastructures that will be characterised by a much greater
scale and complexity; and,

5. to identify potential for common research resources, e.g., test-beds, common software platforms, data sets,
design and validation tools.

w

In order for these aims to be met, the transfer of knowledge between project partners, recruited experts for
Working groups and International Advisory Group and targeted audiences must be accurate and carried out in a
timely fashion with the necessary approvals from all parties concerned. This document sets out the initial
roadmap for how information gathered and generated by BIC is to be distributed to the specified targets for this
data.

The establishment of the BIC web portal has been critical to the commencement of the project, with the site
serving as a focal point for all partners. Information about each participating partner is readily available on the
portal, in addition to overall details about the project itself. As well as serving as an information source for the
general public, the portal also contains a secure area that acts as a repository for sensitive project material and
facilitates private discussions between registered users (partners and stakeholders). All events of note —
workshops, partner meetings, conferences, other related events, etc. — are also announced and materials
distributed via the project web portal.

Apart from utilising the BIC web portal as a centre for distributing project material, now that the first year
BIC events have been held, the project is also investigating the use of other modes of dissemination, including
social media channels. This form of dissemination raises certain issues with a policy based project like BIC and
these are highlighted within the deliverable. BIC is also planning to hold working group workshops, where
invited speakers and participants from outside the WGs will also participate, together with project partners and
members of the project’s WGs will meet to increase the collective awareness of BIC. External conferences and
seminars will be identified by BIC also, where distribution of project material will be realized. Several project
partners are members of various European Technology Platforms and other relevant initiatives and these output
channels will also be used for dissemination purposes.

This interim dissemination plan has taken into account the recommendations made in the first Annual
Project Review Report, dated February 7", 2012 and some of the activities envisaged for 2012 directly respond
to these recommendations.
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2  DISSEMINATION STRATEGY

The main target of the dissemination activities of the BIC project is too assist in the development of the
mutually beneficial cooperation activities between European researchers and their peers in the targeted
countries. Therefore, the process involves multiple threads:

e Participation of stakeholders in Working Groups and International Advisory Group (WGs and
IAG, respectively);

e Attempt to identify and disseminate technical. political, regulatory and policy issues to be

addressed:;

Close links to Standards, Forums and related national and international initiatives;

Contribution of other INCO related projects and other experts;

Main topics and themes requiring international cooperation;

Where we are — State of the Art?

Where we want to go?

Identify Gaps/barriers/challenges and who can do what on an international basis;

Awareness creation;

Communication across the stakeholders: academic, research, industry, vendors, users and forums.

The strategy is to initially disseminate while we are in the process of recruiting experts in each of the
activities as required by the project and develop a common and agreed vision (top-down approach) and assess
what we have and identify gaps (bottom-up approach) from other related projects and other experts.

The work of the dissemination activity also includes ensuring the consistent use of:

the BIC brand;

identification and professional management of events;

looking at various mechanisms for a longer term self sustainable approach;

activity sponsorship opportunities;

establishment of layout guidelines for all publications (thematic briefings, white papers, session
reports, technology watch, and strategy publications and any other publications that the project or
its constituents (WGs and I1AG) identifies as being necessary.

In addition to the BIC organised events, the proactive promotion of the project’s work and findings at key
international conferences and events is an important element for the dissemination strategy through speaking
slots, networking sessions, complementary workshops, and exhibition stands.

Development of a number of mailing lists was deemed critical from the outset and this was developed in
conjunction with direct contact lists, through country based contacts, work group membership, IAG
membership, web portal subscriptions, committed projects, launch events, and cooperation workshops.

Direct one-to-one contact with key decision makers / influencers took place and will continue as they were
identified by the project core members, the European Commission and through other national and international
contacts. A principle of ‘if you had to suggest 2 or more other people’ was adopted to create a positive ripple
effect to significant advantage.

Project reports from the BIC organised events created as part of work package 4 (Building the International
cooperation community) activities are contained on the BIC web portal and fed into the work in the
development of WP3 (Input to the design of future research programmes) deliverables.

As the BIC project progresses, any plans for the exploitation of the results of the BIC project - for the
consortium as a whole, or for individual participants or groups of participants are also being discussed regularly
by the partners. The final plan will refer back to the interim versions indicating how the foreseen activities
actually took place, or were modified in the light of circumstances, or where other actions and measures,
initially unplanned, were introduced.
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3  DISSEMINATION ACTIVITIES

This chapter presents the dissemination activities undertaken by the BIC partners since the beginning of the
project in January 2011.

3.1 Web Portal - wvw.BIC-Trust.eu

The BIC web portal (see figure 3.1.a.) was set up in March 2011. Its web address is http://www.bic-
trust.eu. Its home site includes an introduction to the project:

“Starting on 1™ January 2011, funded within the project portfolio of DG INFSO, Unit F5 ICT Trust and
Security Research, the Coordination Action BIC project — Building International Cooperation for Trustworthy
ICT: Security, Privacy and Trust in Global Networks & Services — will expand the co-operation models of EU
researchers and programme management with their peers in new ICT high-growth countries, specifically
Brazil, India and South Africa, who represent emergent world-impacting information economies through the
scale and sophistication of their growing ICT sectors.”

! AJE - Al Jazeera English 2 3% BIC-Trust | BIC-Trust! Buidine * N} =
€ C A | © www.bic-trust.eu %8

[# International dimensi...  (©) Atos Intranet [W Research &Innovatio... () FIA == SmartSantander [#]+2020 [l Eas @ Synonym @R ETPs [B] weDatalmpact @ EUImpactICT 3% CSA FI-PPP » (] Otros marcadores

-

B IC Building International Cooperation for Trustworthy ICT * * *

¥

Home BIC Work Strategy Partners Events Contact Researchers FAQ News SEARCH

Home
Latest News
Posted by bic-trust on March 23, 2011 | No Comments
*C
Internet
in India
\ -~ e o .
‘ ‘? ! Aiming to ensure our Digital Lives
P 'ﬁy‘ are Trustworthy around the
GLOBE
N
Py DA
4 i )

About Us

Starting on 1%t January 2011, funded within the project portfolio of DG INFSO, Unit F5 ICT Trust and BIC - Networking ICT Trust and

Security Research, the Coordination Action BIC project — Building International Cooperation for security researchers around
the globe...more

Trustworthy ICT: Security, Privacy and T n Global Networks & Services - will expand the co-
operation models of EU researchers and programme management with their peers in new ICT high-
growth countries, specifically Brazil, India and South Africa, who represent emergent world-
impacting information economies through the scale and sophistication of their growing ICT sectors. Browse the »
BIC Research Network
tates-cooperation/ * %

74 start B D:\+2010 ARIPROZE... | [ Inbox-MiqosoftOut... g BIC-Trust | BIC-Trust... | T D14 BIC_Int Diss P...

Figure 3.1.a. Snapshot of the BIC Web portal

As an initial contact point for both the general public and international trustworthy ICT stakeholders, the
project web portal was designed to present an overview of the work being carried out by BIC. The portal will
also serve as a repository for all project-related documentation, including all public deliverables.

The initial web portal of BIC was designed primarily as a functional tool for information sharing as the
year 1 activities mainly consisted of running events of bi-lateral and multi-lateral events. During the latter part
of the first year, the BIC web portal was restructured into a more dynamic portal and is now structured with the
following tabs:

1) Home Page, which includes Latest News related to international cooperation on Trustworthy ICT directly
linked and updated with the rolling News section;

2) BIC Work Strategy explaining how it has developed over year 1 and continually is updated,;

3) BIC Partners information;

4) Events, which contains details of all of the relevant BIC related events and their subsequent reports and
presentations;

5) Contact section;
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6) Researchers, which will initially be populated with the BIC Working groups that were recently established
in Q1 of 2012. This area will be a one stop shop for trust and security researchers from all countries where
information is accessible and searchable by country, research topics, projects, ... The portal can also provide
access to researchers other sites — LinkedIn, personal web sites, blogs, ... An example screen shot is shown in
Figure 3.1.b.;

File name: jim-clarke png

File type:

Upload date; &

Figure 3.1.b. BIC Research network portal — data entry page

7) Frequently Asked Questions (FAQs), which was a request we received during many of our bi-lateral
events;
8) News, which compiles latest news of interest to the BIC communities.

The BIC Working groups and IAG will use dedicated mailing lists for their exchanges. E.g.
BIC WG1@listserv.tssg.org., etc. With the dedicated mailer, the WG member can send to the list from the
subscribed email address(es). In addition, there is a central management system that working group members
can use to manage their email accounts and interact with other members. These are located on the WIT-TSSG
server, e.g. http://listserv.tssg.org/mailman/listinfo/bic_wgl, where membership account information and mail
archives are accessible. Continuous exchanges (eg. written documents, blogs, discussion forum, etc.) among
the BIC Working Group members will be facilitated by the project’s web portal, which will have an integrated
wiki area specifically designed for the BIC working groups activities, with both private and public areas.

For BIC events, where relevant presentation material/publications exist, the owner of these presentations
will provide prior consent before their presentation (in PDF format) is uploaded onto the BIC site.

Non-public documents—such as project, WG and IAG meeting minutes, draft position papers and draft
deliverables—can be stored in the password-protected area via the web portal. This area will be controlled by
the BIC Secretariat, who will issue access rights to relevant parties.

The BIC website is updated regularly by the project coordinator with input from all BIC partners being
contributed on a regular basis.
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3.2 Project logo

In the first month of the project, in conjunction with the coordinator, a graphic designer developed a
number of BIC logos for consideration. These were reviewed and one of them was approved by the partners as
the project logo. Once approved by the consortium members, the BIC logo, as shown in figure 3.2.a., has been
incorporated to all project templates, website and other promotional materials.

BUILDING International Cooperation
for Trustworthy ICT

Figure 3.2.a. BIC logo

3.3 Integration with Social Media channels (Linkedin etc.)

The BIC project is committed to using tools that will ensure not only raising awareness of the project but
also the sustainability of the project with linkages to the trust, security and privacy communities in both Europe
and increasing international cooperation coverage areas around the globe. The active use of professional social
networks for dissemination (e.g. LinkedlIn) is a necessary alternative and complementary element nowadays to
increase project impact beyond the more traditional project web portal.

Social media can be used for more general marketing and promoting of the BIC project through social
media channels as it is a powerful strategy to push/pull-to/from the BIC web portal, drawing significant links,
attention and potential site traffic. As a platform, the social news element of a site could give BIC other outlets
to be heard or read, even for a brief moment whilst attracting the people drawn to the message to the main web
portal and encourage them to recommend it to others.

There are no other low-cost promotional methods available that will easily give instant information and
enable communications with large numbers of visitors, some of whom may come back to the BIC website
repeatedly. There are a number of different types of traffic that could be drawn from these channels. Primary
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traffic is the large amount of visitors who come directly from social media websites. Secondary traffic is
referral traffic from websites, which link to and send you visitors, after they come across your content through
the social sites. While primary traffic usually comes in a larger volume, secondary traffic is generally more
valuable because links from other websites usually bring visitors that are very likely to be genuinely interested
in BIC's content. These citation links demonstrate recognition of the BIC site in the eyes of others and assist
greatly in building and sustaining the BIC brand.

However, it must be noted that not all social media sites will apply to BIC. This could also be due to the
fact that the targeted audiences for BIC do not reside there. An example of this would be Facebook, although it
may be possible to incorporate these tools for general marketing purposes in the future if they are deemed to be
useful.

Other elements related to social networking under consideration by BIC are the following:

1. SHARE BUTTONS - the BIC news section could have social media share buttons at the end of every post.
This allows visitors to share BIC content across the web to Facebook, LinkedIn or Twitter. This will instantly
allow people to like and share your information effectively.

2. TWITTER: this social media channel is gathering momentum with its real time effect and is a good channel
for communicating time sensitive information to vast and large audiences quickly. By setting up a twitter
account, one can create a large audience that has a very specific interest and following in what you are talking
about. Twitter is an easy way to create a community that can be driven back to the BIC website.

3. LINKEDIN — The BIC project has already created a special group within LinkedIn, which can be effectively
used to start off discussions, providing another forum for networking and link building and a social media
channel that can be used to target the specific audience effectively.

3.4 Participation to other external projects and initiatives

During the first year, the BIC partners have been actively involved in dissemination and outreach to a
significant number of other related trust and security projects/initiatives/activities that are considered external
to the project but of added value to/from the BIC project. These included:

Effectsplus [1] project clusters - WIT and ATOS have been involved in the project clusters of the Effectsplus
coordination action project from Unit F5. In particular, BIC is the coordinator of the Networking and
Coordination cluster [2], which involves all Coordination and support action projects and NoEs related to ICT
Trust and security and other interested projects/initiatives in a coordinating role. The purpose of this cluster is
to ensure that the projects are all well aware of the work of the projects and to make sure there is no overlap
and foster better synergy between their ongoing activities. Participating projects to date in the Networking and
and Coordination cluster include : BIC, Effectsplus, ACTOR,GINI-SA, SysSec, NeSS0S,0SMOSIS, SeServ.

Trust in the Digital Life (TiDL) [3] - ATOS are part of the Steering Board and WIT is a Management board
member of TiDL and due to the relationships within BIC to the wider trust and security communities, WIT is
an invited member of the TiDL Mirror Group, an ambassador to the wider trust and security international
communities.

Future Internet Public Private partnership (PPP) - ATOS is actively involved in the FI-PPP core platform.
ATOS and WIT were involved cross ETP effort looking at the visions for the FI across the Technology
platforms.

European Network and Information Security Agency (ENISA) [4] - The BIC project has a strong
relationship with ENISA, the EU “cyber security” agency, whose brief is to achieve a high and effective level
of Network and Information Security within the European Union. There has been the involvement of ENISA at
all of the BIC open forum related events and working groups and, conversely, BIC partners have been involved
in ENISA activities and working groups.

EU - India Spirit project [5] - TUD and WIT were invited working group members of the EU — India Spirit
coordination action project, which had its final year during the report period. This has been very useful in the
EU — India community building. Their meetings are included in chapter 4.
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Future Internet Assembly (FIA) [6] - WIT and ENST have been caretakers and programme committee
members of the Trust and Identity track in the Future Internet Assembly since early 2008. For example, since
the start of BIC, they have organised sessions entitled: Challenges associated to the Internet of Things (1oT)
and impacts on trust, security and privacy (FIA Budapest, May ’11); and Putting the user in control of their
data and information in the Future Internet (FIA Poznan, Oct. *11). While FIA started in 2008 as an “EU FI
projects only” initiative, it has now opened to anyone interested in participating. Therefore, in future activities,
it is expected that international cooperation will play a stronger role in FIA, and the BIC partners will be in a
good position to drive this specifically in the areas of ICT trust and security.

European Technology Platforms (Net!Works [7], NEM [8], NESSI [9], Artemis [10]) - WIT is a steering
board member of Net!Works and NEM. In particular, both of these ETPs have taken a very proactive approach
on International cooperation and WIT is pushing this activity from the perspective of ICT trust and security.
ATOS is a steering board member of NESSI. ENST and TUD are active members of Net!Works and Artemis
Technology Platform respectively. BIC can impact the ETPs with their interactions with the Trust and Security
working groups associated to the ETPs and ensuring the topics related to International cooperation are being
included within the SRAs being generated by the ETPs.
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4  WORKSHOPS, CONFERENCES AND EVENTS during 2011

4.1

BIC specific events

During the first 12 months of the BIC project, the project has been engaged mainly in the organisation of
two categories of activities: bi-lateral (country by country) and an open forum approach as shown in figure

4.1.a.
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The following events were directly organized by the BIC consortium in 2011 [11]:

Category 2. Open Forums

Figure 4.2.a. BIC specific Event categories and results in year 1.

Date

Location

Event

03/05/2011

Rio de Janeiro

EU - Brazil Cooperation workshop (co-located with IWT 2011)

The BIC workshop on EU — Brazil cooperation [12] focused on the need for an international approach to
capture the Research and Technological Developments (RTD) challenges that EU and Brazil could work on

together related to Trustworthy ICT with the following terms of reference.

e To capitalise on the presence of a large group of research communities from Brazil and around the
world present at IWT 2011, the BIC workshop was held the day before on 3rd May 2011;

e Understand the status and objectives of programs supported by EU and Brazil in all areas of
Trustworthy ICT,;

e Highlight potential collaboration subjects that are mutually beneficial and require further Brazil-EU
collaboration for ensuring Trustworthy ICT, including security, privacy and trust against borderless
cyber attacks;

e Share information about international projects and initiatives already underway in Brazil and Europe

and begin to generate ideas for new ones;
o Decide next steps for the collaborations.
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The Organising Committee structured the workshop around two panel sessions that were designed to
identify a short list of key common-interest open research challenges to pursue for mutual benefit, cross-cutting
links, and related infrastructural implications and input for road-mapping of possible research areas for a joint
EU-Brazil collaboration.

The report can be found at http://www.bic-trust.eu/files/2011/09/BIC-Brazil-Event-Report.pdf

Date Location Event

16/08/2011 | Hyatt Regency Hotel, | EU — South Africa Cooperation Workshop
Rosebank (co-located with ISSA 2011)
Johannesburg

The setup and preparation of the BIC EU — South Africa Cooperation workshop [13] took place over a
number of months and the BIC partners relied heavily on the ISSA 2011 organisers and also on the tremendous
local support from the Council for Scientific and Industrial Research (CSIR) Meraka Institute, SAP Research
IA&S Africa/ SAP Meraka UTD, University of Johannesburg, University of Pretoria and University of South
Africa. The overall theme of the BIC workshop was laying the ground work for building a long term strategy in
international research for Trustworthy ICT between South Africa and the EU. The BIC workshop had the
following core objectives:

e Understanding the critical issues in trustworthy ICT requiring international cooperation;

¢ Identifying promising trust and security research directions in each country and the mutual benefit to
international collaboration;

e Foster collaboration between the EU and South Africa research teams.

The organising committee of the BIC SA — EU Coordination workshop included:
Jim Clarke, Waterford Institute of Technology, Ireland

Barend Taute, CSIR Meraka Institute, Pretoria, South Africa

Neeraj Suri, Technische Universitat Darmstadt, Germany

Jan Eloff, SAP Research IA&S Africa/ SAP Meraka UTD, South Africa
Michel Riguidel, Telecom Paris-Tech, France

Marijke Coetzee University of Johannesburg, South Africa

Aljosa Pasic, AtoS, Spain

Marianne Loock University of South Africa, South Africa

Hein S. Venter University of Pretoria, South Africa

Further information on the workshop and identified topics for mutual cooperation are contained within the
report and on the workshop web site at http://www.bic-trust.eu/events/eu-south-africa-cooperation-workshop/

Date Location Event
29/11/2011 Radisson Blue Hotel, 1st BIC Annual Forum
Brussels

The 1st BIC Annual Forum [14] in November 2011 aimed to achieve the following outcomes:

o Identification of the technological challenges that really need and could be tackled in common between
the countries so they can be elaborated clearly with the policy makers in the respective countries as a
way forward;

o Highlighting the current bi-lateral (and potentially overlapping) country to country cooperation(s) into
a more comprehensive unified global cooperation eg. US-India, EU-US, etc.

¢ Holding of the inaugural meeting of the International Advisory Group (IAG);

o Identification of other responsible agency(ies) per country and points of contacts to participate to the
global cooperation on ICT trust and security.
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A key recommendation was made for enhanced coordination and information-sharing across the variety of
bi-lateral International Cooperation (INCO) activities sponsored by the European Commission. As BIC spans
multiple countries with a unique multi-lateral profile, BIC aims to further this recommendation by hosting a
workshop in June 2012, under the banner of one of its working groups, that brings together the multiple
projects and stakeholders that are already engaged in International cooperation with the intent to:

o Explore the insights and common experiences across projects;

o Identifying, discussing and assessing (a) key challenges, issues and priorities; and (b) mechanisms for

international cooperation that are already available;

e Explore possible synergistic approaches for mutual collaboration, cooperation and organising future

joint INCO research activities and its supporting programmes.

More details on this event can be found in section 5.

During the BIC annual forum, the panellists were asked to address 4 key questions:
1. How does your project contribute to International cooperation and trust and security?
2. What are the benefits and expected impact of your project brought on by international cooperation?
3. What are the issues encountered and how do you address them?
4. What are your recommendations for improving effectiveness?

Topics for discussions included (but not limited to): International data exchange architecture for cyber
security; enabling technologies for secure exchange and sharing of cyber data e.g. cryptography; cooperation
on knowledge and data exchange and preparation of policy frameworks to enable global collaboration and
interoperability; protection, robustness, resilience of critical information infrastructures; security of open source
based systems including mobile communications; EU-US joint CIIP Exercise, Cyber Atlantic 2011; future and
emerging cyber threats and attacks and how international cooperation would assist in dealing with them.

The BIC Annual forum was being held the day before and in conjunction with the EUROASIAPAC
workshop being held on 30th November 2011 at the same location.

The full set of presentations and reports can be found at http://www.bic-trust.eu/events/1st-bic-annual-
forum/.

Date Location Event
16/12/2011 | Gandhinagar Gujarat elndia 2011 / BIC EU-India Cooperation workshop, Gandhinagar
Gujarat

The BIC India-EU Cooperation Workshop [15] was held on 16th December 2011 during E-India 2011
(held in Gandhinagar, Gujarat, 14-16th December 2011) to capitalize on the many researchers that would be in
attendance at India’s largest ICT event. In order to keep within the thematic coverage of the elndia event, the
full title of the BIC workshop was Building International Cooperation Workshop: Collaborative Trustworthy
ICT research and innovation between India and the European Union; Opportunities, challenges and success
stories. The well attended BIC workshop contained a panel session comprised of a mix of presentations and
discussions between EU and India researchers. The panel session was followed with a panel of questions and
answers from the audience, which included government, industry, academic and research participants.

The presentations and report can be found at http://www.bic-trust.eu/events/eu-india-cooperation-
workshop/.
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4.2 Invitation events (where BIC partners were invited due to their specific
role in BIC to organize sessions)

Date Location Event
06/07/2011 | Vrije Universiteit, BIC planning session (in conjunction with the SysSec Workshop
Amsterdam

To capitalise on the presence of a large group of system security research communities attending the
SysSec workshop [16] on 6™ July, 2011, the BIC planning session [17] was proposed and accepted to be held
within the workshop. In addition, there were a number of other relevant co-located events of interest. For
example, the EffectsPlus Clusters Workshop on 4/5th July and DIMVA 2011 [18], one of Europe’s leading
security events. The BIC planning session focused on the mid term (present — 2013) to longer term (2014 —
2020) strategies for sharing skills, common tools and techniques for the development of an International data
exchange and collaboration architecture for the scalable cyber-defense coordination. Additional information on
this event can be found at http://www.bic-trust.eu/events/bic-session-syssec-workshop/.

Date Location Event
14/11/2011 - | Cape Town 4th Euro-Africa Cooperation Forum on ICT Research BIC session
15/11/2011 held 15th November 2011)

The BIC project was invited to organise a full session during the 4th Euro-Africa Cooperation Forum on
ICT Research, whose main theme for 2011 was Teaming-up for a Strengthened and Coordinated Approach to
Foster Euro-African Innovative Cooperation on ICT. The session was held as a significant follow up to the
previously held BIC EU — South Africa cooperation workshop in August 2011. The Euro-Africa Forum was
held 14-15th November 2011 in Cape Town, South Africa and the dedicated BIC session was held on 15th
November 2011 during 16:00 — 17:30. Additional information can be found at http://www.bic-
trust.eu/events/4th-euro-africa-cooperation-forum-on-ict-research-bic-session-held-15th-november-2011/

4.3 Refereed events (where submissions were based on a selection process)
Date Location Event
3/8/2011 New Delhi eWorld Annual forum The eWorld 2011 Awards

Jim Clarke, Waterford Institute of Technology and member of the Euro-India SPIRIT ICT Expert Working
Group presented about the BIC (Building International Cooperation for Trustworthy ICT) project regarding the
methodology being used to foster collaboration between Europe and India. The presentation was given during
the eWorld Form 2011, August 2011, New Delhi. The slides and a full video of the event is available at
http://www.bic-trust.eu/events/eworld-annual-forum/

Date Location Event

22-23/11/2011 | Prague, Czech Republic | Information Security Systems Europe (ISSE) 2011

A paper entitled Building a long term strategy for International cooperation in Trustworthy ICT was
submitted by WIT and accepted by the programme committee of ISSE 2011 [19]. The paper described the
outcomes of the BIC planning session held during the SysSec workshop in July 2011. The paper was presented
by ATOS in a session entitled Privacy, Security and Trustworthiness on 22" Nov. 2011. The presentation
generated significant interest and discussions. The paper is printed in the book ISSE 2011 Securing Electronic
Business Processes, pp. 98-108, ISBN 978-3-8348-1911-6".

! http://www.revolutionl.plus.com/isse/downloads/ISSE 2011 Programme.pdf
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4.4

General publicity

Even though the project was in its first year, there were a considerable number of opportunities to
participate to highly relevant events and project members received invitations for position papers and
presentations. In addition, the project submitted papers to major conferences and workshops and had papers
accepted by the refereed process in the conferences. These included prestigious events both inside the EU and
outside the EU. It should be noticed that although taken as an opportunity to promote the work of BIC, some of
these were not funded by BIC and are these are indicated below in italics. A full listing of the events of
outreach, publicity and dissemination for BIC during 2011 can be found below in the following table.
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Date Location | Event BIC Description
Partner
14" Snowmas | NSF/DHS ICT | TUD Invitation-only meeting directly themed at international
Januar | s, policy meeting cooperation. BIC's trustworthy computing themes were
y 2011 | Colorado advocated. The meetings were conducted by NSF/DHS
policy planning leads.
Note: Funded by US NSF and DHS
21- Seattle, NSF Intl. | TUD Invitation-only meeting directly themed at international
22™ Washingt | Cooperation cooperation.
Feb. on Approaches Note: Funded by US NSF
2011 Workshop
28" Brussels, | TiDL working | WIT BIC participates to the WGs and Mirror Group of TiDL.
Feb. Belgium | group meeting WIT were also invited to take part in a meeting related to
2011 drafting a long term strategy document for policy and
decision makers.
23- Waterloo, | Canada-EU ATOS BIC partner ATOS attended this workshop and participated
24" Canada Future Internet to a Trust and Security session. Excellent contacts were
March Workshop made for the BIC IAG. http://www.futureinternet-
2011 internetdufutur.nrc-cnrc.gc.ca/eng/index.html
Note: Funding provided by another project.
24- Seattle, NSF EU-Asia- | TUD Invitation-only meeting directly themed at international
25" Washingt | Pacific cooperation.
March | on International Note: Funded by US NSF
2011 approaches
workshop
29- Brussels, | Effectsplus 1% | WIT BIC are the coordinator of a cluster within the Effectsplus
30" Belgium | Cluster project entitled Networking and Coordination cluster?,
March workshop which involves all Unit F5 Coordination and support action
2011 projects and NoEs related to ICT Trust and security and
other interested projects/initiatives in a coordinating role.
At this meeting, WIT ran the kick off cluster meeting
gathering inputs from the participants and discussions of
the way forward for the cluster.
13- Brasilia, Brazilian TUD 50 invited delegates from US, Europe and Asia; Major
14" Brazil International international ICT policy planning event sponsored by the
April Cooperation Brazilian Government on an invitation-only basis. BIC
2011 Forum agenda was advocated.
Note: Funded by Brazil government
18 Budapest, | Future Internet | WIT WIT was invited to present the research work on the
May Hungary | Assembly economics of privacy going on around the globe.
2011 http://www.future-internet.eu/home/future-internet-

assembly/budapest-may-2011/session-i3-the-economics-of-
privacy.html

2 http://www.effectsplus.eu/networking-coordination-cluster/
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Date Location | Event BIC Description
Partner
5t Amsterda | Effectplus WIT Chaired the cluster meeting for the Networking and
July m, Cluster Coordination Cluster and made a presentation of the BIC
2011 Netherlan | workshop results during the meeting. BIC is the coordinator of this
ds Cluster.
6" Amsterda | SysSec WIT Joint BIC presentation on "Building a long term strategy for
July m, Workshop TUD International Collaboration in Trustworthy ICT - Security,
2011 Netherlan ATOS Privacy and Trust in Global Networks and Services") and
ds ENST dedicated BIC session (Building a long term INCO strategy
in Trustworthy ICT) at SysSec Workshop
http://www.Syssec-project.eu/events/1st-syssec-workshop-
program/, July 6, Amsterdam. 50-75 attendees including
US-NSF attendance. With 10 talks in the BIC session, this
was excellent exploration of BIC's theme building and
planning for the Annual forum. BIC’s being invited to
conduct this session is representing BIC's international
cooperation role being visibly recognized for its value.
27" New EU India Spirit | TUD Meetings with researchers and Dept. of Science &
July — | Delhi, (EUIS) WIT Technology advocating BIC's trust/security/privacy themes,
31 India Workshop and Advisory Board and Working group meetings and
Augus eWorld 2011 organised special session on Trust and Security topics
t2011 during the EU India Spirit workshop 1% August. EU-India
SPIRIT is a FP7 CA dealing with EC-India ICT policy
planning. As an invited member on its advisory board, the
BIC value and influence has been to put Security/Privacy
onto the formal EC-India policy recommendations.
Invited panellist during eWorld 2011, 3" August 2011.
Session on Information and Management security.
Note: TUD funded by EU India Spirit
31 Copenhag | EUIS Co- TUD With 100+ attendees, BIC's opinions on international
Aug. — | en, Creation WIT cooperation (specifically targeting India) were solicited.
2 Sept. | Denmark | Conference The direct invites to BIC from other projects and
2011 governments (EU-India, SysSec, EUIS, EU-Euclid etc)
represents growing visibility and value of BIC's activities.
Note: TUD and WIT funded by EUIS
31 Dublin, Opportunities in | WIT In this event organised jointly by Enterprise Ireland, the
Octob | Ireland the European Department of Defence and the Defence Forces of the Irish
er Security and government, WIT were invited to give a keynote address on
2011 Defence the potential international research areas being explored
Markets within the BIC project..
19-20 | Tokyo, MITI's TUD TUD was an invited member on MITI's International
Octob | Japan International WIT Cooperation Planning Meeting, October 2011 19-20, Japan.
er Cooperation This was a high level planning meeting and BIC's inputs
2011 Planning were directly solicited for Trust, security, dependability
Meeting, and cooperation activity planning advice.
EU-Japan Also, WIT, due to their role in BIC, were invited by DG
Cooperation INFSO Unit F5 to be part of the EU delegation to the EU-
Information Japan Information day on 20™ October 2011. WIT
Day presented potential topics of cooperation with Japan

researchers in network and information security and
privacy.

Note: TUD funded by Japan Ministry of Science &
Technology
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Date Location | Event BIC Description
Partner

1-2™ London, | The London WIT This invitation only event was originally targeted as a

Nove | UK conference on potential venue for the BIC Annual forum and during the

mber Cyberspace summer months, the BIC coordinator made very good

2011 contacts with the event organisers in the Foreign and
Commonwealth office. After many discussions, it was
decided that there wasn’t enough flexibility for the BIC
annual forum to be held during this event but the organisers
were still very interested to work with BIC in the future on
similar events. In parallel, the BIC coordinator was invited
to attend along with the Irish contingency of government
and research organisations involved in Cyber security RTD.
The event also provided an ideal opportunity to promote the
BIC project and its annual forum being held later that
month in a high profile invitational only international event.

15" Cape EURO- WIT Presentations (Sessions: EU-Africa Cooperation Overview

Nove | Town, AFRICA ICT ENST & Building International Cooperation on Trustworthy ICT)

mber | South 2011 TUD at EuroAfrica-ICT 2011 http://euroafrica-

2011 Africa ict.org/events/cooperation-forums, Dec 13-15 Cape Town.
This is Africa’s major ICT event with 300+ delegates. The
international cooperation session constituted key advocacy
of BIC with F5 Head of Unit, Jesus Villesanté, also as a
panel member for international cooperation emphasis.
Note: TUD funded by EuroAfrica ICT project

22- Prague, Information WIT A paper entitled Building a long term strategy for

231 Czech Security ATOS International cooperation in Trustworthy ICT was

Nov. Republic | Systems Europe submitted by WIT and accepted by the programme

(ISSE) 2011 committee of ISSE 2011. The paper was presented by
ATOS in a session entitled Privacy, Security and
Trustworthiness on 22" Nov. 2011. The presentation
generated significant interest and discussions. The paper is
printed in the book ISSE 2011 Securing Electonic Business
Processes, pp. 98-108, ISBN 978-3-8348-1911-6°,
30" Brussels, | EUR- WIT BIC Annual forum results presented by WIT. ATOS and
Nov. Belgium | ASIAPAC ATOS ENST participation.
workshop

13" New FICCI TUD Presentation at Federation of Indian Chamber of Commerce

Dec. Delhi, Workshop WIT & Industry (FICCI) on Dec 13, Delhi. 75 delegates

2011 India representing government, policy planners, industry and
academia. Key advocating of BIC for
Trust/Security/Privacy themes and also EC FP7 Call
procedures. Note: TUD funded by EU India Spirit.

14" New DIT meetings TUD Meeting at Dept. of Information Technology (DIT) on Dec

Dec. Delhi, WIT 14, Delhi. This was a key meeting with the Director of DIT

2011 India and International Cooperation Director (see details in

section 3.1.4). DIT is the primary ICT funding organization
in India that critically determines India's S&T policies and
budgets. The direct interest of the DIT heads was an
excellent development for BIC.

Note: TUD funded by EU India Spirit

Table 4.4.a. BIC outreach and dissemination activities during the period

3 http://www.revolutionl.plus.com/isse/downloads/ISSE 2011 Programme.pdf
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5 FUTURE DISSEMINATION EVENTS ALREADY IDENTIFIED

In this section, the identified upcoming dissemination activities are presented (date, venue, description,
target audience, links) targeted already for Year 2 of BIC (2012). The BIC partners will carefully consider the
relevance of the events and will participate in the most relevant of the following events in order to foster the
dissemination of the project objectives and to leverage the outcomes of their own BIC organised events.

Date Location Event

24-25" April 2012 | Berlin, Germany CSP Forum. http://www.cspforum.eu/

The CSP EU Forum, a European conference on Cyber Security and Privacy organized by the Coordination
Action project Effectsplus®, in coordination with the Trust and Security Unit F5 of DG INFSO is a two day
event bringing together research community engaged in trustworthy ICT to present their work, have
demonstrations, provide tutorials and workshops for learning about state-of-the-art in security and privacy
research and giving delegates the opportunity to network with experts in the field.

For this event, The BIC partners submitted an application for a workshop® dedicated to bringing together
researchers engaged and/or interested in international cooperation to debate Trustworthy ICT topics that require
global cooperation. The workshop submission was successful and the BIC workshop was scheduled for Day 1
of the CSP Forum.

Target audience: greater than 100 Cyber Security, Trust and Privacy experts in academia, industry and
government as well as practitioners, standards developers and policy makers, with a view to engage in
discussions about common goals and explore important research directions in the field.

Date Location Event

8-10th May 2012 | Aalborg, Denmark Future Internet  Assembly (FIA).  http://www.future-
internet.eu/home/future-internet-assembly/aalborg-may-
2012.html

The first Future Internet Assembly (FIA) of 2012 will be held in Aalborg on May 10-11, 2012, under the
Presidency of Denmark in the EU Council. The theme for FIA-Aalborg will be “Smart Cities and Internet of
Things”, and the event will bring together projects that have recognized the need to strengthen European
activities on the Future Internet, to maintain European competitiveness in the global marketplace. Currently,
FIA brings together research projects that are part of the ICT programme of FP7. All of these projects are
advancing the state of the art in their respective areas, and FIA enables open interactions and cross-fertilization
across the technical domains, reaching out to talent in Europe's Future Internet research community. One of the
domains of importance in the FIA Working groups is Trust and Security, which is chaired by BIC coordinator
WIT and assisted by partner ENST. International cooperation has also featured heavily in the FIA events since
they became open beyond the EU programme and at this particular FIA event, there are already scheduled two
international sessions (EU — Brazil and EU — Japan).

Target audience: greater than 300 research experts in all areas related to the Future internet including trust and
security domains.

* http://www.effectsplus.eu/
> http://www.cspforum.eu/uploads/draft_agenda_BIC_Workshop.pdf
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Date Location Event
9-11th May 2012 Dar es Salaam, | IST Africa 2012. http://www.ist-africa/org/conference2012/
Tanzania

IST Africa is an annual event of the IST Africa initiative, which is supported by the European Commission
under the ICT theme of FP7. Hosted by the Government of Tanzania through the Tanzania Commission for
Science and Technology (COSTECH) and supported by the European Commission, African Union
Commission and Technical co-sponsored by IEEE, IST 2012 is number twelve of the series of annual
conferences that brings together senior representatives from government, industry and research organisations
across Africa and the EU “to bridge the digital divide by sharing knowledge, experience, lessons learned and
good practice and discussing policy related issues”. The conference is broken into thematic issues, which
include secure services for citizens and cyber security.

It is expected that the BIC IAG members will act as primary liaison at the conference

Target audience: greater than 300 government, policy, industry and research experts in all areas related to EU
— Africa international cooperation.

Date Location Event
31 May — 1 June | Espoo, Finland 3" European Summit of the Future Internet
2012 http://www.tivit.fi/en/europeansummitonthefutureinternet

Following on from two successful European Future Internet summits in 2009 and 2010, TIVIT Oy and SnT
(Interdisciplinary Centre for Security, Reliability and Trust of the University of Luxembourg) will jointly
organise the 3rd European Summit on the Future Internet on 31.5.-1.6.2012 in Dipoli, Espoo, Finland. The
2012 special focus is: Towards Future Internet International Collaboration.

Target audience: greater than 100 research, policy and governmental experts engaged in international Future
Internet research.

Date Location Event

13-14 June 2012 Brasilia Brazilian-European S&T cooperation within European and
Brazilian funding programmes.
http://www.access4.eu/brazil/324.php

(note: web site also mentions a date in May 2012)

An international conference on Brazilian-European science cooperation will take place in Brasilia during
June 2012 (see note about mention of alternate date also on web site). The event entitled “Brazilian-European
S&T cooperation within European and Brazilian funding programmes” is aimed at enhancing the discussion on
mutual access opportunities of Europeans and Brazilians in ST&I funding programmes, as well as on the
mutual benefits of the Brazil-EU cooperation in Science and Technology. Results of the workshop will be
submitted to the Joint EU-Brazilian Steering Committee in charge of monitoring the implementation of the EU-
Brazil S&T Cooperation Agreement. The workshop targets European and Brazilian representatives of S&T
cooperation organizations, political stakeholders and representatives of the European Commission.

Due to the ambiguity of the date for the event, the BIC project is attempting to make direct contact with the
organisers of this event to ascertain the correct date. In any case, it is expected that the BIC IAG members will
likely be the primary BIC liaison at the conference.

Target audience: 50-100 technology, policy, decision makers and government experts interested in developing
Brazil - EU cooperation.
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Date Location Event

13-14 June 2012 Maseru, Lesotho EuroAfrica ICT -  Awareness/Training  Workshops.
http://euroafrica-ict.orq/2012/05/02/next-euroafrica-ict-
awareness-training-workshop-registrations-are-now-open/

These workshops aim at raising awareness on FP7/ICT, at enhancing the participation of Africa
organisations in EU-funded FP7/ICT collaborative research projects and to introduce local stakeholders to the
cooperation opportunities offered by the FP7 Programme. These events, organised over 1.5 days, will be
possibly co-located with other related events and synchronised with FP7/ICT Calls for proposals
announcements.

It is expected that the BIC IAG members will act as primary liaison at the conference

Target audience: ¢.100 attendees including research and policy experts combined with local stakeholders
interested in the opportunities of the FP7 programme.

Date Location Event
18-19 June 2012 Abbaye de Neumlinster, | Digital Enlightenment Forum - Governance in the Digital
Luxembourg Society. http://digital-ef.cri.lu/index.php/events/item/92-forum-

2012

The Digital Enlightenment Forum was founded in Luxembourg in 2011 and it aims to shed light on today’s
rapid technological changes and their impact on society and its governance. The Forum stimulates debate and
provides guidance.

The Digital Enlightenment Forum 2012 focuses on 'Governance in the Digital Society'. Four main lines will
be addressed in open discussions involving all participants:

e What can be an effective organisation of governance of ICT infrastructure, including clouds? What is
the role of private companies in relation to the political governance in the control and management of
infrastructure? How will citizens be empowered in the handling of their personal data and hence in the
management of their public and private lives?

e How do we see the relation between technology and jurisdiction? Can we envisage a techno-legal
ecosystem that ensures compliance with law (’coded law”), and how can sufficient political control be
ensured in a democratic society?

e What are the consequences for privacy, freedom and creativity of the massive data collection on
behaviour, location, etc. by private and public organisations and their use through mining and
inferencing for profiling and targeted advertising?

e What needs to be done to ensure open discussion and proper political decision-making to find an
appropriate balance between convenience of technology use and social acceptability?

Target audience: c. 30-50 high level research and policy experts. By invitation event.

Date Location Event

June 07-08" | Defence Institute of | 1st National Conference on Cyber Security (NCCS-2012)
2012 Advanced
Technology(DU)
Girinagar, Pune

This is the 1st National conference on Cyber Security 2012 in India. The event is organized by Department
of Computer Engineering, Defence Institute of Advanced Technology, Pune on 7th & 8th June 2012. NCCS-
2012 is intended to provide technical forum and discussion related to Cyber Security issues in Defence,
Academy and Industry. The conference is aimed to bring together Researchers, Academicians, Scientists,
Engineers, Practitioners and Students to participate and present their recent findings, developments and novel
ideas related to various aspects of Cyber Security.
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Target audience: Expected more than 100 attendees from Government, Defence and Commercial
Organizations dedicated to facing serious heterogeneous challenges like Identity Theft, Fraud, Phishing
Attacks, Denial of Service Attacks, Cyber Stalking & Terrorism, Cyberbullies, Viruses, Worms, Trojan Horses
and Malwares. Renowned speakers from different fields of specialization will focus on the areas of prime
importance in Cyber Security.

Date Location Event
21-22  June | Diamant Conference | BIC Workshop on Coordinating International Cooperation and
2012 Centre, Brussels WG1/WG2 workshop. http://www.bic-trust.eu/events/bic-

workshop-on-the-cross-domain-coordination-of-international -
cooperation-day-1-and-technical-themes-in-trustworthy-ict-and-

inco-day-2/

This two day workshop for the BIC Working groups was designed to enable those attending the by-
invitation Security workshop at the Digital Agenda Assembly event on 21% June 2012 to attend the BIC
Workshop also on Day 2. The Working Groups of BIC form one of the central pillars of the operational
structure of the BIC project. The main goal of the BIC Working Groups is to bring their domain expertise and
provide thought leadership to identify and validate future joint EU-International Trustworthy ICT research
priorities. Each Working Group will be self organised and composed of external experts, in addition to ‘ex
officio’ members from BIC, ensuring a balance of thematic expertise as well as country and organisational
background (industry, research, academia and civil society). This workshop will be the first time the BIC WG
members will be meeting in a face-to-face setting. Additional information on the BIC WGs can be found here
at http://www.bic-trust.eu/files/2011/07/BIC_WGs_ToR_final.pdf.

Day 1 (21° June 2012). Workshop on Cross domain coordination of International Cooperation (INCO)
The day 1 workshop aims to achieve the following concrete outcomes:
e From the experiences and insights of the participants, determine the ways to move forward on
international cooperation, and future calls for collaborative research;
e Forming the current bi-lateral (and potentially overlapping) country to country cooperation into a
comprehensive and coordinated global cooperation;
e Compiling a who’s who directory of agency and research contacts across the countries;
e Identification of “success metrics” for international cooperation and collaboration:
o rationale — motives and goals — engagement in international cooperation
o success criteria with regard to results
o analysis and assessment of INCO impact.

Day 2 (22" June 2012). BIC technical workshop on International Cooperation in Trustworthy ICT
While the focus on Day 1 of the workshop will be on the requirements, mechanisms and processes involved in
building a long term strategy towards international cooperation in the RTD programme in broader areas than
just Trustworthy ICT, the focus on Day 2 will be on the two technical working groups of BIC, specifically
dealing with Trustworthy ICT, namely,
1. WG1. Human oriented /citizen trust, privacy and security, which will focus on topics related to a
multi-disciplinary approach for international cooperation amongst all stakeholders;
2. WG2. Network Information security / Cybersecurity, which will focus on topics related to the need
for international cooperation for enabling the protection of networks and systems.

The Workshop on Day 2 aims to facilitate the WGs to provide the following outcomes:

¢ Refine thematic focus within the domains covered by the WGs by leveraging domain knowledge,
familiarity with context and environment and research experience. Shortlist a set of actionable themes
to be taken up in the EU-International joint research context.

e Identify and validate long term common shared research perspectives for international cooperation of
mutual interests, aligned with the ICT trust and security research domains within the EU research
vision and priorities (FP7 and H2020);

e Represent stakeholder views to be expressed toward the decision makers (the European Commission
and the respective Governments for which they carry out research) in the formulation of enabling and
relevant policies;
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e Provide expert advice to BIC in thematic areas of competence and direct the project consortium to
material, publications, activities, projects that might be of interest to BIC, its objectives and actions;

e Assist the BIC project to leverage its actions into achievements within the larger community of
stakeholders and institutions. This would include being an advocate for the project and taking part in
the organisation of local workshops to broaden the community of participants within their respective
countries.

Target audience: over both days, it is expected to have 50-100 research, policy and decision makers interested
in and/or already involved in international cooperation.

Date Location Event
16 - 19 July, | Johannesburg, South | CYBER DEFENCE & NETWORK SECURITY.,.
2012, Africa. http://www.cyberdefenceafrica.com/Event.aspx?id=738022&utm_ca

mpaign=Cyber%20Agenda&utm_medium=email&utm_source=Exact
%20Target&utm_content=text&utm_term=link&MAC=1-
4605052243

An International Conference on military and civilian cyber defence tactics towards safeguarding ICT
systems, understanding the evolving global security threats, recent network exploits, and how to defend against
them and understanding how to keep costs under control while managing risk

It is expected that the BIC IAG members will act as primary liaison at the conference

Target audience: greater than 100 military and civil security technology, policy and government experts in the
cyber security and network security research areas.

Date Location Event
August 15 — | Sandton, ISSA 2012 — Information Security South Africa conference
17,2012 Johannesburg,  South

Africa

ISSA 2012 is the annual conference for the information security community in South Africa that continues
on the successful recipe established in 2001.Sicne 2010, ISSA is co-sponsored by the IEEE Systems, Man and
Cybernetics Society (SMCS) Chapter, a chapter of the IEEE South Africa Section. The upcoming conference is
held under the auspices of the University of Johannesburg Academy for Computer Science and Software
Engineering, the University of South Africa School of Computing and the University of Pretoria School of
Information Technology.

The ISSA conference series promotes that it is not intended to generate a profit for an organisation, and it
does not encourage marketing of products and services through presentations. Instead, the proceeds from
registration fees are reinvested to ensure that the conference grows each year. In exchange for their investment
in the conference, sponsors are afforded an opportunity to present company-specific information that has a
bearing on the conference themes, and presentations submitted by potential speakers are sent through a
vigorous review process, managed by a team of respected international experts in information security.

The BIC project held their first successful EU — South Africa cooperation workshop at the 2011 series of
this event and are in discussions with the organisers (some of which are members of WGs and the 1AG) about
whether a follow up would be worthwhile.

Target audience: greater than 100 technology, policy and government experts in the security and internet of
things research areas.
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Date Location Event
August 17 — | Amrita University in | Conference on Security of Internet of Things (SecurlT 2012), which
19, 2012 Kerala, India is in-cooperation with ACM/SIGSAC. http://www.securit.ws/

An International Conference on Security of Internet of Things (SecurlT 2012) will be held during August
17 - 19, 2012 at Amrita University in Kerala, India, which is in-cooperation with ACM/SIGSAC.

SecurlT 2012 will address security in the areas of computing, communication, and control systems.
Internet of Things now touches every aspect of our lives and with emerging newer security threats, SecurlT
2012 is the platform to bring together researchers, practitioners & “ethical hackers” from around the world for
disseminating the latest advances in security in cloud computing, mobile networks, cyber-physical control
systems, healthcare systems, etc. Through their contacts in the India government, the BIC project have been
invited to give an invited paper and presentation or to consider jointly organising a cooperation workshop with
the DIT and other researchers.

Target audience: greater than 100 technology, policy and government experts in the security and internet of
things research areas.

Date Location Event

24-25" Gurgaon, New The Open Web Application Security Project (OWASP)_InfoSec

August 2012 | Delhi, India Conference 2012
https://www.owasp.org/index.php/OWASP_InfoSec_Conference 2012

This is the annual international information security conference, OWASP InfoSec India Conference 2012 -
"India's Cyber Security Kumbh", run by OWASP India to be held from August 24-25, 2012 in Delhi NCR,
India. This is also the meeting place of the OWASP India Advisory Board, which is a regional panel of
Leaders from across India that have come together to help OWASP India in contributing to the world's biggest
software outsourcing industry and help it fight "the insecure code'. The Leaders include some of the eminent
personalities that are currently helping shape the future of Indian IT Industry in regards to Information Security
and protecting the Critical Infrastructure.Information on past events can be found at
https://www.owasp.org/index.php/OWASP_India#OWASP_India_Past_Events

Target audience: Expected more than 300 attendees as OWASP events in India have become a distinguished
platform to bring industry leaders, InfoSec professionals, developers, regulators and high-profile officials from
defence and security establishments together from around the world.

Date Location Event
September Bangalore, India SecurityByte conference and workshops.
6-9" 2012 http://securitybyte.org/

The SecurityByte conference is billed as India’s largest conference dedicated to Information Security. In
addition, it is billed as one of Asia's larger IT security conferences with attendees from Middle-East to Far-East
and Australia to Canada. SecurityByte is quite unique in that it is targeting many roles within organizations
from developers, administrators, to hard core security professionals. From CXOs, managers all the way to
university students. The idea is not only to share between each level but to understand some of the challenges
each role has with the other.

Some of the hot topics being covered as core importance for India are "Mobile Security”, "Web Hacking",
" Wireless Security" and "Social Networking" . Of course our speakers will be covering security threats on
HTMLS5, WiFi worms, social networks, mobile threats, botnets, and more. SecurityByte consists of a two day
conference and two days of workshops, tutorials and a technology summit.

Target audience: greater than 100 technology, policy and government experts in the information security
areas.
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Date Location Event

10-11 October 2012 Limassol, Cyprus Annual Privacy Forum 2012. http://privacyforum.eu/

The Unit “Trust and Security” of the European Commission’s Directorate General Information Society and
Media (DG INFSO) and the European Network and Information Security Agency (ENISA) are organizing the
Annual Privacy Forum 2012 (APF’2012), a two day event with the objective to provide a forum to academia,
industry and policy makers in the field. The 2012 first edition will take place at Limassol on the 10th and 11th
of October 2012 and will be hosted by the Department of Computer Science of the University of Cyprus.

Target audience: greater than 100 research, policy and government experts in research related to privacy.

Date Location Event

28-29" Lisbon, Portugal Euro-Africa Cooperation Forums on ICT Research. http://euroafrica-
November ict.org/events/

2012

The Euro-Africa Cooperation Forums on ICT Research is providing all stakeholders with a key opportunity
to celebrate and further strengthen the development of cooperation on ICT research between the two regions, 2
“Euro-African Cooperation Forums on ICT Research” are organised under the aegis of the European
Commission (DG INFSO, International Relations Unit) and the African Union Commission (AUC), under the
Information Communication Technology (ICT) theme of the Seventh Framework Programme (FP7).

The organisers have asked the BIC project to organise a special session on building international
cooperation in trustworthy ICT for this event (as a follow up to the previous forum held in CapeTown).

Target audience: greater than 100 research, policy and government experts from Europe and Africa.

Date Location Event
Q4 2012 | TBC 2" BIC Annual Forum
(TBC)

The BIC annual forum is a gathering place for discussion and agreement on technological challenges/gaps
of common interest amongst the BIC countries. The participants can work towards a consensus on what
requires international cooperation how to best deliver on jointly solving these technological challenges. The
forum goal is also to enable the WGs and International Advisory Group (IAG) to jointly define a longer term
strategy for the development of tangible international activities, including success metrics and setting up global
projects. BIC are in discussions with the EU-Africa forum organisers (above) with a view to co-locate the BIC
annual forum.

Target audience: ¢.50 research, policy and government experts from BIC countries.

Date Location Event
Q1 2013 | TBC SecurelT 2013 — 4™ Annual conference on ICT for Data safety and
(TBC) Citizen Security http://secureit.eletsonline.com/

SecurelT is billed as India’s premier conference focussing on security-related aspects of ICT and it
provides a unique business platform for networking and showcasing your products and services. The annual
conference co-sponsored by the Department of science and Technology, Government of India and National
Spatial Data Infrastructure (NSDI)®. The BIC project has built up a strong relationship with the organisers of
this series.

SecurelT is generally held in the first quarter of the year. As we are familiar with the organisers, the project
will be kept aware of the 2013 dates. For information on previous events, see the web site above.

Target audience: ¢.300 research, policy and government experts from around the world, especially India.

A number of the aforementioned events in 2012 are a recurring series (e.g. IST Africa, ...) and these will, of
course, also be considered by BIC in 2013.

® http://www.nsdiindia.org/about.html
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6 CONCLUSIONS

The activities outlined in this document demonstrates the strong degree of dissemination and
external interactions that the BIC project has undergone and intends to continue to accomplish within
the international research communities engaged in Trustworthy ICT throughout its lifecycle.

In the first period, the project has spent a great deal of effort in establishing its web portal with
rich content based on the project’s activities, whilst being easy to use by public and private members.
The existence of the web portal has been announced via a range of e-mail lists, press releases, Cordis,
Unit F5 newsletters and web site and consortium contacts, as well as linkages to consortium
members’ web sites.

The dissemination activities outlined in this document are subject to continual refinement and
another supplement to this BIC deliverable will be submitted at the end of the project lifecycle.
However, in between the deliverables, the project members will be continuing to revise, evaluate and
re-prioritise any events of importance to the project’s objectives that come to our attention. These will
then be updated and reported in the project’s periodic progress reports.

The BIC project will continue on the implementation of its core dissemination strategy as outlined
in section 2 with a strong emphasis on the pursuance of strengthening the BIC brand and looking at
various mechanisms for a longer term self sustainable approach. With this in mind, the project will
examine and engage with other like-minded initiatives and models that are already formed or being
formed. One example would be the India’s Open Government Platform (OGPL): an example of India
— United States cooperation, which is a good example of an International cooperation initiative
between India and the United States coming to fruition. OGPL, jointly developed by India and the
United States, is a software platform that aims to provide enhanced public access to government data
and documents, and spur citizen engagement and interface with the Government. From our contacts in
the India government and research communities, it is expected that there could be some events
associated with this cooperation being organised in 2012 to which BIC could participate.

In addition to continuing the strategy of involvement in key conferences, workshops, other external
initiatives and outreach activities for the promotion of the BIC work, the project members will
continue to evaluate and pursue other potential avenues of dissemination as they become available e.g.
more advanced professional social networking channels.

In the requested terms of reference and objectives of the BIC Working Groups [20], the members
are requested to be local advocates for the BIC project to leverage its actions, achievements within the
larger community of stakeholders and institutions. This would include being an advocate for the
project and taking part in the organisation of local workshops to broaden the community of
participants within their respective countries. These events will also feed into the dissemination
strategy of the BIC project.
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Over the past four years, a sustained high-level international consultation activity, conducted over the FP7 INCO-TRUST project

covering USA, Canada, Japan, Australia and South Korea, has resulted in highly successful collaboration alignment with their various

national program agencies and their researchers engaged within ICT Trust, Security and Privacy areas. Starting on 1st January 2011,

funded within the project portfolio of the European Commission DG INFSO, Unit F5 ICT Trust and Security Research [1], the

Coordination Action BIC project [2], which stands for Building International Cooperation for Trustworthy ICT: Security, Privacy and Trust

in Global Networks & Services, will now expand the co-operation models of EU researchers and programme management with their

peers in new ICT high-growth countries, specifically Brazil, India and South Africa, who represent emergent world-impacting information

economies through the scale and sophistication of their growing ICT sectors. BIC will also continue to capture the experiences and

engagement of the INCO-TRUST target countries into BIC via an International Advisory Group of the leading policy makers from the US

and other countries.

The BIC project has four core objectives:

1. Charting the landscape of Brazil, India and South Africa and their initial potential match to EU Trust, Security and Privacy themes.

2. Prioritisation of the EU influenced vision and research directions including alignment of work programmes.

3. Global alignment, consensus and outreach of the European visions and challenges across all targeted countries.

4. Definition of Tangible International Activities including cross border partnerships with EU partners.

Where are we now?

The BIC project will further enhance the successful
models from INCO-TRUST to engender co-operation of EU
researchers and program management with their peers in
India, Brazil and South Africa. The project will facilitate a
technical and program level catalyst for engagement,
collaboration and networking activities internationally. This will
include fact finding visitations, bi-lateral workshops, and other
mutually beneficial activities. From initial contacts even before
the project initiated, the involved countries clearly recognize the
EU’s value for interactions leading to trustworthy ICT research
and technological development (RTD) and are actively

committed to engagement.

In addition, the project will provide continuity and bring
together a truly global collaboration with the participation of the
already established connections from the countries involved in
the INCO-TRUST project. This will be accomplished by the
establishment of an International Advisory Group (IAG) and an
Annual Forum on Trustworthy ICT based in Europe. The IAG
will provide a dedicated forum to address trust & security
issues of global relevance.

BIC Partnerts
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A Call for participation to the BIC project

If you are a member of the program management (funding agency) involved in funding RTD or a researcher engaged in projects related to

Trustworthy ICT in India, Brazil or South Africa, please make direct contact below.

Contact Information

James Clarke, (BIC Coordinator), Waterford Institute of Technology, Ireland <jclarke@tssg.org>
[1] DG INFSO Unit F5 web site: http://cordis.europa.eu/fp7/ict/security/
[2] BIC Web site: http://www.bic-trust.eu/ [3] INCO-TRUST web site: http://www.inco-trust.eu/
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Project background

Over the past four years, a sustained high-level international consultation activity, conducted over the
FP7 INCO-TRUST project covering USA, Canada, Japan, Australia and South Korea, has resulted in highly
successful collaboration with their various national program agencies and their researchers engaged within
ICT Trust, Security and Privacy areas. Starting on 1st January 2011, funded within the project portfolio of the
European Commission DG INFSO, Unit F5 ICT Trust and Security Research [1], the Coordination Action BIC
project [2], which stands for Building International Cooperation for Trustworthy ICT: Security, Privacy and
Trust in Global Networks & Services, is now engaged in expanding the co-operation models of EU
researchers and programme management with their peers in new ICT high-growth countries, specifically
Brazil, India and South Africa, who represent emergent world-impacting information economies through the
scale and sophistication of their growing ICT sectors. BIC will also continue to capture the experiences and
engagement of the INCO-TRUST target countries into BIC via an International Advisory Group of the leading
decision makers from the relevant countries.

The BIC project has a number of core objectives:

Identify global trust and security challenges of mutual interest and benefit;
2. Facilitate collaboration channels to enable:

- funding calls/EU mechanisms information;

- people/partner and funding organization linkages;

- guidance on building sustainable longer-term global collaborations.

3. Prioritisation of the visions and research directions amongst the countries, with moving towards
alignment of work programmes as an ultimate goal.

The BIC Work strategy

The building of international cooperation is a collaborative effort that only works if it reflects the views and
priorities of the target countries as well as buy-in from technical experts of the EU along with the target
countries. Hence, this component of community building is a key work strategy as shown in figure 1 that BIC
aims to develop based on a two-phased approach: operational and strategic.

The first phase is the operational approach where the networking activities including workshops and
visitations are conducted. The project will facilitate the community to set up Working Groups (WGs), whose
main goal is to develop a deeper understanding of important themes and topics that need to be tackled on a
global basis in order to strengthen the EU’s international collaborations in the Trust, Security & Privacy areas.
The three working groups that were agreed during the First BIC Annual forum’ held in November 2011 are
the following:

1. WG1. Human oriented /citizen trust, privacy and security, which will focus on topics related to a multi-
disciplinary approach for international cooperation amongst all stakeholders;

2. WG2. Network Information security / Cybersecurity, which will focus on topics related to the need for
international cooperation for enabling the protection of networks and systems;

3. WG3. Programme /funding focus/ identify community, which will focus on the requirements,
processes, mechanisms and barriers to enable collaboration opportunities.

The second phase is the strategic approach where contacts are made with the programme management
/ funding organizations and also the policy planners in order for BIC to have a long term influence and impact
on shaping EU — International trust and security planning. The project will facilitate an International Advisory
Group (IAG), consisting of government and research members from the BIC countries and beyond, whose
role would consist of:

" http://www.bic-trust.eu/events/1st-bic-annual-forum/
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e To help facilitate collaborations between the European Commission and other national Cyber security
and related trust and security constituencies;

BUILDING International Cooperation for Trustworthy ICT * * *
* *

e To review the situation on International collaboration strategy in ICT trust and security on a regular
basis with advising, review and recommendations feedback to BIC and the European Commission;

e To assist BIC to build relationships and linkages and facilitate contacts for Working groups, theme
based workshops or other networking events.

BIC countries & programmes

European Commission

- - External

International Advisory Group relgetio:s
iy E R (FAGy === === K eg. ENISA,
' ; ! W3, ...
! Project communication routinely via ' ’
, core BIC secretariat function !
1 1
: WG1. Human-oriented WG2. Network info- :
1 trust and security & cyber-security
1 1
1 \ <
RIS NN I e, Progrene and GEg es

Figure 1. Overall structure of BIC project and external bodies

A call for participation to the BIC project

If you are a member of the program management (funding agency) involved in funding RTD or researcher
engaged in projects related to Trustworthy ICT and are interested to become involved in BIC, please make
direct contact below.

Contact Information
James Clarke, (BIC Coordinator), Waterford Institute of Technology, Ireland <jclarke@tssg.org>
[1] DG INFSO Unit F5 web site: http://cordis.europa.eu/fp7/ict/security/
[2] BIC Web site: http://www.bic-trust.eu/
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Terms of Reference of the BIC Working Groups
WG1. Human oriented /citizen trust, privacy and security

This WG will focus on a multi-disciplinary approach towards international cooperation amongst all
stakeholders. It will advocate that trust, privacy and security management should be more accessible to all
kind of users and especially non-security experts evolving towards a more human oriented vision. To address
today’s realities in trust, privacy and security, we need to: 1) move from the traditional technology-only
oriented design of solutions towards user-centric security management and 2) bring together experts from
psychology, social science, economics, legal, technologists and trust and security experts to address trust,
privacy and security from a user point of view and put her/him at the heart of solutions. From an international
point of view, we need:

e Collaboration between trust, privacy and security experts and experts from other disciplines
(psychology, social science, etc.) and from different countries, in addition to collaboration with
international government institutions;

e Organisation of multidisciplinary and international workshops targeting wide public;

e Set up of multidisciplinary and international working groups and eventually project consortia in
targeted countries;

e Collaboration with international standardization organisations and other initiatives.

Technological research can also greatly benefit from international cooperation when it comes to taking

into consideration the human factors in designing technologies. The following questions should be examined:

e How people perceive technological solutions and how that affects the adoptability of the
corresponding technologies?

¢ How to best explain to people the potentials and features of the existing solutions?

¢ How to best design user-interfaces to encourage usability and adoptability?

The answers to these questions will vary for different cultures and by opening up research beyond the

European borders. It would give us a great insight in these aspects and eventually help us design better
technology.

As a starting point, it was agreed that WG1 would focus on the following topics:

Secure software-services development, including end to end trust assurance for users;
Usability / user interface designs for trust, privacy and security;

Addressing prediction, validation and enforcement mechanisms needs and requirements;
Privacy concerns in an international setting: putting users in control of their data and information;
Taking into account cultural aspects;

The establishment of “Path-finder”® human oriented approach projects.

& Involves the development and building of local expertise and a community of users through such “Path-finder projects”. The
success of these is then used to promote further development of international collaborations to the broader community in
potentially larger/more complex collaborative projects in trust, security and privacy scoped projects.
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WG2. Network Information security / Cybersecurity

As pronounced at many high level international meetings dealing specifically with cybersecurity topics,
it is well acknowledged that international cooperation in cybersecurity is nascent and a more global
approach is urgently needed because there is ultimately just one, single, global information environment,
consisting of the interdependent networks of information technology infrastructures, including the Internet,
telecommunications networks, computer systems, and embedded processors and controllers. It is
essential that we have the ability to conduct comprehensive intelligence collection and evaluation on any
developing situation that threatens our cyberspace activity, followed by near-simultaneous processing,
exploiting and disseminating of the information. This depends on multi-stakeholders engaged in
collaboration, including data exchange and sharing (and also knowledge sharing) between countries. This
WG will focus on the key elements within these important areas and inter-related technical areas.

As a starting point, it was agreed that the WG2 would focus on the following topics:

International data exchange architecture for cybersecurity;

Open source trustworthy host platform for collaborative research and education;
International cooperation in Cryptology;

Mobile security of software services;

The planning and improvement of joint exercises related to cybersecurity across borders.

WG3. Programme /funding focus/ identify community

This WG will identify and explore the requirements, processes, mechanisms, enablers and barriers
towards collaboration opportunities that would allow EU-International project consortia to proactively form
including include various kinds of actors in the international setting: industry (large and small), academia,
research institutes, user communities, governmental organizations, regulatory authorities, and others. The
WG will identify a framework for enabling such collaborations more easily and provide the evidence to
demonstrate and encourage the relevant communities of the possibilities for putting together joint cooperation
together. The WG will also look at other mechanisms such as joint working and longer terms action groups,
organization of public events with experts from countries and collaboration in standardization activities and
other relevant initiatives.

As a starting point, it was agreed that WG3 would focus on the following:

Identifying stakeholders (contacts in programme management and research communities);
Identifying the requirements and barriers to international cooperation and potential long term
solutions;

Identification and involvement of ambassadors consisting of RTD experts engaged in both
planning and research elements of worldwide excellence in trust, privacy and security;

Raising programme visibility amongst the countries;

Identifying a long term framework for international cooperation in ICT trust, privacy and security.
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Objectives of the BIC Working Groups
The WG experts will be solicited to contribute to EU and International Policy Analysis by identifying and
analysing strategic objectives, technological developments evolution, societal imperatives and marketplace
trends and integrating them into recommendations for EU-International collaborative research and
technological development.

With this in mind, the objectives of the BIC Working groups are:

¢ Refine thematic focus within the domain covered by the Working Group by leveraging domain
knowledge, familiarity with context and environment and research experience. Shortlist a set of
actionable themes to be taken up in the EU-International joint research context.

e Propose a joint research agenda in a select number of promising high impact themes and ways to
carry it forward (institutional linkage, funding, formation of action groups, proposal / project
consortia, ...);

o Identify and validate long term common research perspectives, aligned with the ICT trust and
security research domains within the EU research vision and priorities (FP7 and H2020);

¢ Recommend ways to align policies impacting ICT research; propose joint research programmes,
projects, instruments, funding and institutional mechanisms and links;

e Represent stakeholder view vis-a-vis the decision makers (the European Commission and the
respective Governments for which they carry out research) in the formulation of enabling and
relevant policies;

e Provide expert advice to BIC in thematic areas of competence and direct the project consortium to
material, publications, activities, projects that might be of interest to BIC, its objectives and actions;

e Contribute to the WG reports and policy recommendations;

e Attend, contribute to & offer expert advice and input at the annual forum and other relevant events;

e Provide testimonials for the multimedia web portal of the BIC project and contribute towards articles
& newsletters related to the project and its objectives and actions;

e Assist the BIC project to leverage its actions, achievements within the larger community of
stakeholders and institutions.

Membership participation / costs involved

Membership of the WG is on a personal basis. As a general rule, most of the involved funding bodies
from each individual country already have programs and/or projects in place looking at international
cooperation, and in the past, they have covered the travel costs of their constituents related to this type of
networking with their counterparts in the EU. In addition, the meetings will be co-located with other relevant
events/workshops in which the WG members could attend to gain added benefit. The BIC project has
allocated budget to cover administrative costs related to the venue, facility management and other
organisational aspects and, in general, would not be in a position to cover the full travel costs for the
participants. However, BIC will assist the members in locating potential funding mechanisms within their
home countries and will work closely with the members until some suitable solution is reached.

For more information, please contact Jim Clarke <jclarke @tssqg.org> or
Neeraj Suri <suri@cs.tu-darmstadt.de>
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BIC International Advisory Group (IAG) Terms of Reference
Background: During 2008 — 2010, there was an EU FP7 Coordination Action project entitled INCO-Trust’
funded by the EU Commission’s Unit F5, ICT Trust and Security research, which was engaged in bringing
together EU researchers in the ICT Trust and Security communities with those in US, Australia, Japan,
Korea and Canada. INCO-Trust concluded on 31st December 2011. Starting in January 2011, another
coordination action project called BIC™ (Building International Cooperation for Trustworthy ICT) was started
again funded by the European Commission's Unit F5 ICT Trust and Security research — see
http://cordis.europa.eu/fp7/ict/security/. The main goal of the BIC project is to build a long term strategy for
International cooperation in ICT Trust and Security and to increase the coverage of countries (to include
India, Brazil and South Africa) whilst maintaining and building the already established connections in the
INCO-Trust countries. In order to maintain and strengthen the EU’s international collaborations already
established in INCO-Trust and bring them together with those being established in BIC, we are setting up
an International Advisory Group (IAG) within BIC.
Structure and Implementation: In order to be effective, the IAG will be kept quite small with
representation from each country based on:
e 1 (or more if deemed necessary by the country) member from the program management (funding
body(ies)) associated with the funding mechanisms of Research and Technological Developments (RTD)
related to ICT Trust and security, or whichever related title (or closest funding agency).
¢ 1 (see note a.) member of the RTD community, who has already engaged in international collaboration in
ICT Trust and Security, and/or who can exhibit a genuine need and vision to participate in International
collaboration activities. (note a. this number could be adjusted if the program management member
suggests there should be additional RTD members required.)
¢ In addition, there will be “ex officio” members of the IAG e.g. BIC project members will take part in order
to provide logistical and practical support including a secretariat function, together with a formal
communication channel with the European Commission.
Membership: Membership of the IAG is on a personal basis. As a general rule, most of the involved
funding bodies from each individual country already have programs in place looking at international
cooperation, and in the past, they have covered their travel costs related to this type of networking with
their counterparts in the EU. In addition, the meetings will be co-located with other relevant
events/workshops in which the IAG members could attend to gain added benefit. The BIC project has
allocated budget to cover administrative costs related to the venue, facility management and other
organisational aspects and, in general, would not be in a position to cover the travel costs for the
participants.
Effort and Time required: In addition to some audio conference style meetings when needed, it is
envisaged there will be one annual forum consisting of a face to face meeting to coincide with other highly
relevant events and workshops of interest.
Mission of IAG
e To facilitate collaborations between your national ICT Trust and Security constituencies and related ICT
trust and security related constituencies from other countries; The IAG will be the forum bringing together
the countries representatives from the earlier INCO-Trust participants and the BIC countries;
e To review the situation on International collaboration strategy in ICT trust and security on a regular
basis providing advice on the priorities for international cooperation between the respective research
communities, providing directions to the project and recommendations for improvement;
e Assist in the building of the Working Groups to enable BIC to structure relationships and linkage and
facilitate contacts for theme based workshops or other networking events.

® http://Iwww.inco-trust.eu/
Y http://www.bic-trust.eu/
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