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Summarny

- Cyber insecurity crisis is deepening
. Pol-mil interaction with cyber
- Offense as defense is highly unstable
- Cyber arms control = raising assurance of COTs host
. Wide adoption necessary for stabilizing impact
- Reference secure host research platforms enable:
r Accelerated IA research and education
. Increased trustworthiness of open source supply chain
r Improved minimum IA best practices for commercial sector
- Elimination of lower end attack vectors
- Propose funding by research agencies for shared host platforms that
include:
. Verifiable system program language
. High assurance operating systems & HW ISAs
. Persistent transactional memory
. Intelligent development environments
- Incentivize industry
. Technology inject to open source world
. Flood markets with high assurance host stack
. Lower investment risk to best current engineering
. Raise level of commercial host security
- Stabilize international security architectures & reign in cyber crime
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Accelerating:instability
In International:Security 'Systems

- Erosion of the post war international security architectures
c  New channels of conflict beyond 3 dimensional space
. Digital dimension enables targeting of functional dependencies in military
systems and socio-economic systems
r Cyber empowerment of aspiring world powers and many new actors
x- Scale due to low barriers to entry, wide availability of hacking skills, readily usable

techniques _ o
x- Proximity to reach targets globally with short detection times _
X Precision in effects and extensibility to target socio-cyber-economic systems

© Vast attack surfaces are impractical to defend comprehensively
. Poor awareness of cyber-social conflict and intellectual capacity for defense

- Consequences of erosion
. Conflict among major actors is less effectively contained
r Lower predictability in security environment underpinning globalization
. Increasing reliance on cross: --domain/sector deterrence in an-unstable
environment of offense: --dominance-and pre --emption
X Risk offescalation anch miscalculationiare inereasing
- Growing strategic technical competition among states
. Advance national champions in strategic sectors (e.g., telecom)
. Influence on supply chain and standards
r Change the international distribution of economic, technical and military power
through large-scale industrial espionage
. Challenge OECD economies and the liberal international trading system
through neo-mercantilism augmented by cyber
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Cyber Strategy

Challenge

National and economic security demands robust policy to address:
- Proliferating technical and societal vulnerability
- Erosion of international security architectures
- Failing cyber deterrence below LOAC thresholds
- Incentivization of critical actors to overcome public goods dilemmas

Approach

1. Pursue cyber arms control via global system hardening:

- Raise assurance broadly to constrain offense

- Reduce number of destabilizing actors with higher barriers to entry
2. Create measurement frameworks for work factors to support:

- Leverage,

. Prioritization

- Certification & accreditation at system and enterprise levels
3. Raise costs to attackers via defensive coordination

. Prevent replay attacks to reduce ROI on attackware
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4. Establish international cyber norms to:

- Enable reputational constraints on state behavior

. Proscribe and deter critical infrastructure attack

- Establish deterrence frameworks for malicious behavior below LOAC thresholds

5. Implement industrial policies to:
. Enable effective ICT markets for information assurance
- Reallocate cyber risk to actors capable of meaningful technical responses
c Incentivize critical actors to overcome public goods dilemmas
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Multi -spectrum Adversaries (MSA) Orchestrate-a
Range: of Intelligence Capabilities Against/a: Target

1. Remote AccessiT CNE,=ci6hacki ngo
. Penetration via network (moving from OS to apps)
. Accessing backups . _ _
2. Insiders i traditional agents, social engineering
. Disgruntled or compromised employees
. Unwitting violation of security practices
- Digital media insertion
3. Supply Chain i technology Influence
. Design of HW, SW, environments
Manufacturing
Delivery and installation
Operation and managed services
Upgrade and maintenance
4. Close Access 1 differential power analysis, crypto attacks
r Side channels
. Cloud co-tenancy
r  Wireless
5. Partner Organizations
r Trusted connections
. Domain partners
6. Infrastructure Influence
. Telecom
r Enterprise IT services
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Effective Cyber Defense
Faster Exponential for Net Defensive Work Factor

Risk = Threat x Vulnerability x Consequences

Transformational Defense

Winning the Battle: Gaining mathematical leverage
over the threat

Proliferating Vulnerability
Losing the Battle: Multiplying Attack Surfaces

hreat Business Models

Winning the Battle: Innovating faster
than the Defender
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Non-convergent Risk = (Defense i Threat) x Consequences
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Cyber Arms:=Control:
Make Offensive-Techniques:-Obsolete

Problem: Self-restraint is asymmetric
Capabilities are opaque
Inspection and verification is unlikely
Law following states are penalized
Cyber offense is eroding traditional strategic stability

Solution: Raising the assurance level, ergo better
o[~ 7=

Arrns conirol = foregoing offensive capabilities

f defense

Net Deterrence Impact:
Reduction in deterrence based on offensive response
Must be more than offset by defensive gains
'Cll'rac_leI deterrence by threatened response for deterrence by
enia

Approach:
Enhance resilience of military and civilian systems
x Resilience = hardening & survivability

Deploy hardened ICT
Raise supply chain integrity
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