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Agenda

= BIC IAG Annual forum format

* The BIC strategic approach

= Achievements — Progress and Pipeline

= Priority topics for INCO in Trustworthy ICT
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Progress & Pipeline
Progress

« EWG India Launch Meet on 215t May’ 13 : Prof. M. P. Gupta, lIT Delhi has accepted the
challenge.

« BIC International workshop on Trustworthiness, Accountability and Forensics in the
Cloud (TAFC 2013) on 6-7th June 2013 in Malaga, Spain:

— Co-organised with University of Malaga, DIMACS Center for Discrete Mathematics
& Theoretical Computer Science (US National Science Foundation funded), FP7
A4Cloud project, and the regional UK and Ireland branches of the Cloud Security
Alliance (CSA).

— Main purpose was to scope projects for international collaboration in Trust and
Security topics

— Sessions related to Accountability, Forensics, Evidence and Accountability, Trust
and Cloud Security, Policy, Ethics and International collaboration

— Report available at http://www.bic-trust.eu/files/2013/08/TAFC2013-Workshop-
Report.pdf

«  EWG India Meet, Delhi — 05th Sep’ 2013: hosted by IIT Delhi, Exposure to Researchers

« EWG India Meet, Delhi - 11t October 2013: hosted by Gov'’t of India: Consolidation of
Ideas & APs, Way forward,
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Progress & Pipeline

Progress
« BIC IAG Presence in CyFy 2013, major Cyber Security event in India, 14-15% October
New Delhi,

« EWG Brazil launch workshop on 22" October ‘13: Prof. Ricardo Dahab of the
University of Campinas (UNICAMP) has accepted the challenge to lead the EWG
Brazil.

Pipeline

= As one of first steps, the EWGs are planning to hold a symposium on identified
challenges - Planned for early 2014 with support from their governments.

= |tis expected that the EU will also be hosting events in the BIC countries on INCO and
the EWGs can plan sessions and contribute with a strong voice to these events. E.qg.
India in first half of ‘14 is already planning such an event and our EWG members are
making contact with the Gov't of India.

= BIC Final recommendations report taking on board the results of the Survey on
Prioritized Trust and Security topics for international cooperation — see http://www.bic-
trust.eu/priorities-survey/

= |tis great that BIC will live on in the EWGSs in each country!
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EWG building — the snowball effect!
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EWG Status — the snowball effect!

Launch in May ‘13,
follow up 11th Oct. ‘13

—
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EWG Status — the snowball effect!

Launch meeting held 22 Oct.
|AG ‘2013 in Sao Paulo
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EWG Status — the snowball effect!

IAG

ISSA ‘13 and Launc
meeting being

held 2-3 Dec.’13 i

Addis Ababa,
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Other achievements

= Following India EWG launch meeting and report in May, there was
significant interest from EU Commission (EC)!

= |nvitation by EC Trust and Security Unit to present BIC at a
Working Group meeting on EU-India Cyber security and
Cybercrime consultations;

= |nvitation to provide contribution to Sept. meeting of the EU —
India ICT working group, where our India EWG launch meeting
report was distributed widely;

= |nvitation as speaker and rapporteur at the ORF-FICCI Cy-Fy
conference 14-15" Oct. 2013;

= Major press release on the European Commission Digital Agenda
web site on the establishment of the BIC EWGSs, featuring India in
a lead role.

http://ec.europa.eu/digital-agenda/en/news/bic-intl-cooperation-project-
launch-2nd-high-profile-advocacy-group-brazil
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BIC Intl. Cooperation Project to
launch 2nd High Profile
Advocacy Group in Brazil.

Research results: 03/10/2013

The project Building International Cooperation for Trustworthy ICT
{BIC) develops research and program level relations across EU and the
target countries (Brazil, India and South Africa) and also identifies
priority technology fpolicy areas of common interest. These objectives
have been successfully accomplished with establishment of BIC's
dedicated thematic working groups at the national and EU levels,
cooperation priority formulations and BIC's International Advisory
Group.

BIC furthermore advocates a dedicated strategy of fostering long-term
international cooperation in Trustworthy ICT. Driven by the very strong
interest from the international community, BIC proposed the strategy of
forming in-country working groups (EWG's: Extended Working Group's) that
will continue after the BIC project concludes in Dec 2013, The main purpose
is to maintain the current momentum of this group of researchers, which
are supported by their governments, in order to strongly promote the vital
research topics of mutual benefit for future international research
collaboration.

As tangible expression of interest by the target countries, the idea of long-
term cooperation has garmmered strong interest. It has already led to the
launch of the BIC's 15 EWG in India in May 2013 supported by India’s main
government research agencies as well as influential policy and research
planners. (For details, please see: http://www.bic-trust.eu/2013/05/22/bic-
india-ewg-launch/)

BIC is now happy to report that Brazil will now launch the 2" EWG on 21-
22" October 2013 in 530 Paulo, Brazil by Dr. Augusto de Albuguerque,
Minister Counselor, Head of Information Society and Media Sector,
European Commission in Brazil representative. (For details please see
http:/fwww.bic-trust.eu/2013/09/24/bic-brazil-ewg-launch/.

The final EWG is currently being formed in the third BIC country, South

Search tl
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NIS PPP established

= Network Information Security Public private Platform has been
established

= A key action of the EU Cyber security Strategy and aligned with the
implementation of the NIS Directive.

= [ncluding trusted information sharing and the need for WGs with clear objectives
and well-defined themes.

= WG1 on risk management, including information assurance, risks
metrics and awareness raising;

» WG2 on information exchange and incident coordination, including
Incident reporting and risks metrics for the purpose of information
exchange;

= WG3 on secure ICT research and innovation.

= BICis currently involved in WG2 and WG3 and strongly advocating
the Building of International cooperation.

= Would be excellent synergy with the Indian Joint Working Group (JWG) on Cyber
Security, who already have a sub-WG on International cooperation.
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1.

2.

3.

4.

5.

6.

Ranked priority research topics

Research in Cyber security

— Fight against cybercrime, digital forensics, critical infrastructure protection

— Move from bilateral to multilateral approaches

Trust & Privacy

— Trust instrumentation, social computing trustworthiness, information
security awareness, human values, privacy by design

Mobile, Social media & Cloud security (individual & enterprise)

— Software security (for user & provider), standardization and metrics

Security of applications & data protection

— |IPR, usage control, digital governance, data provenance, Big Data

ldentity management, accountability frameworks

— Strong authentication, responsibility, forensics, digital evidence, digital
signature, linkage with privacy mechanisms, usage control

Future Internet security

— Network & information security, cryptography & protocols
— Smart grids, 10T, robots & drones, green security, search engine



Future Internet key challenges addressed in H2020

Diversity & interoperability
— An ecosystem in the global geography with diversity of cultures and contexts
Flexibility and innovation
— An ecosystem flexible, simple, universal and polymorphic in its structure, sharpened and adjusted in
usage
Trustworthiness
— Strengthening the resilience of infrastructure control and crisis management

Transparency
— Governance and digital control, in Europe and worldwide
— Digital multi-lateral governance at global scale
— Neutrality of the entire ecosystem, not just net neutrality
Freedom, Openness, Ethics
— Principles of human values, flexibility and usability, architecture and usage interrelation and feedback,
building together a cyber-ethics
Accountability and Responsibility
— Digital sovereignty of responsible entities (providers, users)
— Redefined responsibilities of access, services, content providers
— Digital dignity of users, and respect for privacy and digital behavior
Trust and Privacy
— Digital industrial policy, restoring confidence and privacy
— Intimacy of cloud computing
— Repositioning trust infrastructure at the same level as security infrastructure



Horizon 2020: Societal

Cyber security

— Training of the stakeholders requires cyber defence exercises
Trust and Privacy

— User awareness, personal data protection; human values
Mobile and Cloud security

— new business models

Security of Applications

— Digital governance

Identity and Accountability

— Social computing awareness; Usage control, Big Data security

Future Internet security
— Usability, user-centric approaches, green security



Horizon 2020: Technological

Cyber security

— New traffic management models, Digital Business Models, Evolutionary
integration models

Trust and Privacy
— Universal trust models, accountability and responsibility
Mobile and Cloud security

— Operating system security, Operating permit to cloud service operators, Risk
metrics for cloud usage

Security of Applications
— Homomorphic cryptography, watermarking, IPR, DRM, Big Data, search engine
Identity and accountability

— Post-incident investigations adapted to the virtual world, Audit mechanisms for a
virtual world

Future Internet security

— Network and Information security, engineering (biometry, etc.), cryptography,
Technological support, secure managing and monitoring, green security, critical
infrastructure protection



Horizon 2020: Governmental

Cybersecurity

— Resilience of cyberspace, Management of panic, Preparation for any
adverse situation, Digital governance model, Cyber defense having an
international dimension, Anti-cyber laundering initiative, Global data
and information flow agreement, critical infrastructure protection

Mobile and Cloud security
— Secure deployment
Security of Applications

— Business model of the ecosystem, standardization, governance,
certification

Identity and Accountability

— |dentity management, accountability frameworks, identity cards,
digital signature, certificates, security assessment

Future Internet
— Standardization, governance, critical infrastructure protection



Horizon 2020: Legislative

Cybersecurity
— Demarcation of responsibilities for cyber-protection
Trust and Privacy
— Legal or constitutional changes to erect cyber deterrence
Mobile and Cloud security
— New business models with user’s assurances
Security of Applications
— ownership, IPR, digital governance, digital evidence, usage control

Identity and Accountability

— Data ownership rules, Global digital dispute analysis and resolution
framework, forensics, digital signature, certificates

Future Internet
— Cyber deterrence framework, PPP, private sector relationships



Horizon 2020: Research organizational

e All themes

— Strategic global research frameworks in the H2020

* Appropriate mechanisms for effective INCO

— including bi-lateral and multi-lateral cooperation models needed
for Cyber security

* Alonger term strategy

— including coordination, flexibility, and providing for longer
durations of continuity is required for maximum impact



Trustworthy ICT themes across BIC countries**

*International data exchg. Archi. for cyber security
. *Fight against cyber crime
Cybe r SeCU r\tv *Align policies and joint exercises

*Affirming source/birth of data
*Audit trails for sectors (e.g. Gov't.)
*Standards on provenance models

*Smart technologies and privacy
*Future internet techs. and privacy
*Social networking and privacy
*Increase uptake of Privacy by Design

*Cooperation w/ national ID prog’s.
*Authentication and Authorization
*Global Digital certification programmes

*Cultural based models of TM
Trust Management *Trust in data and info. provenance
*Recommendation/Reputation TM
*INCO needed for global TMs.

**Preliminary results from our survey at http://www.bic-trust.eu/priorities-survey/

If vou haven’t done it vet, please spend few minutes on the survey (10 mins max)
7 November 2013 Michel Riguidel
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