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BUILDING International Cooperation
for Trustworthy ICT

Launch External Working Group (EWG) meeting for Brazil
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BIC: Building International Co-operation for Trustworthy ICT

Purpose of BIC:
To build cooperation between the EU and
the international programme agencies and
R researchers in India, Brazil and South
Africa within the focus areas of
TR Trustworthy ICT, including trust, privacy
b b L L PR | and security, in order to:
/ (a)Understand the activities and planning
of the target countries; and
(b) Carry out a mapping of the European
Commission's planning to them, such

that a common technical and policy
alignment is viable.

DG-CNECT Unit H.4, Trust and Security
Jan 2011-Dec. 2013

@ @ http://www.bic-trust.eu/
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International Advisory Group (IAG)

The role of IAG is to:

Forum for bringing together country representatives from the
INCO-Trust countries and the BIC countries

Facilitate collaborations between national and other country
ICT Trust and Security constituencies

Review the International collaboration strategy in ICT trust
and security on a regular basis

Assist in the building of the working groups to enable BIC to
structure relationships



Managing BIC...

IAG Supporting Constituents:
«  Core Working Group (CWGs): Existing BIC WGs WG,
WG2, WG3
Extended Working Group (EWGs): Country Specific
Experts
«  Specialist Function Groups (SFGs): Specific Purpose/
Projects’ Specialist Groups

India have already formally assembled to carry forward this approach with
the EWG India launch meeting held on 215t May, 2013, and follow up
meetings in September and October, hosted by DeitY, Gov’t of India.

It is now with great pleasure that an EWG is now forming in Brazil!



Progress & Pipeline

Achievements

India EWG Launch Meet on 215t May’ 13 : Prof. M. P. Gupta, IIT Delhi has
accepted the challenge.

India EWG Meet, Delhi — 05th Sep’ 2013: Exposure to Researchers

India EWG meeting on 11" October at DeitY Conference hall.
Consolidation of Ideas & APs, Way forward.

Brazil EWG launch meet on 22" QOct. '13, Sao Paulo, Brazil

Major press release on the European Commission Digital Agenda web
site on the establishment of the BIC EWGs, featuring Brazil EWG in a
lead role. http://ec.europa.eu/digital-agenda/en/news/bic-intl-
cooperation-project-launch-2nd-high-profile-advocacy-group-brazil

Pipeline

BIC IAG-EWG Meet, ICT 2013 @Vilnius — 7" Nov’ 2013: IAG - EWG
Interactions to initiate Research Cooperation with other countries,

Symposium on identified challenges - to be discussed for early 2014.
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Trust & Security

* About
b Cybersecurity
b Online privacy

b Research Projects

Telecoms & the Internet

Software & Services
Open Internat
Broadband
Telecoms

Cloud Computing
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BIC Intl. Cooperation Project to Search ti
launch 2nd High Profile
Advocacy Group in Brazil.

Research results: 03/10/2013

The project Building International Cooperation for Trustworthy ICT
{BIC) develops research and program level relations across EU and the
target countries (Brazil, India and South Africa) and also identifies
priority technology /policy areas of common interest. These objectives
have been successfully accomplished with establishment of BIC s
dedicated thematic working groups at the national and EU levels,
cooperation priority formulations and BIC's International Advisory
Group.

BIC furthermore advocates a dedicated strategy of fostering long-term
international cooperation in Trustworthy ICT. Driven by the very strong
interest from the international community, BIC proposed the strategy of
forming in-country working groups (EWG's: Extended Working Group's) that
will continue after the BIC project concludes in Dec 2013. The main purpose
is to maintain the current momentum of this group of researchers, which
are supported by their governments, in order to strongly promote the vital
research topics of mutual benefit for future international research
collaboration.

As tangible expression of interest by the target countries, the idea of long-
term cooperation has garnered strong interest. It has already led to the
launch of the BIC's 15 EWG in India in May 20132 supported by India’s main
government research agencies as well as influential policy and research
planners. (For details, please see: http://www.bic-trust.eu/2013/05/22/bic-
india-ewg-launch/)

BIC is now happy to report that Brazil will now launch the 2" EWG on 21-
2274 October 2013 in 530 Paulo, Brazil by Dr. Augusto de Albuguergue,
Minister Counselor, Head of Information Society and Media Sector,
European Commission in Brazil representative. (For details please see
http://www.bic-trust.eu/2013/09/24/bic-brazil-ewg-launch/.

The final EWG is currently being formed in the third BIC country, South
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EWG Status — the snowball effect!

Launch in May ‘13,
follow up meets held
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EWG Status — the snowball effect!

Launch meeting being held
today in Sao Paulo!!

IAG
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EWG Status — the snowball effect!

IAG

Initial briefing in
Aug. at ISSA ‘13
and Launch
meeting being
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Do we want this?

~=  Tactical (biJaeral) partnerships




Or this?
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BIC = Moving towards a strategic approach

How do we
achieve it?

BUILDING International Cooperation
vvvvvvvvvvvvvvvvv




Agenda

= What is BIC?
= The BIC strategic approach

= Concrete examples of Brazil — EU

cooperation in areas related to Trustworthy
ICT

= Expected outcomes from this event



Trustworthy ICT themes

These parallel nicely

\

_Y I I Cyber Security

BIC

o e comeaen RESEArCh

fof ushworthy It Brazil Ireland
PONTE PARA O PROGRESSO

*International data exchg. Archtecture
for cyber security

*Fight against cyber crime

*Align policies and joint exercises

*Affirming source/birth of data
*Audit trails for sectors (e.g. Gov'’t.)
*Standards on provenance models

*Smart technologies and privacy
*Future internet techs. and privacy
*Social networking and privacy
*Increase uptake of Privacy by Design

*Cooperation w/ Brazil nat. ID prog.
*Authentication and Authorization
*Global Digital certification
programmes

T t *Cultural based models of TM
rust Managemen *Trust in data and info. provenance
*Recommendation/Reputation TM
*INCO needed for global TMs.
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Concrete example of Brazil — EU cooperation in trustworthy ICT

1. Research in Cyber Security

= 2012 Brazil White Paper to Guide Future Defense Priorities,
est. of a full-fledged Brazilian Center for Cyberdefense
(CDCiber) by 2015.

= NIS Public Private Platform (NIS Platform) established in EU

* International data exchange architecture for
cybersecurity
— Policies

* relating to how the collected cyber-intelligence is to be handled,
exchanged, shared and utilised

— Fight against cyber crime
« Enhance cooperation in Cyber forensics / CERTs as premium ref.

— Joint exercises

« Planning and improvement of joint exercises related to cyber security
across borders




EU Cyber Security Strategy

Stimulate BEuropean Industry for secure ICT
Establish national CERT centres

[ ENISA
—_—
I Treat identification and mitigation
Ensure Metwork and Information Security | International cooperation  EU-US cyber incident exercise

e
\ Information exchange mechanisms
o

Cyber security of Industrial control systems and smart grids

L _ . Figthing Botsnets
(S EU Cyber Security F'EIIII:}'___‘,'

ICT supply chain security

\ .
. Ensure cooperation of actors

Banking
{ Transport
Energy

.\"x Solutions for specific sectors ‘.j'
\l Enablers of key Internet senvices

Public administrations

\, Health sector
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EU NIS Platform established

= Network Information Security Public private Platform has been
established

= A key action of the EU Cyber security Strategy and aligned with the
implementation of the NIS Directive.

= |ncluding trusted information sharing and the need for WGs with clear
objectives and well-defined themes.

» WGI1 on risk management, including information assurance,
risks metrics and awareness raising;

= WG2 on information exchange and incident coordination,
including incident reporting and risks metrics for the purpose
of information exchange,

= WG3 on secure ICT research and innovation.
= BICis currently involved in WG2 and WG3 and strongly
advocating the Building of International cooperation.

= Other countries have established similar groups e.g. India has set up a
Joint Working Group (JWG) on Cyber security with a number of sub-
working groups.



Concrete example of Brazil — EU cooperation in trustworthy ICT

2. Future Internet (FI) Data and Information
provenance (source/birth of)

For a more trustworthy Fl, the user must be able to categorically
trust the source and integrity of the data and information

There are complementary skills in Europe and Brazil on these
research topics and they can be leveraged well together.

Audit Trail:

= Tracing of the audit trail of data, determine resource usage and
errors in data generation.

Governmental Domains:

= |n Brazil, within the social inclusion policies, this is a very
Important issue. E.g. Voting system, taxing system.

Standarization:

= Standardization of provenance models, services, and
representations, provenance management architectures and
techniques.



Concrete example of Brazil — EU cooperation in trustworthy ICT

3. FI Data and Information privacy

“Future Internet” = large mix of ‘smart’ technologies, including Internet of
Things, mobile devices, sensors, cloud computing & cloud storage, amongst
others, bringing major data and information privacy challenges.

Highlighted in recent Brazil — EU conf. (organised by Brasscom in 03/13) on
Digital Economy, Cloud comp., Security, Privacy and Data protection
Smart technologies and privacy:
= Collection of data from heterogeneous sources, design, composition,
discovery & delivery of context-aware secure services.
Future Internet technologies and privacy — use of PbD:

= Environments that combine sensors (Internet of Things), social networks
(Internet of People) and service provision (Internet of Services) involve
event-related security information

= Privacy by design (PbD) principles should be used to help the users
manage their own data and information in an informative way.



Concrete example of Brazil — EU cooperation in trustworthy ICT
4. ldentity Management
— The reinforcement of digital identity at the global scale, requiring
more efforts to protect privacy of individuals and enterprises.

— promoted by the Brazilian research community including RNP
(Rede Nacional de Ensino e Pesquisa), PUC Rio amongst others,

— Cooperation between Brazil’'s National Identity card programme and
the EU’s privacy protecting ID systems.

« Authentication and Authorization:

— Two independent Brazilian groups led efforts related to AAA, resp.
to public key infrastructures and to federated authentication and
authorization. 1. ICPEDU, a PKI for the academic community; and
2. CAFe, a federation for access to web-based services.

« Digital certification:

— Enables cybercitizens secure electronic transactions, e.g. sign
agreements and get access to restricted information, among others.

— ICP-Brazil: The National Digital Certification System, Brazil already
has a relevant set of digital certification ready applications, mainly in
bank industry, in the judiciary, in electronic invoices, & others.




Concrete example of Brazil — EU cooperation in trustworthy ICT
5. Trust management models

This research topic has been collectively identified by all three BIC
countries (Brazil, India and S. Africa) for international cooperation with the
EU. It concerns the development of trust models, mechanisms and
architectures to support business ecosystems.

Cultural based trust models

 E.g. trust models based on collectivist vs. individualist cultures.
 Interaction with the broader society: new trust models at mass scale

Trust in data provenance

» Information and its source (provenance) is typically lost in the process
of transcribing databases. Needs to be affirmed in real time (or near).

Trust based on recommendation and/or reputation

» Developing reputation models for online behaviour and harmonise
them with cultural understanding of reputation requires new models.

International cooperation needed

 to allow sharing different trust models and in order to implement trust
infrastructures (protocols, architectures, services).
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Expected outcomes for this event

= Agreement of alead person /organisation

= Work on position paper on topics for cooperation for
Incorporation into Horizon 2020 planning (2014 —
2020 research progr.)

= Using the examples presented today as starting
point —is there anything missing?
« ldentify, analyse and compile listing of all projects

by Institutes and Industry of relevance in
Trustworthy ICT

« Start to work closely with the EWGs of other
countries in formation to facilitate multi-lateral
cooperation.



Thanks / Questions?

project contacts:

In

EU:

Jim Clarke <jclarke@tssg.org>

Neeraj Suri < suri@cs.tu-darmstadt.de>

Michel Riguidel <michel.riguidel@telecom-paristech.fr>
Aljosa Pasic <aljosa.pasic@atosresearch.eu>

In Brazil:
< Priscila Solis Barreto <pris@cic.unb.br>>

BUILDING International Coop
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FAQ @ http://www.bic-trust.eu/
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mailto:jclarke@tssg.org

BUILDING International Cooperation
for Trustworthy ICT

Management Strategy - MIME
“Making INCO Meaningful & Effective”

note: this is primarily a reprint of presentation of BIC
IAG member, Mr. Abhishek Sharma, CEO of Beyond

Evolution Technologies, Gurgaon, India b
from the launch of the BIC India EWG, J:m
215t May, 2013
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Moving Forward:
-~ Bi Lateral to Multi-Lateral strategy

=T Tactcal (iteral partnerships

How do we
achieve it?

32



BIC

BUILDING International Cooperation
for Trustworthy ICT

Effective INCO - CSF
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BUILDING International Cooperation
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BIC Role: IAG & Working Groups g

e

1. International Advisory Group (IAG):

a. Reps from all participant countries

b. Structure Constituents:

i Core Working Group (CWGs): Existing BIC WGs -WG1, WG2, WG3

ii. Extended Working Group (EWGs): Country Specific Experts

iii. Specialist Function Groups (SFGs): Specific Purpose Specialists

India were the first one to have formally assembled to discuss & carry
forward this approach, and can provide learnings to others.

2. CWGs Working Groups address:

a. Approach (WG1): User Oriented/ Human aspects of trust and security
b. Technology(WG2): network and cyber security
c. Management(WG3): strategy, structure, funding, coordination

36
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3. CWGRole:

a. Prepare Long Term Strategy:

a. New Challenges & Threats

b. Areas for Innovation & New Projects

C. Policy Review & Course Correction
b. Promote Multi — Lateral Cooperation:

I Interact closely with EWGs of the countries
ii. Share progress across EWGs’ - in sync with the CWG
C. Monitor & Manage In-Country progress:

d. Help prepare & consolidate Budgetary Estimates.

37



BIC Role: IAG & Working Groups /
BULOING iemationc Cocperatn ///'/—\\ Yo B

4. EWG:
a. Identify Priority Areas for Research & Development (PARD)

b. Integrate BIC objectives & requirements with PARD

c. Identify, Analyze & Consolidate Research Areas & Required Stake
Holders (Research Institutes, Industry etc)

d. Prepare High Level Action Plan (HLAP)/ Input to Work Programme.

e. Recommend Road Map to funding bodies.

f. Coordinate with EWGs of other Countries/ EU MS.

g. Analyze, select and facilitate projects for Multi-Lateral Cooperation

38



BIC Way forward

=

a. Review, Finalise & Consolidate Position Paper on key
areas of BIC.

b. Identify specific “Stake Holders”
i Govt. Bodies
ii. Research Institutes
lii. Industry

c. Scope Areas of Research & Innovation H2020 (2014-2020)
d. Prepare HLAP/ Input to WPs

e. Build awareness and consortia for INCO



- essential that you gain assurance of

Support by your government reps.!

Effective Support to BIC and its aftermath
* Keeping active an IAG, CWG, EWGs, & SFG
* Drive for Brazilian Projects at International Forum

 Support Multi-Lateral Cooperation

*Strategic
*Management — Advisory
*Project



BUILDING International Cooperation
for Trustworthy ICT

Thanks



