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Introduction

LabSEC - INE - UFSC
Infrastructiure

Located in Florianopolis
4 Academic Staff
12 Post-graduate students
38 Undergraduate students
Safe Room
200 m2 +
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LabSEC - INE - UFSC
Research Areas

Cryptography (Prof. Custodio)
Big Data Digital Signatures
Finite Fields

PKI and Identity Management (Prof. Custodio and myself)
Academic Identity Magement
PKI for Brazil’s Federal Government

Applied Formal Methods for Security ( myself )
Verification of Security Ceremonies
Insider Threats Verification

Secure Software Deign (Prof. Pereira e Silva)
Secure software design for the Federal Government

Security in Wireless Networks (Prof. Moraes)
Secure infrastructure in Sensor Networks
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LabSEC - INE - UFSC
International Collaborations in Place

Carleton University (Canada)
RHUL and University of Catania (Italy)
University of Oxford
University of Copenhagen, UC Davis, Carniege Mellon and
Korean Bible University
University of Luxemburg
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LabSEC - INE - UFSC
Sample Project

Dealing with Insider Threats
Work on foundations for trusted systems
Multi National
Funded by NSF and Danish Ministry of Science
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Introduction
Motivation for Human Centric Protocol Security

When put in practice,
protocols’ assumptions that
involves human-device and
human-human interaction
have to be implemented

They are then replaced by
dynamic user-interactions
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Introduction
Motivation for Human Centric Protocol Security

Even protocols verified under Dolev-Yao threat model
assumptions might be susceptible to attacks when
implemented due to some reasons, which may include:

Clear usability problems – the user must have unrealistic
capabilities to perform his activities

The assumptions are too big/strong or too generic – it is
often necessary to assume that previous steps were
successfully performed, or that the user is capable of
performing some kind of operation
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How do we sort this out?

Clearly we have at least two choices:

We change the user interaction.

We change the assumption
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Why changing the user is not a good idea?

User interaction is per se
unpredictable

Modelling the user is very hard

Constructing a tool for checking that
is complicated

The user is not part of the problem,
but part of the solution!
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Motivation

Dolev-Yao threat model represents the most powerful
attacker possible

However, this powerful attacker is not realistic in certain
scenarios

Workarounds to protect agains unrealistic attacks may
introduce security problems

Despite the fact that the security flaws are introduced
during the implementation of the procotol, its cause is often
an inaccurate assumption which may have been forced by
an unrealistic threat model
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Security Ceremonies

A ceremony allows more
detailed analysis of a protocol

Assumptions are more precise
and well described

A Dolev-Yao attacker for
ceremonies is not always
consistent with real world
threats

The description attacker
capabilities for ceremonies
scope requires finer
granularity in its description
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Premises for Ceremonies Threat Modelling

No being is omnipotent in
human-human channels

Omnipotency in the
human-device channel is not
always realistic

A threat model including
human peers should be
constrained by the laws of
physics

Humans are capable of
performing basic information
recall or mathematical
operations

One should never use more
crypto than needed
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Gains Under a Realistic Threat Model

The misunderstanding of the correct threat model would
lead to us to the incorrect conclusion that it is not secure
The ceremony for the bluetooth association protocol can
be described avoiding these conclusions
The ceremony could enforce the use of a correct threat
model choice at implementation level
This kind of ceremony potentially trains users to detect
different threat models
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Where to go now?

Specification of the threat model
using an abstract verification
method

Automation for testing and design of
security ceremonies

Refining model to cope with more
channels

Redefining new ceremonies for old
problems.
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Concluding Remarks

Our approach is based on a well established model for
security protocols

We weaken the attacker to match the premises for
human-device interaction and human-human interaction

Our model helps security protocols and ceremony
designers to develop ceremonies:

using reasonable assumptions

tailored to the real capabilities of the attacker

that do not contain unnecessary protection mechanisms to
unrealistic attacks
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Concluding Remarks

We already have EU partners working on this project, but
we want to expand the Multilateral INCO

We also have payers outside EU scope

We believe the application of this research can be set up
as good basis for a H2020 multi-lateral project.

We are waiting for contacts from possible partners.
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Thank you!

Questions?
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