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Joint Working Group (JWG) 

• The JWG was set up under  the 
chairpersonship of Deputy National Security 
Advisor in Oct 2012. 

• For engaging the private sector in a Public 
Private Partnership (PPP) for strengthening 
the cyber security architecture in the country. 



Recommendations of JWG 

    JWG has recommended a “Roadmap” for PPP 
on Cyber Security that includes : 

Setting up of an institutional framework. 

Capacity-Building in the area of cyber security. 

Development of cyber security standards and 
assurance mechanisms. 

Augmentation of testing & certification 
facilities for IT products. 

 



Institutional Framework 

• Setting of a permanent JWG, with 
representatives of government and private 
sector. 

• A Joint Committee on International 
Cooperation and Advocacy (JCICA) will advise 
JWG in promoting India’s national interests at 
various international forums on cyber security 
issues. 



Pilot Projects  

• Setting up of a pilot testing lab, conducting a 
test audit. 

• Study of a sample Critical Information 
Infrastructure. 

• Establishment of a multi-disciplinary Centre of 
Excellence (COE).  



Key focus areas 
• Creation of Information Sharing & Analysis Centers 

(ISACs) in various industry verticals. 

• ISACs to  coordinate  with sectoral CERTs and CERT-
India. 

• Training to law enforcement agencies (LEAs) in cyber 
crime investigation and cyber forensics . 

• Cyber security awareness among general public. 

• Establishment of an ‘Institute of Cyber Security 
Professionals of India’ for capacity building in 
security testing and auditing.  

 
 



Concluding Remarks 

• The Indian Government has taken steps to 
secure her Cyber Space. 

• The National Security Advisor drives the 
initiative with Industry and Ministries 
collaborating in an institutional framework. 

• The experience as we evolve would guide 
necessary corrections to achieve the set 
objective.     


