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Security Team 

• Lab. of Computer Networks & Architecture (LARC) 

– Professors (x4) 

Paulo S. L. M. Barreto   Cintia B. Margi 

 
Wilson V. Ruggiero   Marcos A. Simplicio Jr. 

 

– MSc students (x6) 

Bruno Medeiros, Jefferson Ricardini, Leonardo Almeida, 
Marco Gomes, Pedro Maat, Renan Alves 

– PhD students (x4) 

Bruno Trevizan, Ewerton Andrade, Felipe Biasi, Geovandro 
Pereira 

 

SFI “E.T.S. Walton” Awardee 

2008-2009 – DCU 



Security-related Research 

• (Applied) Cryptography  

– Crypto primitives 

• Ex.: lightweight post-quantum algorithms for signature 
and encryption; elliptic curves and pairings; password-
based  key-derivation functions; message 
authentication; ...  

– Crypto protocols 

• Ex.: mobile-banking; lightweight authenticated key-
agreement; cheating-detection in card games; ... 

– Efficient implementation 

• Ex.: hardware-oriented design & optimizations; ... 



Security-related Research 

• Network security 

– Securing distributed systems 

• Ex.: P2P-based IPTV systems; cloud computing virtual 
networking; mobile-health systems for data collection; 
online detection of bank frauds; ... 

– Security in resource-constrained networks 

• Ex.: wireless sensor networks; SIM cards; micro-
controllers; and anything with limited availability of 
processing/memory/energy ... 



Some Ongoing Projects 



Partnerships 

• Funding agencies and industry 



Security in Embedded Systems 

• Goals:  

– Design of security algorithms and protocols for resource-
constrained scenarios, providing high security levels at low 
cost (i.e., memory usage, processing time, and energy 
consumption).  Research includes both hardware- and 
software-based solutions 

 

• Partners/Funding: 

– Intel Corporation (USA), Scopus Tecnologia (Brazil), CNPq 
(Brazil) 



Cloud Computing Credentials 

• Goals:  

– Construction of a complete framework for credential 
management, authentication and secure virtual 
networking in cloud computing systems 

 

• Partners: 

– Ericsson Research                                                                        
(Sweden, Canada and Finland) 

• Funding:  

– Innovation Center,  Ericsson Telecomunicações S.A. 



Password-based Key-Derivation 

• Goals:  

– Construction of a novel password-based key-derivation 
function (KDF) able to raise the costs of (parallel) brute-
force and dictionary attacks above the state-of-the-art. 
The construction (named Lyra) will be submitted to the 
international Password Hashing Competition (PHC) 

• http://lyra-kdf.net/ 

 

• Funding:  

– CNPq (Brazil) & FAPESP (Brazil) 

 

http://lyra-kdf.net/
http://lyra-kdf.net/
http://lyra-kdf.net/


Questions 

Thank you! 


