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Institute of Informatics and 
Telematics  

• The IIT-CNR Institute performs both 

research and service operation: 

• On the one hand it is the Registro.it, i.e. the 

registry of the ccTLD “.it” 

• On the other one, it coordinates the EU funded 

virtual centre of Excellence NESSoS 

engineering Secure Future Internet Services 

 



Cyber security directive  

• A new initiative launched by the Commission for member 

states and companies in order to support the adoption of 

the new Cyber Security Directive (launched on Jan 2013) 

• The directive addresses the increased cyber security level 

of all the member states 

• Consolidation and cooperation of national CERTS  

• Creation of national preparedness plans for cyber security 

(including authorities etc) 

• Increasing formation and education in the area of cyber security 

• … 

• This initiative will spread further the cyber-security activities 

at national level  
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The NIS platform  

• To support the EU cyber security directive EU decided to 

create a public/private/cooperation in the form of a EU 

platform on Network and Information Security (NIS) 

• Unique opportunity to better understand NIS Challenges, 

Threats and Risks 

• A platform for bringing together policy and technical experts 

to debate about the current and future challenges 

• A platform for influencing future R&D in NIS issues 

• An expression of interest to relevant stakeholders was sent 

in May and the first meeting was held in June 17 2013  

 

 



Topics of the NIS platform 
1. Organisational measures: practices to define, guide or evaluate an 

organisation’s cybersecurity, specifically its capability to identify, assess 
and mitigate cybersecurity risks, and to deter and handle incidents; 
(Risk management for cyber security)  

2. Secure products and services: practices to demonstrate the ability of 
products or services to provide a “good” level of cybersecurity 
performance as part of the ICT value chain; (Assurance)  

3. Metrics, measurement and language / taxonomy for cyber risk: practices 
for measuring, describing and evaluating cyber risks, impacts, threats, 
controls, etc. (Metrics and measurements for cybersecurity)  

4. Information exchange: practices for the exchange of cyber incident 
information, to allow cyber incident reports to be understood and acted 
upon in the framework of complex cooperation schemes; to facilitate a 
high level view of all cyber incidents which facilitates spotting trends and 
directing resources; (Information exchange) 

5. Cybersecurity resources: practices to manage and develop 
cybersecurity knowledge, skills and resources within an organisation or 
a sector. (Cybersecurity best practices) 
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WGs structure 

• Eventually 3 WGs have best established (two mainly 

operational and one mainly research oriented): 

 

• WG1 on Risk Management 

 

• WG2 on Information Sharing 

 

• WG3 on Secure ICT Research and Innovation  

 

 



WG3 deliverables 

WG3 identified the following deliverables (TBC the next couple 

of years):  

• Secure ICT landscape  

• Business cases and innovation paths  

• Snapshot of Education & Training landscape for workforce 

development  

• The Strategic Research Agenda (SRA). 

 



WG3 first meeting … 

WG3  met in Sept. 27 to: 

• Get participants to know each other; 

• Contribute to the terms of reference (TOR); 

• Share knowledge and content related to the SRA; 

• Draft a structure that facilitates this work. 

During the meeting, several security issues were tackled 

about: 

• Citizen and people centric computing  

• Interconnected society  

• Privacy, security and civilisation 

• Mobility and critical infrastructures 

• Multi-disciplinary skills, knowledge and awareness 

 

 

 



Contacts 

• Fabio Martinelli (Fabio.Martinelli@iit.cnr.it) 

• WG3 co-chair (with Raul Riesco Granadino, INTECO) 
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