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SBC, CESeg and SBSeg

* SBCis The Brazilian Computing Society

* CESeg is one of its special interest groups, in Information and
Systems Security.

* Responsible for the main event (SBSeg) in the area in Brazil:
— SBSeg 2013 is the 13" edition
— To be held in Manaus, in the Amazon Region, November 11-14
— Main track and keynote speakers
— Short courses

— 4 workshops (Forensics, Id. Mgmt., Corporate Sec., Undergrad Proj.)
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Main Research Areas

* Two communities have been together for several years
organizing SBSeg and other initiatives:
— Cryptology

— Information and Systems Security
* Cryptology has the strongest international presence

e Security has the largest community, and growing
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Cryptology

e C(Classical, military and diplomatic-related activity is over 40
years old.

 Contemporary, academic groups have been around for 30+
years.

* Areas of interest
— Fast implementation
— Algorithm and Protocol Design
— Cryptanalysys

— Pre and post-quantum
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Cryptology

Ties with most international centers:

e US, Canada, France, Belgium, Germany, Ireland, England,

Japan
* Strong Latin American ties (Chile, Colombia, Mexico, Uruguay)
e Latincrypt 2014 will be in Brazil, Sep. 17-19, Floriandpolis.

* ASCrypto is Latincrypt’s Advanced School of Crypto.
— ASCrypto 2013 has just been held in Floriandpolis.
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Cryptology

Main academic groups in Brazil
* UFMG

* UnB

* UNICAMP

 USP
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Information and Systems Security

Large community

In almost all states

e Critical infrastructures .

* Cybersecurity
* Dependability

e Distributed systems
 Embedded security
 Malware detection and

analysis
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Information and Systems Security

Strong ties with government and industry

Consulting, training, development, research

Main partners

* Brazilian Army and Navy

» Official PKI (ICP-Brasil)

* Brazilian Internet Steering Committee
* Election authority

* Banks, public and otherwise

* Intel, Samsung
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Information and Systems
Security

Main groups

*  UFRGS, UFSM
« UFSC
*  PUC-PR, UFPR, UTFPR

* UNICAMP, UNESP, USP,
UFABC,

* UFF, UFRJ, IME
* UFMG

* UnB

* UFPE

* UECE

* UFPA

* UFAM
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Highlights

* Brazilian PKl’s steering committee

e Brazilian PKI’s HSM (Hardware Security Module)

* Cryptography hot paper

* Speed records for cryptographic software

e Standards for cryptographic software

* Flaws in electronic voting machine

 New hardware for electronic voting machine

 Advanced solutions for authentication in internet banking
* Intel’s 6 partnership projects in energy efficient security
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Thank you
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