BIC

BUILDING International Cooperation
for Trustworthy ICT

International cooperation in ICT security research

Ranked priority

Michel Riguidel

michel.riguidel@telecom-paristech.fr

TELECOM

ParisTech



mailto:michel.riguidel@telecom-paristech.fr
mailto:michel.riguidel@telecom-paristech.fr
mailto:michel.riguidel@telecom-paristech.fr
mailto:michel.riguidel@telecom-paristech.fr

1.

2.

3.

4,

5.

6.

Ranked priority research topics

Research in Cyber security

— Fight against cybercrime, digital forensics, critical infrastructure protection

— Move from bilateral to multilateral approaches

Trust & Privacy

— Trust instrumentation, social computing trustworthiness, information
security awareness, human values, privacy by design

Mobile, Social media & Cloud security (individual & enterprise)

— Software security (for user & provider), standardization and metrics

Security of applications & data protection

— |IPR, usage control, digital governance, data provenance, Big Data

ldentity management, accountability frameworks

— Strong authentication, responsibility, forensics, digital evidence, digital
signature, linkage with privacy mechanisms, usage control

Future Internet security

— Network & information security, cryptography & protocols
— Smart grids, loT, robots & drones, green security, search engine



Future Internet key challenges addressed in H2020

Diversity & interoperability
— An ecosystem in the global geography with diversity of cultures and contexts

Flexibility and innovation

— An ecosystem flexible, simple, universal and polymorphic in its structure, sharpened and
adjusted in usage

Trustworthiness
— Strengthening the resilience of infrastructure control and crisis management

Transparency
— Governance and digital control, in Europe and worldwide
— Digital multi-lateral governance at global scale
— Neutrality of the entire ecosystem, not just net neutrality

Freedom, Openness, Ethics
— Principles of human values, flexibility and usability, architecture and usage interrelation and
feedback, building together a cyber-ethics
Accountability and Responsibility
— Digital sovereignty of responsible entities (providers, users)
— Redefined responsibilities of access, services, content providers
— Digital dignity of users, and respect for privacy and digital behavior
Trust and Privacy
— Digital industrial policy, restoring confidence and privacy
— Intimacy of cloud computing
— Repositioning trust infrastructure at the same level as security infrastructure



Horizon 2020: Societal

Cyber security

— Training of the stakeholders requires cyber defence exercises
Trust and Privacy

— User awareness, personal data protection; human values
Mobile and Cloud security

— new business models

Security of Applications

— Digital governance

ldentity and Accountability

— Social computing awareness; Usage control, Big Data security

Future Internet security

— Usability, user-centric approaches, green security



Horizon 2020: Technological

Cyber security

— New traffic management models, Digital Business Models, Evolutionary
integration models

Trust and Privacy
— Universal trust models, accountability and responsibility
Mobile and Cloud security

— Operating system security, Operating permit to cloud service operators,
Risk metrics for cloud usage

Security of Applications

— Homomorphic cryptography, watermarking, IPR, DRM, Big Data, search
engine

Identity and accountability

— Post-incident investigations adapted to the virtual world, Audit
mechanisms for a virtual world

Future Internet security

— Network and Information security, engineering (biometry, etc.),
cryptography, Technological support, secure managing and monitoring,
green security, critical infrastructure protection



Horizon 2020: Governmental

Cybersecurity

— Resilience of cyberspace, Management of panic, Preparation for
any adverse situation, Digital governance model, Cyber defense
having an international dimension, Anti-cyber laundering
initiative, Global data and information flow agreement, critical
infrastructure protection

Mobile and Cloud security
— Secure deployment
Security of Applications

— Business model of the ecosystem, standardization, governance,
certification

ldentity and Accountability

— ldentity management, accountability frameworks, identity
cards, digital signature, certificates, security assessment

Future Internet
— Standardization, governance, critical infrastructure protection



Horizon 2020: Legislative

Cybersecurity

— Demarcation of responsibilities for cyber-protection
Trust and Privacy

— Legal or constitutional changes to erect cyber deterrence
Mobile and Cloud security

— New business models with user’s assurances
Security of Applications

— ownership, IPR, digital governance, digital evidence, usage
control

ldentity and Accountability

— Data ownership rules, Global digital dispute analysis and
resolution framework, forensics, digital signature, certificates

Future Internet
— Cyber deterrence framework, PPP, private sector relationships



Horizon 2020: Research organizational

e All themes

— Strategic global research frameworks in the H2020

* Appropriate mechanisms for effective INCO

— including bi-lateral and multi-lateral cooperation models
needed for Cyber security

* Alonger term strategy

— including coordination, flexibility, and providing for longer
durations of continuity is required for maximum impact



Trustworthy ICT themes across BIC countries**
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Cyber Security

Data Privacy

Qentity Manageme®;

Trust Management

°International data exchg. Archi. for cyber security
*Fight against cyber crime
*Align policies and joint exercises

*Affirming source/birth of data
*Audit trails for sectors (e.g. Gov't.)
*Standards on provenance models

*Smart technologies and privacy
*Future internet techs. and privacy
*Social networking and privacy
*Increase uptake of Privacy by Design

*Cooperation w/ national ID prog’s.
*Authentication and Authorization
*Global Digital certification programmes

*Cultural based models of TM
*Trust in data and info. provenance
*Recommendation/Reputation TM
*INCO needed for global TMs.

**Preliminary results from our survey at http://www.bic-trust.eu/priorities-survey/
If you haven’t done it yet, please spend few minutes on the survey (10 mins max)
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Trends in security

Massive evolving usages, transforming activity & society

— Security is cultural and multidisciplinary

* science-techno-socio-economic components

* security may exist (infrastructure, protocols...) but trust may not
— Policy, legislation, ethical and ideology component

* Cyber-violence

Security research trends

— Must transcend people and technology relationship

— Technology
* Far beyond
— bit security (=> cryptography)
— mono-technology security (=> Wi-Fi, IPSec, etc.)
— system security (hw, sw, data)
* Interoperable flexible contextual security policies and mechanisms

— Economy

* Responsibility of all the trust value chain
— End-user, service-content-access provider...

— Societal & Technique

* Multifaceted vision
— Complex targets with moving technologies
— Security of the 3 major functions
» Storage, Communication, Computation
— Multipolar governance
» different interests and competition



Security in 2013

Human oriented Digital ecosystem
To individuals, enterprises, * For personal data, services,
institutions infrastructures
e To struggle against * To circumvent failures and
— Terrorism, crime, spy, vulnerabilities

disinformation, hacktivism

* Security models  Technology and Policy
— Diversity — Complexity
* cultures, contexts, domains: — Fragility
e-Heath, e-commerce... .
N — Scalability
— Usability

Not one single providential answer => interoperability of customized solutions



Requirements for the Future Internet

* Support for new modes of communication
— different needs => different services, various securities, QoS, by application / flow /
packet / ontology
* Reconciliation of access and core network into a unified architecture

— access links (dynamic, with mobility) & core network (static, high data rate)

— mobility support at the network periphery
* Geo-localization (Galileo, Beidu-2) and pervasiveness (sensor networks)

 Management : several views
— multi-polar management; self-adaptation
* Security and dependability (robustness)
— intrinsic security of the infrastructure (beyond security of application / flow)
— applications / critical needs such as emergency, defense, energy
* Green Networking
— requires control more global than local
* Politico-socio-economical context
— ideological considerations and geostrategic context are crucial

— economy (competition and innovation), sociology (balance security & privacy)
— risk: balkanization of the universal digital ecosystem into digital continental plates

7 November 2013 Michel Riguidel



Security of the whole system & all the components

It is inconceivable to secure a complex system
The major vulnerabilities (slack into usages) are integral parts of specs

Attackers
Contihuum Hacktivists RO
Normal Providers/Users [

TN N
L

f e : Contihuum
Disinformation

Normal software
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Global vision of future network architecture

against a pre-written, idyllic vision =>proposal: coexistence of models, counter-models, alter-models

"&.. "M Diversity

Varlety
: Move from one model to several models to be
tailored to specific dlgltal ecosystem niches

Culture, Context, Domain specific "

Complexity Interoperability }ﬁ
Scalability : Reciprocity :
Reaching the articulations of models Achieve coexistence of several conflicting
under various multi-scale dimensions. models in the digital ecosystem.
;1 k 4 f)
Fractal and/or recursive views mutual and/or asymmetric compatibility
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Digital Activity => cyber-social system

motivation,
ambition...

Digital world today:
strong entanglement
between
Human & Machine

equipment

software ," | "
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Digital ldentity > authentication VS ANONYMIity levels (= traceabiiity)
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Privacy = {Security + Security Assurance + Trust}

/  Trust => reputation, recommendation
/ Confidence => frequentation \
4 \
Me My Friends The others

-

//. ’_.:-as—“:. A.
privacy /K%,”ﬁ Service Provider Q\

intimacy

secrecy

Public sphere

Private sphere

Privacy # confidentiality
Privacy = { personal data protection + metadata + digital behavior }
=> measures : technology + policy + procedure + organization
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Global surveillance

Edward Snowden’s “revelations”

Michel Riguidel 19



Data society: opaque programs + open data & profiling

Software - Data
copyrights | ;

Personal data
scattered in exploded private spheres

Software are opaque,
open in darkness
The hook is in the light

7 November 2013 Michel Riguidel 20



The network is thickening and becomes lumpy
_~7 | Years 2020

Burst clouds,

/ massive structured distributed applications

Years 2010
Cloud Computing/Networking

-

Years 2000

Peer to Peer

Heavier Interactions
between the ICT functions

Strong interrelations between
computation, storage and communication

Michel Riguidel 21



The invisible seams of the virtual world

Management of abstractions in Engineering to override multi-technology
protocols and architectures complexity

el

« Mechanisms adapted to reaction speed,
to spatial distribution hooking physical
and computer science reality

1.  Above:overlays F
— Overlay Structures / architecture

— Virtual wires sewed with hashing
functions

2. Under: underlays 1
— Mobility models ﬁ
— Physical Landmarks hooked and
linked through signal processing and
probabilistic models

3.  Onthesides: cross-layers
— Transgression of OSI layers to
react faster
— Triggers, logical wires to short-cut
classical paths to perform rapidly

Virtual Plane
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Two opposed & dialectical momentums
in the evolution of software

* Virtualization of: * Incarnation, embodiment,
— memory, storage incorporation, profiling
— hardware (virtual machine) — Thinking requires a posture
— software (virtual OS) — Knowledge is not only
— architecture (overlay) calculation
— protocols (circuit / packet) — Intelligence requires a body
— Introduction of topology,

Virtual Plane
to erase
space and motion

neighbors

b

»
/o)
I 4

Engineering Plane
to implement technologies
and infrastructures

Asimo HRP-2
(Honda) (LEVELEY)

—
: ' | ‘ ' Receptionist
w ‘4

PSee “How the Body Shapes the Way We Think: A New View of Intelligence”
by Rolf Pfeifer and Josh C. Bongard, MIT Press, 2006
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Crustaceans & Vertebrates’ s Architecture

Mobility =>
Static & Harsh environment skin + nervous system + backbone

A lot of security tools onto
the current IPv4-IPv6 internet £

PKI, Federation, etc.
g ==

7hovember2013 | Clean slate approaw:‘hevmuS|ncrementalevolut|on -

39 for the Future Internet




Computational Cryptography :
Shift to Private Sector (processing power) ? To Asia (heuristics)?

Traditional hierarchical ladder of the Re-equi]ibrium of forces within the

current internet future internet (attacks, cryptanalysis)
- : - Massive externalized

furtive computer power
running within the
anonymous networks
confidential illicit computations

Standalone end-user
New Crypto with computation, history and geography ?
Alice and Bob are no more alone in this world:

amateur Hacker They have witnesses, alibis, trajectories
Vichrhieg1edve traces ... 2
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