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Initiatives 

• IBE: Privacy Security Trust Brazil-EU 

• EPUSP&UFU: Future Networks – 
OFELIA/EDOBRA* 

• EPUSP&UFU: Security in Critical Infrastructure, 
Smart Grids, Smart Meter Communication* 

• EPUSP: Security in  next generation (4G, 5G) 
cellular communications** 

*Projects with Funding 

** Approved 

 

 

 



Think Tank IBE 



IBE 

• Think Tank 

 

“ Cross Boundaries Innovation and Collaboration” 

 

▫ no geographic/disciplinar boundaries 



ICT Innovation 

• Horizon 2020 
▫ Societal Challenges -> Excellent Science-> 

Industry 
▫ Key: Innovation 

 Business Model 

• New ICT Technologies 
▫ Cloud Computing 
▫ IoT 
▫ Next Generation Cellular Communication 
▫ Future Internet 

 

 
 



Key Challenge to Business Model in ICT 

• Privacy, Security and Trust 
 

• Political Side 
▫ Laws and Regulation 
▫ New Global Internet Governancy 

 

• Technical Side 
▫ New security technologies 

 Quantum 
 Post-quantum security 

 



Privacy Security and Trust in the 

Brazil-EU partnership 
• EU side:  

▫ Privacy and Security have been subject of long  
discussions 

▫ Privacy and Security Tradeoff: political issue 

▫ Security: technical issue 

▫ Privacy Laws and Regulation 

▫ “Safe Harbors” 

▫ Privacy is not in the constitution of the all states of 
the EU 



Privacy Security and Trust in the 

Brazil-EU partnership 
• Brazil side: 

▫ Privacy is assured in the constitution  
▫ Brazil is not a EU “Safe Harbor”. Principles 

(http://export.gov/safeharbor/eu/eg_main_018475.asp ): 
     Notice - Individuals must be informed that their data is being collected 

and about how it will be used. 
     Choice - Individuals must have the ability to opt out of the collection 

and forward transfer of the data to third parties. 
     Onward Transfer - Transfers of data to third parties may only occur to 

other organizations that follow adequate data protection principles. 
     Security - Reasonable efforts must be made to prevent loss of collected 

information. 
     Data Integrity - Data must be relevant and reliable for the purpose it 

was collected for. 
     Access - Individuals must be able to access information held about 

them, and correct or delete it if it is inaccurate. 
     Enforcement - There must be effective means of enforcing these rules. 
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IBE 

• Think-Tank 
• Cross-Boundary Inovation and Collaboration 
• Provide Support for  Policy Makers 
• Transdisciplinar approach 

 
 
• Privacy X Security Tradeoff 
• Impact of  New Technologies (Cloud, IoT, Social Networks 

etc.) 
▫ Social and Technological View of Privacy 

• New techniques 
▫ Privacy by Design 
▫ Security by Design 

• Need for constant Law and Regulations Update 
 



IBE and RBI 

• Common themes in all layers of Trustworthy ICT 

 

• Impact could be severe: 

▫ If no privacy -> potential impact on critical 
infrastructure and national stategical initiatives 

▫   

 



EDOBRA/OFELIA Project 



Vision and Objectives 

• Design an intelligent protocol architecture 
• Deploy the research results 

▫ Research and Experimentation (aligned with FIRE) 

• Collaborate with future Internet research providing 
a *-Centric network architecture 

• Construct smarter cities and societies 
▫  Based on a smarter communication and with a better 

use of resources  

• Foster innovation 
▫ New  communication paradigm capable of handling a 

totally new  group of services 

 



Motivation 

• Specification of the main protocols of the 
Internet happened in the seventies 

• After four decades the communication needs 
changed substantially  

• New applications define a new set of 
requirements 

▫ Mobility, Security, QoS, etc. 

• The network must be reviewed 

 



Research Status 

• Extending and Deploying Ofelia in BRAzil (EDOBRA)  
▫ OFELIA (FP7 funded under grant 258365) work package 
▫ Partners: 

 EPUSP (USP Polytechnic School) 
 IT-Aveiro (Instituto de Telecomunicações Aveiro) 
 UFU (Federal University of Uberlândia) 

▫ Development 
 Network Architecture - Entity Title Architecture (ETArch) 

 clean slate network architecture that applies new naming and addressing schemes 
based on the Title, an unambiguous identification of an entity 

 Network is capable of handling user and application requirements over time, which will 
driven communication 

 Multicast and mobility over different access networks are seamlessly supported 
 Based OpenFlow substrate and fully integrated with 802.21 protocol 
 Deployed on top of OFELIA infrastructure 

 OFELIA Island deployed at Uberlândia, MG (UFU) 
▫ More information:  

 http://atnog.av.it.pt/content/ofelia-edobra 
 http://www.fp7-ofelia.eu/ofelia-facility-and-islands 
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Entity Title Architecture (ETArch) 

 



Entity Title Architecture (ETArch) 
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•Let’s Consider an infrastructure based on 
OpenFlow switches 

•DTSA (Domain Title Service Agents) are the basis 
of  ETArch and also acts as OpenFlow Controller 

•Interconnected DTSAs are responsible for the 
DTS (Domain Title Service) 

•A server creates a workspace that will 
stream live video; 
•A service, which title is “Worskpace-
2014_World_Football_Final” is made 
publicly available; 

•“Application1” registers at DTSA1 and 
then send a request to DTSA1 in order to 
attach at “Worskpace-
2014_World_Football_Final”;  
•DTSA1  contact other DTSAs peers and 
discovers  the requested Workspace; 
•Workspace is modified to handle new 
requirements; 

•“Application2”  performs 
same operations and queries 
DTSA1 for the workspace; 
•DTSA1 has knowledge about 
it; 
•Workspace is modified to 
handle new requirements 
meeting multicast 
aggregation; 

•“Application1”  moves 
through the DTS ; 
•Workspace is modified to 
handle new requirements, 
meeting mobility; 
•Seamless handover  using  
IEEE 802.21 mechanisms 



Entity Title Architecture (ETArch) 

Layers 
 



Security 

• Based on new relationship between entities 
▫ Reputation, Policies and Cultural factors 

• Entities are able to express their security 
requirements 
▫ Authentication, Authorization, Confidentiality, Non-

Repudiation, Integrity 
• Security requirements are enforced by the network 

architecture 
▫ Perimeter based techniques are not suitable for 

scenarios where users and devices are in constant 
mobility 

• Deployed on top of ETArch 
 



 

Institute for Studies 
Brazil Europe 



 Universidade de São Paulo – USP (Coordination); 

 Universidade Estadual de Campinas – UNICAMP; 

 Universidade Estadual Paulista Julio de Mesquita Filho – UNESP; 

 Universidade Federal de Goiás – UFG; 

 Universidade Federal de Minas Gerais – UFMG; 

 Universidade Federal de Santa Catarina – UFSC; 

 Universidade Federal do Pará – UFPA; 

 Universidade Federal do Piauí – UFPI. 

 
Brazilian Partners 



 Ecole Nationale d’Administration – ENA - France 

 Universidade do Porto - Portugal 

 Universitè Libre de Bruxelles – Belgium 

 Brunel University - UK 

 La Sapienza Università di Roma - Italy 

 Karlstads Universitet – Sweden 

 Freie Universität Berlin - Germany 

 
Associates 



www.ibe.usp.br  
 
 

http://www.ibe.usp.br/

