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BUILDING International Cooperation
for Trustworthy ICT

EWG-India Workshop,
11t October2013
Part 1. Mr. Abhishek Sharma, Beyond Evolution Technologies,
Member BIC IAG
Part 2. Mr. James Clarke, Waterford IT, Ireland, BIC Coord’r
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In this talk...

= BIC Objective

= Managing BIC

= Pipeline & Way-forward
* Today’s Agenda
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BIC: Building International Co-operation for Trustworthy ICT

BIC Objective:
To build international cooperation
between the EU and the programme
agencies and researchers in India, Brazil
and South Africa within the focus areas
of Trustworthy ICT, including trust,
privacy and security.

DG-CNECT Unit H.4, Trust and Security
Jan 2011-Dec. 2013

| http://www.bic-trust.eu/
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http://www.bic-trust.eu/

Managing BIC - IAG

= The BIC International Advisory Group (IAG) has three
functional Core Working Groups (CWGS)

= WG1. Human oriented /citizen trust and security
= WG2. Network Information security / Cyber security

= WG3. Programme Formulation, Coordination & funding focus —

Formation of IAG
India has a strong participation

BIC
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Managing BIC...

The role of IAG Is to:

« Forum for bringing together country representatives from the
INCO-Trust countries and the BIC countries

» Facilitate collaborations between national and other country
ICT Trust and Security constituencies

* Review the International collaboration strategy in ICT trust
and security on a regular basis

« Assist in the building of the working groups to enable BIC to
structure relationships

|IAG’s India Presence:

Country

IAG Members

India

Dr. Gulshan Rai, Director General, CERT-In, DeitY, Govt.of India,
Mr. Abhishek Sharma, MD & Co-founder, Beyond Evolution Tech Solution Pvt. Ltd.
Dr. MM Chaturvedi, Professor, Ansal University, New Delhi, India
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Managing BIC...

Structure Constituents:
«  Core Working Group (CWGs): Existing BIC WGs WG,
WG2, WG3
« Extended Working Group (EWGSs): Country Specific
Experts
Specialist Function Groups (SFGs): Specific Purpose/
Projects’ Specialist Groups

India are the first one to have formally assembled to carry forward this
approach with the EWG India launch meeting held on 215t May, 2013
hosted by DeitY, Gov’t of India.

BIC
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Progress & Pipeline

Achievements

« EWG Launch Meet on 215t May’ 13 : Prof. M. P. Gupta, IIT Delhi has accepted
the challenge.

« EWG Meet, Delhi — 05th Sep’ 2013: Exposure to Researchers

Pipeline
= EWG Meet, Delhi - 11t October 2013: Consolidation of Ideas & APs,
Way forward, Presence in CyFy.

= BIC IAG-EWG Meet, Vilnius — 71" Nov’ 2013: IAG — EWG interactions to
Initiate Research Cooperation with other countries,

= Symposium on identified challenges - Planned for early 2014.
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Way forward

» |nvolve additional experts covering the topics from the position paper to
develop a roadmap towards H2020

= |dentify, analyze and compile listing of all projects by Indian Institutes and
Industry of relevance in Trustworthy ICT

» Liaise between EU and Gouvt. of India on Trustworthy ICT/ Cyber Security.
* Work closely with the EWGs of other countries
« Faclilitate multi-lateral cooperation activities

* Flesh out the best channels for communicating the EWG research
requirements as we move to H2020

« Work out ways to continue the EWG activities after BIC concludes
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Today’s Agenda

= Formalizing identification of Stakeholders

= Approach & mechanism to establish knowledge pool
 |dentify industry element to research into deliverable solutions
« Approach to align with other country EWGs

« Create ablility to access & share info with other EWGSs

« Approach to align EWG-India with Govt of India and EU

* Approach to align EWG-India with other in country bodies working
on similar area.
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What Is new (and exciting) since
last time?

James Clarke, BIC Coordinator
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EWG Status — the snowball effect!
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EWG Status — the snowball effect!

Launch in May ‘13,
follow up meets held
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EWG Status — the snowball effect!

Launch meeting being held
|AG next week in Sao Paulo
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EWG Status — the snowball effect!

Launch meeting being held
|AG 22 Oct. in Sao Paulo

Initial briefing in
Aug. at ISSA‘13 ~
and Launch -'"

meeting being Launch in May ‘13,

follow up meets held
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What is new (and exciting)

* Following India EWG launch meeting and report, significant
interest from EU Commission (EC)!

= |nvitation by EC Trust and Security Unit to present BIC at a
Working Group meeting on EU-India Cyber security and
Cybercrime consultations;

= [nvitation to provide contribution to Sept. meeting of the EU
— India ICT working group, where our India EWG launch
meeting report was distributed widely;

= |nvitation as speaker and rapporteur at the ORF-FICCI Cy-Fy
conference 14-15™ Oct. 2013;

= Major press release on the European Commission Digital
Agenda web site on the establishment of the BIC EWGs,
featuring India in a lead role.

http://ec.europa.eu/digital-agenda/en/news/bic-intl-cooperation-
project-launch-2nd-high-profile-advocacy-group-brazil

BIC
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BIC Intl. Cooperation Project to Search t
launch 2nd High Profile
» About Advocacy Group in Brazil.

Research results: 03/10/2013

The project Building International Cooperation for Trustworthy ICT

¢ Online privacy {BIC) develops research and program level relations across EU and the
b Research Projects target countries (Brazil, India and South Africa) and also identifies
priority technology /policy areas of common interest. These objectives
have been successfully accomplished with establishment of BIC s
dedicated thematic working groups at the national and EU levels,
cooperation priority formulations and BIC's International Advisory
Group.

Trust & Security

b Cybersecurity

Telecoms & the Internet _ .
BIC furthermore advocates a dedicated strategy of fostering long-term

international cooperation in Trustworthy ICT. Driven by the very strong

Software & Services interest from the international community, BIC proposed the strategy of

Open Internet forming in-country working groups (EWG's: Extended Working Group's) that
will continue after the BIC project concludes in Dec 2013. The main purpose
Broadband is to maintain the current momentum of this group of researchers, which

are supported by their governments, in order to strongly promote the vital
research topics of mutual benefit for future international research
Cloud Computing collaboration.

Trust & Secunty As tangible expression of interest by the target countries, the idea of long-

term cooperation has garnered strong interest. It has already led to the
launch of the BIC's 15 EWG in India in May 20132 supported by India’s main
government research agencies as well as influential policy and research
planners. (For details, please see: http://www.bic-trust.eu/2013/05/22/bic-
india-ewg-launch/)

Telecoms

BIC is now happy to report that Brazil will now launch the 2" EWG on 21-
2274 October 2013 in 530 Paulo, Brazil by Dr. Augusto de Albuguergue,
Minister Counselor, Head of Information Society and Media Sector,
European Commission in Brazil representative. (For details please see
http://www.bic-trust.eu/2013/09/24/bic-brazil-ewg-launch/.

The final EWG is currently being formed in the third BIC country, South
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NIS PPP established

= Network Information Security Public private Platform has been
established

= A key action of the EU Cyber security Strategy and aligned with the
implementation of the NIS Directive.

= |ncluding trusted information sharing and the need for WGs with clear
objectives and well-defined themes.

= WGI1 on risk management, including information assurance,
risks metrics and awareness raising;

= WG2 on information exchange and incident coordination,
including incident reporting and risks metrics for the purpose
of information exchange,

= WG3 on secure ICT research and innovation.

= BICis currently involved in WG2 and WG3 and strongly
advocating the Building of International cooperation.

= Would be excellent synergy with the Indian JWG on Cyber Security, who
already have a WG on INCO.

n OCne iIdea is to build a new BIC into these activities in H2020.
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BUILDING International Cooperation
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A Critical Global Necessity
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