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  BIC: Building International Co-operation for Trustworthy ICT 

Original BIC Objective:  
To build international cooperation between 
the EU and the programme agencies and 
researchers in India, Brazil and South Africa 
within the focus areas of Trustworthy ICT, 
including trust, privacy and security. 

European Commission 

DG-CNECT Unit H.4, Trust and Security  

Jan 2011-Dec. 2013 

http://www.bic-trust.eu/  

Coordinator 

http://www.bic-trust.eu/


  
  BIC: Building International Co-operation for Trustworthy ICT 

Revised BIC Objective:  
To build international cooperation between 
the EU and the programme agencies and 

researchers in India, Brazil and Entire 
Africa within the focus areas of 
Trustworthy ICT, including trust, privacy and 
security. 

European Commission 

DG-CNECT Unit H.4, Trust and Security  

Jan 2011-Dec. 2013 

http://www.bic-trust.eu/  

Coordinator 

http://www.bic-trust.eu/
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The role of IAG is to: 

• Create a forum for bringing together country representatives from 
the INCO-Trust countries and the BIC countries 

• Facilitate collaborations between in-country national 
constituencies on ICT Trust and Security and other country similar 
constituencies 

• Review the International collaboration strategy in ICT trust and 
security on a regular basis 

• Assist in the building of the working groups to enable BIC to 
structure relationships 

 

International Advisory Group (IAG) 
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Tactical (bi-lateral) partnerships 

Do we want this? 

INCO-TRUST BIC 



MS 

MS 

MS 

X27 

MS 

MS 

Strategic (multi-lateral) partnerships 

Others 

Or this? 

MS 

27 EU 

Member 

States 



BIC = Moving towards a strategic approach 

How do we 

achieve it? 



How do we do it?  

IAG/WGs structural rework  

 It was discussed in BIC’s June 2012 workshop and with some 

refinements, it was ratified in the December 2012 BIC IAG forum at 

Lisbon and there it was decided that the supporting constituency of 

the IAG should be expanded as follows: 

• Core Working Group (CWGs):  Existing BIC WGs –WG1, WG2, 

WG3 

• Extended Working Group (EWGs): Country Specific Experts 

• Specialist Function Groups (SFGs): Specific Purpose/ Projects’ 

Specialist Groups, as needed. 

• With support from local government/funding bodies 
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Structure: IAG & Key Mgt Working Groups  
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EWG Objectives  

• Interface between  
– In-Country Researchers 

– Govt. 

– Industry 

– Other Country EWGs 

• Build Knowledge Bank 

• Facilitate INCO at functional Level - make INCO 

effective 

• Stronger and effective voice advocating priority areas 

for INCO research funding in future WPs/Calls. 
 

. 
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Progress & Pipeline 
Progress 
• EWG India Launch Meet on 21st May’ 13 : Prof. M. P. Gupta, IIT Delhi has accepted the 

lead. > 10 members have joined. 

• EWG South Africa concept launched by Prof. Marijke Coetzee of Univ. of 

Johannesburg at ISSA 2013, August 2013: Dr. Barend Taute, of CSIR Meraka Institute 

& BIC IAG has accepted the lead. 8 members have joined, and growing from today!! 

• EWG Brazil launch workshop on 22nd October ‘13: Prof. Ricardo Dahab of the 

University of Campinas (UNICAMP) has accepted the challenge to lead the EWG 

Brazil. > 10 members have joined. 

Pipeline 

 As one of first steps, the EWGs are planning to continue recruitment and hold a 

symposium / workshop on identified challenges -  Planned for early 2014 with support 

from their governments. 

 It is expected that the EU will also be hosting events in the BIC countries on INCO and 

the EWGs can plan sessions and contribute with a strong voice to these events. E.g. 

India in first half of ‘14 is already planning such an event and our EWG members are 

making contact with the Gov’t of India to be included. 

 BIC Final recommendations report taking on board the results of the Survey on 

Prioritized Trust and Security topics for international cooperation – see http://www.bic-

trust.eu/priorities-survey/ 

 It is great that BIC will live on in the EWGs in each country! 

 

 

  

   

 

 

 

http://www.bic-trust.eu/priorities-survey/
http://www.bic-trust.eu/priorities-survey/
http://www.bic-trust.eu/priorities-survey/
http://www.bic-trust.eu/priorities-survey/
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NIS PPP established 
 Network Information Security Public private Platform has been 

established  

 A key action of the EU Cyber security Strategy and aligned with the 

implementation of the NIS Directive.  

 Including trusted information sharing and the need for WGs with clear objectives 

and well-defined themes.  

 WG1 on risk management, including information assurance, risks 

metrics and awareness raising; 

 WG2 on information exchange and incident coordination, including 

incident reporting and risks metrics for the purpose of information 

exchange; 

 WG3 on secure ICT research and innovation.  

 BIC is currently involved in WG2 and WG3 and strongly advocating 

the Building of International cooperation.  
 

 One idea is to build a new BIC into these activities in H2020, 

including all out in-country EWGs. 

 We need You! 
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Trustworthy ICT themes across BIC countries** 

7 November 2013 Michel Riguidel 21 

•Cultural based models of TM 
•Trust in data and info. provenance 
•Recommendation/Reputation TM 
•INCO needed for global TMs. 

•Risk model approaches 
•Balancing uptake of cloud computing and not 
allowing security to fall behind 
•Security of data centres / Security as a Service 

•Smart technologies and privacy 
•Future internet techs. and privacy 
•Social networking and privacy 
•Increase uptake of Privacy by Design 

•Device security in the mobile security chain –  e.g. 
remote erasure of stolen device data 
•Coop. of all stakeholders – network operators, device 
manufs., security specialists 
•Regulatory framework for business apps. 

•International data exchg. arch. for cyber security 
•Fight against cyber crime 
•Align policies and joint exercises 

**Preliminary results from our survey at http://www.bic-trust.eu/priorities-survey/ 
See full report at http://www.bic-trust.eu/files/2013/01/D24-RankedPriority-Final-signed.pdf 

http://www.bic-trust.eu/priorities-survey/
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suri@cs.tu-darmstadt.de  
michel.riguidel@telecom-paristech.fr  

aljosa.pasic@atosresearch.eu
 

Barend Taute <BTaute@csir.co.za>
 

 
FAQ @ http://www.bic-trust.eu/ 

mailto:jclarke@tssg.org

